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ABSTRACT

The design of privacy settings plays a crucial role in the interactions between users and service
providers. Our research examines whether, how, and when positive and negative message
framing influence users’ decision-making in privacy settings via two experimental studies. Study
1 shows that positive framing performs better in persuading users to grant permission requests
than negative framing, and the information processing fluency accounts for this effect. Study 2
further identifies the moderating role of privacy salience, that is, the framing effect disappears
after enhancing privacy salience. Overall, our research clarifies the impact of message framing
on privacy behaviors, reconciles some of the inconsistent findings in framing effects, and
suggests a potential way to integrate the normative and behavioral theoretical lens in previous IS
privacy research using message framing as an entry point. Our findings also provide guidance for
policymakers and practitioners regarding how to frame messages in privacy settings.
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INTRODUCTION
Individuals manage their privacy by granting specific permissions to service providers and,
thereby, control their self-disclosure (Adjerid et al. 2019). Self-disclosure can be challenging for
individuals due to the hiding of key disclosure information in lengthy privacy policies or
intrusive default settings. To combat these issues, regulations such as the General Data Protection
Regulation (GDPR) in the European Union? and the Personal Information Protection Law (PIPL)
in China,? require businesses to explain the purpose of data collection and data use to users and
obtain explicit consent. Similarly, some firms have taken a proactive approach to the concern
such as Apple’s implementation of explicit user consent for data collection on iOS devices.®
Given user privacy concerns and the responses by both regulators and industry, a better
understanding of how the design of privacy settings affects users’ decision-making is warranted.
Subtle design and wording changes—known as message framing in persuasive design—can
have profound impacts on consumers’ behaviors (Seo and Park 2019, Seo and Dillard 2019).
Message framing refers to constructing the same content of a message into different frames by
emphasizing either the benefits afforded by adopting the recommendation, or the costs associated
with failing to adopt it (i.e., positive versus negative framing).* Message framing has been

increasingly used in the design of privacy settings, and after exploring several popular shopping

! See https://gdpr-info.eu/.

2 See http://www.gov.cn/xinwen/2021-08/20/content_5632486.htm.

3 See https://www.apple.com/ios/ios-14/.

4 We follow the definition of “goal framing” by Levin et al. (1998), in which the outcome of a recommended behavior is framed,
as frequently applied in the persuasion literature. A detailed discussion on our specific focus of message framing is in the
subsection of the literature review (2.2).
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apps, we found that positive versus negative message framing differs not only between providers
but also within the same provider at different times. For example, in January 2021, the privacy
settings of JD.com® described permission requests by emphasizing the benefits of granting
permission (positive framing), whereas Pinduoduo adopted negative framing, emphasizing the
potential costs of non-authorization for the same permission request. However, five months later,
the message framing strategies for these apps were reversed entirely, with Pinduoduo employing
positive framing and JD.com using negative framing. Our observation implies that firms are
interested in understanding the effects of message framing on users’ privacy behaviors, but do
not understand the impact or effectiveness of their designs.

The dominant focus of previous literature on individuals’ privacy behaviors has been on the
rational-based analytical privacy calculus process, which assumes that users’ privacy setting
decisions are determined by the deliberate trade-off between privacy costs and benefits. However,
the intuition-based heuristic process, such as the influence of heuristics and decision biases, has
been largely neglected (Dinev et al. 2015, Adjerid et al. 2019). Accordingly, it is unclear how
users’ privacy settings will be affected by message framing—a heuristic factor—and how to
explain the impact. Further, although message framing has been widely used in contexts such as
healthcare, retailing, and advertising (Kahneman and Tversky 1979, Scheufele and lyengar 2014),
the existing findings are difficult to apply to privacy-related decisions. It is unclear which type of

framing is most persuasive and influences expected behaviors (O’Keefe and Jensen 2006, Xiao

5 JD.com and Pingduoduo are two leading e-commerce companies in China.
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and Benbasat 2015, Karlan et al. 2016). Besides, substantial studies indicate that the framing
effect varies greatly across contexts (Levin et al. 1998, Cesario et al. 2013, Adjerid et al. 2019).
Thus, previous findings are insufficient to account for whether and how message framing
influences users’ permission-granting behavior in privacy settings.

These theoretical research gaps, along with the practical use of message framing in privacy
settings, motivates us to investigate the role of message framing in privacy decision-making.
Specifically, we aim to answer the following questions: 1) Will subtle differences in message
framing (positive versus negative) impact users’ behaviors? If so, which type is more effective in
persuading users to grant permissions? 2) What are the underlying mechanisms, including how to
interpret the different impacts between positive versus negative message framing (mediating
effect)? Is there a boundary condition (moderator) for the framing effect?

To address these questions, we develop an m-commerce application and conduct two
experimental studies. In study 1, we manipulate the framing of the message presented in the
privacy permission settings and capture users’ actual privacy behavior and decision process
information such as response time. We empirically find that framing the privacy permission
request in a positive (versus negative) way encourages people to grant privacy permissions.
Further, intuitive-based processing fluency, rather than the rational-based privacy calculus,
mediates this framing effect in privacy decision-making. In study 2, drawing on the theoretical
lens of dual-process models, we further manipulate privacy salience in addition to message

framing. The results replicate the main effect of message framing and show a moderating effect
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of privacy salience. That is, the framing effect disappears after enhancing privacy salience,
providing support for the analytical-based privacy calculus.

These findings contribute to the IS literature on explaining and predicting user privacy
decision-making. First, the discovery of the different effects between positive and negative
message framing on users’ privacy settings provides evidence for the emerging behavioral
perspective in privacy research. Next, we reveal the underlying mechanism and boundary
conditions for the influence of such heuristic factors on privacy behaviors from the information
processing perspective. Our discussion of decision processes further suggests that the traditional
normative and nascent behavioral paths may influence individual privacy behavior
simultaneously and independently of each other, providing a way to integrate the two core
theoretical lenses in the IS privacy literature. Such findings contribute to the framing effect
literature as well, by not only extending it to the privacy domain, but also by identifying the
preconditions for message framing to play a role in user privacy decision-making, reconciling
some of the previously-found inconsistent findings. Practically, the discussion on the
effectiveness of positive versus negative message framing provides pragmatic implications for
policymakers and online service providers.

RELATED LITERATURE
Privacy Decision-Making
Users’ privacy decision-making is an important research topic in the IS domain (Smith et al.

2011, Belanger and Crossler 2019) that has attracted continued attention from researchers
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because of the ever-changing privacy policies (e.g., GDPR) and businesses’ updates in privacy
settings to comply with said regulations (e.g., Apple’s App Tracking). There are two primary
research perspectives in the IS privacy literature (Dinev et al. 2015, Adjerid et al. 2018). The
dominant view holds the normative perspective that individuals are economically rational and
make utility-maximizing privacy choices (Dinev et al. 2015). In line with this view, substantial
studies have adopted rational calculus grounded theories (Laufer and Wolfe 1977) to examine the
factors influencing users’ privacy decision-making (Smith et al. 2011, Al-Natour et al. 2020). The
basic idea of privacy calculus is that users’ decisions are driven by a systematic weighting of the
potential privacy risks and anticipated benefits induced by privacy information disclosure (Dinev
and Hart 2006, Cavusoglu et al. 2016).

Besides the normative perspective, some have highlighted a behavioral perspective and
argued factors unrelated to the privacy calculus might also influence users’ behaviors. For
instance, people are more likely to disclose personal information when the same privacy-related
questions are presented in a decreasing (vs. an increasing) order of intrusiveness (Acquisti et al.
2012). The “default option” can also nudge decision-making such that users assigned to the
shared-by-default condition have a higher sharing tendency than those assigned to the private-by-
default condition (Cho et al. 2019). Users also show a higher willingness to pay for privacy-
enhanced features when privacy protection is set as a default (Dogruel et al. 2017). This stream
of research seems to question traditional IS privacy research, but it also opens up a new research

direction to enhance our understanding and prediction of user privacy behavior. In our research,
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we consider positive versus negative message framing on individual privacy settings as the entry
point to extend the behavioral perspective of privacy research.

Message Framing

Many consider prospect theory as the most influential framework for conceptualizing message
framing (Kahneman and Tversky 1979). Given its theoretical and practical importance, message
framing has been a fixture in the previous literature for over four decades, and its definition and
operation have been developed and extended to diverse areas. As a result, there exist different
framing levels that apply to distinct research situations (as discussed by Cesario et al. (2013)),
which is also considered to be an important reason for the high inconsistency and low
comparability of existing research findings (Scheufele and lyengar 2014, Liu and Scheufele
2016). As called for by Carnahan et al. (2019), we focus on the original definition of “goal
framing,” which requires that the message communicated remains the same and only varies in
framing (Levin et al. 1998, Nabi et al. 2020). Specifically, in privacy settings, positive framing
refers to positive outcomes from granting permission, and negative framing suggests the absence
of positive outcomes from denying permission (Seo and Dillard 2019).

Although the difference is subtle, positive versus negative message framing could
profoundly affect individuals’ decision-making (Scheufele and lyengar 2014). Over the last
decades, the framing effect has been documented in many fields, such as health advocacy
(Rothman and Salovey 1997, Ainiwaer et al. 2021), marketing campaigns (Xiao and Benbasat

2015), IT security (Anderson and Agarwal 2010), and environmental protection (Bilandzic et al.
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2017). However, the effectiveness of the two kinds of message framing in the context of privacy
is still subject to debate, as previous findings regarding which kind of framing in a persuasive
message is more effective are inconsistent (Cesario et al. 2013). For instance, a meta-analysis by
O’Keefe and Jensen (2006) showed that positive framings are more persuasive in the disease
prevention context. In contrast, Xiao and Benbasat (2015) found that the negative framing is
more effective in influencing consumers’ responses to product recommendations. Karlan et al.
(2016) even suggested that message framings do not have significant effects on clients’ savings
behavior. Additionally, prior studies indicate that the impacts of message framing are highly
relevant to the problem domain (Levin et al. 1998, Adjerid et al. 2019). Therefore, the extant
literature is unclear on providing guidance for suggested privacy practices.

THEORETICAL FRAMEWORK AND HYPOTHESIS DEVELOPMENT
The debate between normative and behavioral perspectives in privacy is essential because the
perspectives are predicated on assumptions about the information-processing mechanisms used
in privacy decision-making (Dinev et al. 2015) and correspond with dual-process models from
cognitive psychology. These theories suggest that human problem-solving and decision-making
are not always purely rational via the deliberate brain (System 2) due to cognitive limitations. In
many cases, people rely on the automatic brain (System 1) to use various heuristics that enable
them to solve problems and make judgments quickly and efficiently (Evans 2008, Kahneman
2011). Therefore, we derive the influence of positive versus negative framing on users’ privacy

settings from intuitive judgment (information processing fluency) and consider privacy salience
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as the critical boundary factor. The conceptual framework is summarized in Figure 1.

Information Privacy

Message Framing 5 Processing Fluency Permission Choice

> DPositive framing: the presence (Study 1 & 2) (Study 1 & 2)
of positive outcomes of

granting permission

#» Negative framing: the absence

of positive outcomes of Moderator
denying permission » Privacy Salience
(Study 1 & 2) (Study 2)

Figure 1. Conceptual Framework

Effects of Message Framing on Privacy Decision-making

Privacy contexts are becoming more complex (Buckman et al. 2019), the information asymmetry
between users and businesses in terms of how the data is collected and processed is increasingly
prominent (Acquisti et al. 2015), and privacy decision-making often involves a high level of
uncertainty (Al-Natour et al. 2020). Moreover, users may put relatively fewer cognitive resources
in complex privacy scenarios because they often face other immediate needs and lack specialized
privacy knowledge (Kokolakis 2017, Crossler and Belanger 2019). According to prior studies on
message framing, the situations where framing effects have been consistently found or even
exacerbated have common features such as the context having higher ambiguity or devoting less
cognitive effort (Schoorman et al. 1994, Scheufele and lyengar 2014). Thus, we suggest that the
framing effect may be particularly relevant to privacy decisions. Next, we explain how positive
versus negative message framings will alter users’ permission-granting behavior.

Dual-process theories suggest that when an immediate decision is required and knowledge
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and cognitive resource are lacking, people are prone to rely on the intuitive-based judgment path
(System 1) to solve problems and make decisions quickly and efficiently (Evans and Curtis-
Holmes 2005, Liu et al. 2019). In this path, the most direct and significant manifestation is the
degree of processing fluency, referring to the ease or difficulty of processing external stimuli
(Schwarz 2004). For example, some stimuli may elicit people to give positive responses
unconsciously, such as a better aesthetic experience (Reber et al. 2004), higher brand acceptance
(Xu et al. 2014), and greater advertisement persuasiveness (Ku and Chen 2020), simply by
triggering a higher degree of processing fluency. These findings suggest further exploration of
the effects of message framing on privacy behaviors from an information processing perspective.

We focus on the context of privacy settings and propose that a privacy permission request
with positive framing may introduce higher processing fluency than one with negative framing
due to the match between message framing and the outcomes of recommended privacy action
(Winkielman et al. 2012). Previous studies have found that information would be faster and
easier to process if presented in matched semantic forms (Bock et al. 2013, Schwarz et al. 2021).
A general principle of such cognitive matches is the valence rule, that is, message elements with
the same valence are often matched (Douce et al. 2014, Seo and Dillard 2019). In a typical
privacy permission request, there are two message elements: outcomes of the recommended
action and message framing. The valence of the recommended action’s outcomes is usually
positive, such as sales promotion and personalization, as service providers hope that users will

grant their permission requests, enabling them to provide better services. Accordingly, the
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positive framing may better match the valence of the recommended action’s outcomes because it
emphasizes the reception of potential benefits; in contrast, the negative framing is less matched.
Therefore, we believe that positive framing will enhance processing fluency more than negative
framing when users process messages requesting privacy permission.

Next, we turn to how processing fluency will affect individuals’ choices on privacy
permissions. Schwarz et al. (2021) reviewed previous studies and identified two primary
mechanisms underlying the influence of processing fluency on consumers’ decisions: 1) fluency-
affect link, whereby processing fluency is always marked and experienced as positive
(Winkielman et al. 2012); and 2) fluency-familiarity-trust link, whereby processing fluency is
sufficient to elicit trust (Silva et al. 2017). In IS privacy research, both positive affect and trust
are crucial factors for users to disclose their personal information (Dinev and Hart 2006,
Anderson and Agarwal 2011, Lin and Armstrong 2019). Thus, given the associated higher level
of information processing fluency, positive message framing may facilitate permission granting
in privacy settings more than negative framing. Therefore, we posit the following hypotheses:
H1: When the privacy permission request message is framed positively (versus negatively), users
are more likely to grant the permission.

H2: Information processing fluency mediates the effect of message framing on users’
permission-granting decisions.
Boundary of the Framing Effect: Privacy Salience

The derivation of the above framing effect mainly relies on the system 1 path in dual-process
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theories. The reality is that users are less conscious of privacy and do not put enough cognitive
resources into message framings in their privacy settings (Dinev et al. 2015, Acquisti et al. 2017).
However, this status is likely to be disrupted by highlighting the “privacy” property of decisions
because explicit privacy is a sensitive and attention-introducing issue, and consumers do care
about online privacy (Acquisti et al. 2020). Therefore, we vary the degree of privacy salience to
explore the boundary of the observed framing effect in privacy settings.

Privacy salience refers to “whether informational privacy is prominent in a person’s
awareness” (Williams et al. 2016). Research has demonstrated that privacy salience can increase
individuals’ privacy awareness (Buckman et al. 2019), in turn making them use more cognitive
resources to consciously consider their decisions related to privacy (Tsai et al. 2011). As a result,
privacy salience can reduce unwise privacy behaviors (Williams et al. 2016). Accordingly, with
enhanced privacy salience, people may devote more cognitive effort and mainly rely on the
rational-based analytical path to process the permission request message. As positive versus
negative framings only change the presentation format but not the core meaning (Scheufele and
lyengar 2014), we propose that under the condition of high privacy salience, users’ privacy
settings are less susceptible to different message framings. This notion is also consistent with
previous findings. For instance, Takemura (1994) found that, when requiring participants to
record their decision-making process carefully, the message framing effects disappeared; Septiari
(2020) demonstrated that positive versus negative message framings have no difference in

influencing human response when the message is labeled salient warning. Thus, we hypothesize:
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H3: The effect of message framing on a permission-granting decision is less likely to occur when
privacy salience is enhanced.

OVERVIEW OF STUDIES

To examine the proposed hypotheses, we developed a mobile online shopping application and
conducted two experimental studies. In Study 1, we tested whether positive versus negative
message framing would alter participants’ permission-granting decisions (H1) and the mediating
effect of processing fluency (H2). Study 2 attempted to replicate the findings of Study 1 and
explore the boundary of the message framing effect in privacy settings by examining the
moderating effect of privacy salience (H3).

STUDY 1

Design

Study 1 was conducted in the context of Identifier for Advertisers (IDFA),® a new privacy setting
about app tracking launched in the latest iOS 14.5 by Apple. While IDFA enables marketers to
deliver more personalized recommendations, it also brings increasing privacy concerns for users.
Thus, how users respond to this new tracking permission request has roused wide attention and
discussion in the industry. Study 1 employed a one-factor between-subjects experimental design
to examine whether message framing (positive versus negative framing) of IDFA permission

requests would influence users’ opt in decision.

6 IDFA is a random device identifier assigned by Apple to a user’s device. Advertisers use this to track data and deliver
customized advertising. Apple’s privacy improvement is about the setting of IDFA permission.
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Following previous studies (Scheufele and lyengar 2014, Liu and Scheufele 2016), we
designed two versions of IDFA permission request messages. The positively framed version
highlighted the benefits introduced by opting into IDFA, while the negatively framed one
outlined that users would miss out on the same benefits if they denied the request. As such, we
only changed the framing of the messages, while keeping the objective meanings the same in
both. To determine the specific words and sentences used in request messages, we surveyed
actual messages employed in the privacy settings of popular mobile online shopping apps (e.g.,
JD.com, Pingduoduo, etc.). Accordingly, the two versions of messages were designed as follows:
“Opting in the IDFA permission, you will receive the personalized services and help you find
information of interest” (positive framing), and “Denying the IDFA permission, you will lose the
personalized services and miss the information of interest” (negative framing).

Participants and Procedure

We recruited students from a large university in China as participants. To ensure realism, we
informed participants that we were conducting a joint research collaboration with an e-commerce
company and that they were invited to take part in an internal test of the company’s new online
shopping app. Participants were required to have at least two years of experience using mobile
apps. Those who took part in the pre-test were excluded. Sixty-six qualified participants attended
our experiment in exchange for 10 RMB for their time and effort. Participants were randomly
assigned to the two experimental conditions. Due to cases of dyslexia among some subjects and

inconsistent results between actual choice and post-test, four responses were eliminated, leaving
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62 valid observations (41 females, average age =22.03).

After the participants entered our behavioral laboratory, we informed them of the procedure
of our study. Only with a clear understanding of our study procedure and after signing the
participant consent form, could participants start the experiment. Participants were told that they
could browse and use our new shopping app freely just as what they would with other apps.
About 2 seconds after opening the app, a message of IDFA permission request would pop up.
Participants then needed to make their own decisions about whether they would grant or deny the
permission request before continuing to use the app. Overall, the experimental procedure was
largely in line with actual mobile app use, during which a pop-up of privacy settings would
appear immediately and require users to make choices when they used the app for the first time.
We explained the true purpose of the experiment to participants once the study was completed
and they were given the opportunity to opt-out of the study if they desired.

Measures

The data set we used in our analysis contains (1) real-time data recorded by our app and (2) self-
reported data from a post-task questionnaire. During the main experiment, our app automatically
recorded participants’ responses and behaviors. First, participants’ actual choices for the IDFA
permission in the privacy settings were the primary dependent variable. Second, consistent with
prior research, we used participants’ response time (RT) as an objective and an effective indicator
of processing fluency (Leonhardt et al. 2015, Schwarz et al. 2021). We recorded the time

duration between the appearance of the privacy setting and the participants’ decision about the
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privacy permission as the measure of processing fluency.

Data Analysis and Results

The Direct Impact of Message Framing

We first examined the main effect of message framing (positive versus negative) on users’
permission-granting decisions in privacy settings. We calculated the rate of permission granting
in each condition and found support for H1: in the positive message framing condition, the rate
of permission granting was 76.5%, and it decreased to 46.4% in the negatively framed condition

(Fisher’s exact p-value = 0.019).

Permission Granting (1=Grant, 0=Deny)

Variables D) (2) (3)
PositiveFrame 1.322* (0.554) 1.327* (0.555) 1.503* (0.599)
Age -0.005 (0.080) 0.028 (0.090)
Gender -0.124 (0.586) 0.050 (0.613)
Liking 0.050 (0.322)
Familiarity 0.738* (0.363)
Constant -0.143 (0.379) -0.004 (1.824) -2.357 (2.216)

Observations 62 62 62

Note: Robust standard errors in parentheses. *p < 0.05; **p < 0.01; ***p < 0.001.

Table 1. Framing Effects on Permission Granting in Privacy Settings (Study 1)

We also conducted binary logistic regression analyses to examine the effect of message
framing (see Table 1). The dependent variable is the privacy permission granting dummy that
takes the value of 1 when participants grant the IDFA permission. The variable PositiveFrame is
an indicator of the independent variable (message framing) that takes the value of 1 if
participants were assigned to the positive framing group. The results revealed that presenting a
message through positive framing significantly increased the likelihood of privacy permission-

granting behaviors from users in privacy settings (6 = 1.322, p = 0.017). The effect remained
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consistent when considering the control variables of demographics, the degree to which
participants liked the app, and familiarity with IDFA permission. Thus, H1 was supported.
Mediating Effect of Processing Fluency

To test the underlying mechanism of the message framing effect, we performed a mediation
analysis following Hayes (2017) (PROCESS Model 4, 5000 bootstrapped samples), with
message framing as the independent variable, information processing fluency as the mediator,
and users’ privacy permission choices as the dependent variable. The results revealed a
significant indirect effect of message framing on permission-granting behavior through
information processing fluency (8 = 0.484, SE=0.351, 95% CI = [0.019, 1.368]), supporting H2.
Specifically, positive (versus negative) framing increased participants’ processing fluency (8 =
1.983, p = 0.039) which, in turn, enhanced the likelihood of permission granting (8 = 0.244, p =
0.012).

STUDY 2

Study 2 was designed for two purposes. First, we aimed to reaffirm the findings of the effect of
message framing on privacy decision-making as well as the mediating effect of information
processing fluency observed in Study 1. Taking one step further, we also sought to examine the
boundary of the message framing effect: whether enhanced privacy salience would mitigate the
impact of message framing on individuals’ permission-granting decisions (H3).

Design and Procedure

Study 2 adopted a 2 (framing: positive vs. negative) X 2 (salience: low vs. high) between-
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subject experimental design. The manipulation of message framing was identical to Study 1. We
manipulated privacy salience by varying the label (“Privacy Settings” versus “Settings”) of the
permission request pop-up for several theoretical and practical reasons. First, previous studies
have consistently shown that the variations in labels can significantly attract users’ attention and
increase their consciousness (McGarty and Penny 1988, Grebe 2019). In the context of privacy
decision-making, Adjerid et al. (2019) have demonstrated that the minor change from the label of
“Settings” to “Privacy Settings” could significantly increase users’ privacy concerns. Also, from
the practical perspective, our survey on current privacy practices suggested that companies have
adopted varying labels in permission request pop-ups. For instance, in the JD app, privacy-
relevant permissions like Photos and Contacts are presented under the “Privacy Settings” label.
Conversely, these privacy permissions are presented under the “Settings” label in the Pinduoduo
app. Therefore, grounded in previous research and current privacy practices, we enhanced
privacy salience by varying the label of privacy permission from “Settings” to “Privacy Settings.”
One hundred twenty-three students from a large university in China were recruited as
participants. Three responses were eliminated in the data-screening process, leaving 120 valid
observations (78 females, average age =22.50). The experimental scenario, task, and procedure
were the same as in Study 1. Participants were randomly assigned to one of the four conditions to
complete the app evaluation task. Their choices and response time to the privacy permission

request were recorded by our app, and they were required to complete a post-task questionnaire.
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Data Analysis and Results

Moderation Analysis

We conducted a binary logistic regression to test the main effect of message framing on
permission-granting decisions and the moderating effect of privacy salience (as shown in Table
2). The variable PrivacySalience is an indicator variable that takes the value of 1 if participants
were assigned to the “Privacy Setting” group. The results reconfirmed that participants in the
positive framing treatment were more likely to grant their privacy permission (f = 1.278, p =
0.002), and H1 was again supported. In addition, the interaction between message framing and
privacy salience was significant (8 = -2.072, p = 0.020). These effects remained consistent after

adding control variables.

Permission Granting (1=Grant, 0=Deny)
Variables (D) 2 3 4
PositiveFrame 1.278** (0.408) | 2.465*** (0.711) | 2.508*** (0.717) | 2.670*** (0.743)
PrivacySalience -0.183 (0.401) 0.617 (0.527) 0.679 (0.554) 0.572 (0.574)
PositiveFrame*PrivacySalience -2.072* (0.892) -2.234* (0.921) -2.455** (0.961)
Age -0.085 (0.088) -0.105 (0.090)
Gender 0.441 (0.466) 0.669 (0.503)
Liking 0.508* (0.219)
Familiarity 0.008 (0.209)
Constant 0.124 (0.327) -0.268 (0.368) 1.470 (2.052) -0.470 (2.258)
Observations 120 120 120 120

Note: Robust standard errors in parentheses. *p < 0.05; **p < 0.01; ***p < 0.001.

Table 2. Study 2 Results
Pairwise comparisons (see Figure 2) showed that the proportion of privacy permission
granting was significantly higher under the low-level privacy salience condition in positive
framing (90.0%) in comparison to negative framing (43.3%; B = 2.465, p = 0.001). However, the

difference was not significant when enhancing privacy salience (67.7% versus 58.6%; p = 0.394,
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p = 0.465). Thus, H3 was supported.
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Figure 2. Pairwise Comparisons Results

Mediated Moderation Analysis

We further performed a mediated moderation analysis, following Hayes (2017) (PROCESS
Model 8, 5000 bootstrapped samples), with users’ choices of privacy permission as the
dependent variable, message framing as the independent variable, information processing
fluency as the mediator, and privacy salience as the moderator. The results (see Figure 3)
revealed that the interaction of message framing and privacy salience significantly influenced
information processing fluency (f = -2.615, p = 0.010), which in turn impacted the final
permission-granting decisions (# = 0.240, p = 0.004). The indirect effect through information
processing fluency was positive and significant when privacy salience was low (5= 0.535, 95%
Cl = [0.121, 1.221]). In contrast, with enhanced privacy salience, the mediating effect of

processing fluency disappeared ( = -0.092, 95% CI = [-0.505, 0.233]). The mediation role of
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information processing fluency and the moderation effect of privacy salience were significant,

providing evidence for H2 and H3.

( Privacy Salience

Information
Processing Fluency

2.615%% 0.240%*

Message Framing: w Indirect effect | Privacy Decision:
Positive vs. Negative framing ‘ l Grant vs. Deny Permission

Low privacy salience: 0.535, 95% CI[0.121, 1.221])
High privacy salience: -0.092, 95% CI [-0.505,0.233])

Figure 3. Mediated Moderation Results
DISCUSSION AND CONCLUSION
Message framing is a key construct of heuristics in the psychology, marketing, and IS literature.
In the context of privacy settings, although message framing is often an inevitable element in
structuring privacy permission request messages, the effects on privacy decision-making are
underexplored. Drawing on the theories of dual-process models, we investigated the effect of
message framing on users’ permission-granting decisions in a privacy setting through two
experimental studies. The major findings can be summarized as follows.
The results of the two experimental studies consistently suggested that participants were
more likely to choose the “Grant” option when permission requests were framed in a positive
(versus negative) way. Our mediation analysis showed that enhanced processing fluency

accounted for the outperformed effect of positive framing over negative framing in persuading
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participants to grant privacy permissions. In Study 2, we also found that enhancing privacy
salience by simply replacing the label of “Settings” with “Privacy Settings,” could mitigate the
message framing effect. This finding reveals that the effect of heuristics, such as message
framing, in the privacy decision context, is contingent upon the degree of privacy salience that
people perceive during an event.

Our work contributes to the literature on privacy by increasing our understanding of the
impacts of an essential heuristic-message framing—on privacy decision-making. In particular, we
have advanced the privacy decision-making literature by discussing the role of message framing
and, more importantly, the boundary condition of privacy salience, which has contributed to a
more refined and complete understanding of the phenomenon by integrating the normative and
behavioral perspectives suggested by previous privacy research.

We also contribute to the growing debate on message framing. Specifically, when privacy
salience is relatively low, message framing is processed as a type of heuristic through intuitive
judgment (System 1). In this scenario, positive framing matches with the outcomes of
recommended action (granting the permission) better and, as a result, leads to greater processing
fluency that, further, causes more individuals to grant permission. Consistently, after increasing
the level of privacy salience, people are less susceptible to heuristics and the effect of message
framing disappears as it does not change the core content of the message. Our results thereby
link several streams of research concerning message framing (Levin et al. 1998), dual-process

theories (Kahneman 2011), and processing fluency (Schwarz et al. 2021).
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