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ABSTRACT

Cheating behavior is a major security threat for online gaming, ranging from a minor unfair
advantage in game to completely disabling victim systems and identity theft. In this paper, we
propose a social network analysis study on Steam users banned for cheating on the online platform.
We will collect the identified cheater's data from a social network with a depth of n+3 and identify
user descriptive characteristics that are correlated with the contagion effect of cheating behavior.
These characteristics will then serve as inputs to develop a cheating probability ratio that will be

tested on future user social networks.
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INTRODUCTION

Cheating represents a cybersecurity threat that can range from unfair gameplay advantages to
identity theft and compromised systems. In a 2022 study, Kaspersky Labs, a cybersecurity firm,
found thousands of fake cheat code programs that disable systems and steal user data. (Holpuch,
2022). As an online industry, gaming is expected to be valued at $365.6 Billion dollars in 2023,

up from $180.1 Billion dollars in 2021 (Statista, 2023, Madhurja & Siddique, 2020); thus
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representing an enticing target for malicious users and an important domain to research the

cheating problem.

Cheaters do not interact in a vacuum. Users generally interact with anonymous players as they
cooperate or compete, sometimes even becoming anonymous friends on the social network.
Current research on cheating behavior has shown anonymity and social networks play an integral
role in determining characteristics of cheating (Christensen et al., 2013; Jeff & Choi, 2002;
Saarinen, 2017; Yan & Randell, 2005), the psychology behind cheating (Ladanyi & Doyle-
Portillo, 2017; Wu & Chen, 2018), and the relationship between cheaters and users (Blackburn et
al., 2014; Woo et al., 2018; Wu & Chen, 2013; Zuo et al., 2016) related to individuals within a
social network. Of note, research done by Blackburn et al. (2014) found that non-cheaters had no
friends who were known cheaters, and 15% of cheaters had other cheaters as friends. Essentially,
what this means is when a cheater is identified in a social network, players who do not cheat will
self-select themselves out of the cheaters social network. Given the understanding that cheaters
were more likely to have other cheating friends in their network we reason that the social network
of a known cheater can be leveraged to predict whether individuals in the network cheat due to the

network theory, the contagion effect.

By applying contagion theory to the player’s social network this paper proposes the following

research questions:

How can a cheater’s social network be leveraged to identify unknown cheating individuals within

the network? How can a cheating network be leveraged to find cheaters?

To tackle this research question, we revisit the data collection process conducted by Blackburn et

al. (2014) and conduct a temporal study of cheating user’s social network who were caught and
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banned on the Steam gaming platform. Using a recently banned individual as a baseline, we then
expanded data collection to all users in their social network with a distance of n+3 from the initial
user. That is a three-friend distance or a friend of a friend of a friend of the initial user. We then
extend the study by taking a structural equation modeling approach to model an individual’s social
chrematistics onto existing social persuasive constructs identified in the information systems (1S)
literature; these factors will become the predictors of cheating behavior. Finally, we develop a
cheating likelihood equation for managers to predict the likelihood a flagged account is cheating.
Our study differentiates itself from past research in that our focus is on identifying qualitative
predictive factors among individuals in social networks, rather than simply providing a surface-
level view of the social network. Thus, this paper proceeds as follows. First, the paper defines
cheating, and the behaviors related to cheating. Next, the paper covers current research on the
social aspect of cheating. Third, the paper briefly discusses network theory with a focus on the
contagion effect model. Finally, we discuss the methodology chosen followed by the results and

discussion of our study.

LITERATURE REVIEW

Cheating social behaviors
In this study, we follow Woo et al. (2018) to define and study cheating behaviors that are enabled

through and identified using social network structures. Considerable research has looked at the
social relationships between players and known cheaters (Blackburn et al., 2014; Blackburn et al.,
2012; Zuo et al., 2016). On one study, a group of known cheating game accounts were reviewed
on the Steam service. Steam allows players to interact with each other and play together in a variety
of different games. The study sought to understand the propagation of cheaters in a social network
over time. One study found that “nearly 70% of non-cheaters have no friends who are cheaters”

(Blackburn et al., 2014, pg. 5). Unsurprisingly if a cheater is identified within their social network,
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non-cheating friends of cheaters would expunge the cheater from their social network. The study
concluded with a second surprising finding, the likelihood of engaging in cheating behavior was
impacted by the number of cheating friends an individual has. The more cheating friends a fair
player has, the more likely they are to engage in cheating behavior. One suggested reason for this
finding is attributed to the delay between when the cheat was performed and when the individual
was caught. The gap between the two events leads members of the social network to observe the
reward from engaging in cheating behaviors but not the losses incurred from being caught.
Furthermore, the results found cheating players who were marked for cheating but not banned
were more likely to hide their account from public view when caught strongly suggesting that

cheaters are wary of the social stigma of being outed to their peers.

A similar study applied social cognitive theory to online cheating behavior to support the findings
above (Wu & Chen, 2013). For a quick refresher, social cognitive theory proposes that an
individual’s learned behavior is not exclusively a result of personal factors but a combination of
personal, environmental, and behavioral factors (Bandura, 1999; Schunk & Zimmerman, 1997).
In the context of an online game environment, this suggests that cheating is not simply an ingrained
desire but influenced by social pressures. Findings from a survey sample of 1746 online gamers
from China and India suggested that social cognitive theory explained that social external and
internal factors impacted the likelihood of an individual engaging in cheating behavior. In
particular, the individual’s social environment, their own personal views on cheating behavior, and
the potential reward for engaging in illicit cheating online. Of interest, the more a peer saw cheating
behavior go unpunished the more likely the individual was to engage in cheating behavior,
confirming the findings above. Surprisingly, an individual does not measure their own ability in
the mental calculus of cheating behavior, rather the perceived individual skill had no significant
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measure on whether a person decides to engage in cheating. The findings suggest that the level of

security and anti-cheating programs do not deter attempts to engage in the behavior.

Summarily, multiplayer online game research has made significant strides in explaining the
potential motivation for cheating, the deterrents for doing so, and the social relationships between
players and cheaters in these environments. Specifically, research shows that among other factors,

players have a significant impact on each other when influencing cheating behavior.

Social constructs and their application in Information Systems
In psychology literature, Robert Cialdini identified seven (7) principles of persuasion that

influence an individual's behavior patterns. Cialdini’s 2008 research has been applied quite
extensively in IS literature. For example, the impact of authority on online shopping purchases
(Yi-Hsiu Cheng and Hui-Yi Hob 2014), and another study on the scarcity impact on observed
panic buying behavior on e-purchases (Kum Fai Yuen et al., 2022). Yet another study looked at
reciprocation on the degree of self-disclosures for professionals in an online community (Posley

et al. 2010).

For our study, we are primarily focused on identifying the constructs of unity and social proofing
principles within the social network. The principle of unity refers to the synchronous performance
of individuals engaging in an experience or activity together (EX. Gaming, Dancing, Classmates.
From these experiences, individuals will exhibit increased influence over each other to adopt
similar behaviors or agree with one another (Cialdini 2008). In one such work, researchers
followed players' “unity” behaviors in games such as World of Warcraft (WoW) and Counter-
Strike (CS) (Frostling-Henningsson 2019). The results of the study revealed online gaming is
motivated by social reasons, creating situations for cooperation and communication. In additional

studies, cybersecurity researchers found not only that “unity” type messaging in cybersecurity
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training was more effective at encouraging compliance than authority-type messaging; but also
quantified susceptibility to unity, social proof type messaging (Vargheese et al. 2020, Vargheese

et al. 2022).

Social proofing, on the other hand, refers to the tendency of an individual to agree and behave in
a manner that is considered acceptable within the individual’s social group (Cialdini 2008). The
social proof principle of influence is well-researched in IS (Roethke et al. 2020, Klumpe et al
2018). In one such study, researchers leveraged machine learning to identify individuals who are
susceptible to social proofing linguistics technics (Braca & Dondio 2023). Another study observed
the ability of social media to generate social proof causing stockpiling behavior during the covid-

19 pandemic (Muhammad Naeem 2021).

Cialdini’s Persuasion Definition Examples in IS
Principles
Likability An individual will prefer the | Cori Faklaris 2018

opinion of someone they like | Lins & Sunyaev 2022
or are familiar with.

Reciprocity Individuals attempt to pay | Helio et al. 2011
back or “reciprocate” in kind, | Posley et al. 2010
what another individual has
given them.

Authority Individuals are inclined to | Amblee & Bui 2011
automatically obey perceived | Cheng & Hobb 2014
authority
Social Proof Individuals will follow what | Roethke et al. 2020
other individuals are doing Klumpe et al. 2018
Braca & Dondio 2023
Consistency/Commitment Individuals are driven to | Liao etal. 2020
remain consistent with past | Shih et al. 2023
behaviors Teng et al. 2016
Scarcity Individuals  will desire | Yuen et al. 2022
something more if access to it
is limited.

Unity Individuals who engage in | Frostling-Henningsson 2019
tasks together are driven to
developed shared identity
Table 1. Cialdini’s Persuasion Principles and their applications in information systems
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Social networks and the contagion effect
Social networks are well studied in human sociology (Contractor & DeChurch, 2014; Hill &

Dunbar, 2003; Krause et al., 2007; Scott, 1988). Within the larger web of human interactions,
social networks refer to the connections and nodes that reflect the interconnected relationships

between individuals.

In these networks, several individuals will adopt traits and characteristics of the larger group in a
network. How these characteristics move through the network is called the contagion effect. The
contagion effect refers to an individual mimicking the behavior of another as the behavior spreads
through a network. Significant research has already gone into mapping the spreading of these
contagions through a network (Eskine et al., 2013; Nacos, 2020; Zhao et al., 2010) For example,
in a medical study, it was found that negative behaviors such as drinking and smoking can spread

through a social network (Christakis & Fowler, 2013)

In another study on Twitter users, research has shown that the spread of behaviors is not
geographically limited and can spread just as easily online as in person; however the propagation
of behaviors is impacted by the degree of social distance or path length between individuals in a
social network. (Fabrega & Paredes, 2013). The path length refers to the degree of separation

between two individuals in a social network.

To give an example of this model, imagine browsing through the Facebook profile of the individual
Adam. Adam has two direct friends, Billy and Cindy. Between Adam and these two represents the
shortest path length distance in the social network, so Adam is likely to mimic the behaviors of
Billy or Cindy, or even both. Comparatively, Fred is not a direct friend of Adam, but knows of

him through Eric, who knows Cindy. In this example, the distance between Adam and Fred
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represents the longest path in the social network. Therefore, Adam is not as likely to be affected

by the social behaviors of Fred as he would Cindy or Billy.

The contagion effect applies to more than just simple behaviors online, the effect helps explain
why previously fair players can become cheaters on a gaming environment. (Canossa et al., 2019;
Woo et al., 2018). These findings serve as an explanation of how cheating can travel through a
social network of cheating players. In summary, not only can cheaters influence the likelihood of
fair players to engage in cheating behaviors online, but the shorter social proximity between the

two individuals will increase the magnitude of the relationship.

Thus, we propose the following hypotheses:

» H1- Cheating behavior is more prevalent in social networks with a known cheater

compared to social networks without a known cheater.

* H2- Players who have cheaters in their immediate social network (i.e., friends) are more
likely to cheat than players who have cheaters in their extended social network (i.e., friends

of friends).

* H3- The number of banned players in a social network is positively related to the likelihood

of cheating behavior among non-banned players in the same network.

» H4- There is a positive relationship between unity and cheating behavior. The greater the

unity, the greater the likelihood an individual is cheating.

» H5- There is a positive relationship between unity and cheating behavior. The greater the

social proof, the greater the likelihood an individual is cheating.
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The first three hypotheses function as validation, first confirming the network effects as observed
by Blackburn 2014 and extending the findings through the contagion effect. The last two
hypotheses function as the theory explaining through what social mechanism the behavior spreads.
METHODOLOGY

To collect information on players' social networks, the platform to be used for this study is Steam.
Data collection will be done on the Vaclist site to track accounts that were banned by the STEAM
VAC ban. For an account to be included in our dataset, the account had to both be older than 6
months old and at least Steam level 5. We chose 6 months as younger accounts would not have a
robust social network. We chose to exclude any accounts less than level 5 because levels are tied
to games played, therefore an account at level 5 is considered too new, inactive, or not a real
account. On the ban date, we manually identified: the account’s STEAMID, type of ban, friends
to the account at the time of ban, and the number of games banned. Below is an image example of

the information to be obtained from Vaclist in Figure 1.

Once a user is identified, we review the summary profile to verify the number of bans, the type of
ban, how many bans the user has experienced, and when the latest ban occurred. Only user profiles
identified as public will be used for the dataset. The site also provides a link to the official Steam
account profile where their friend network is visible. From the friend network we then identify all
individuals who continue to be friends with the user on their social network at the time of banning

as shown in Figure 2.
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Figure 1 Information from VacList
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Figure 2 Sample User Friendlist from Steam
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Figure 3 Sample Steam User Profile

The moment we identify and confirm a qualifying user network, we will begin to collect data using
a data-scrapping program written using Python language. As per Blackburn et al., immediate data
collection from identification is important as we expect much of the social network changes to
occur within the first few weeks. Furthermore, as Vaclist only reveals accounts as they are banned,
we will limit data collection based on a window time frame. Our initial search and filtering will be
run to collect all viable accounts over a month period. Data collection will be scraped from the
Steam site linked on Vaclist. Our data categories will consist of profile descriptors such as the
username, location, profile description, number of bans, time of banning, type of banning, games
played, hours played per game, most frequently played games, player level, profile comments, and
existing friend list. This information will be recorded in Database 1. A second database will consist
of cross-referencing the STEAMID of the initial banned account with those on their friend's list.
The list of friends is then recorded along with the repeating information categories scraped from

the original, their own STEAM IDS, and their own friends are added to the database. This process
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is then repeated twice more, with the friends of friends, and then the friends of friends of friends,
establishing the social network depth of N+3. We anticipate a collection period of a week to two
weeks to collect the necessary network information and will begin data collection in Mid-March.
Finally, once the initial collection period is over, we will follow each source account and rerun the
collection process weekly to detect changes in the social network. This process will continue for
up to 3 months, or until we no longer detect any alterations in the network. In total, we anticipate
a total data collection period of approximately 4 months. After data collection, we will model the
friendship networks through a diagram to examine the relationships between cheaters and their
friends. The goal is to develop a social network web of users and cheaters. The web will be used
to identify clusters of cheaters in proximity to one another. For example, if subject B has been
banned for cheating and has 6 friends on his network. Of those 6, 3 of them were banned for
cheating and the other 3 were not. Among those 3 who were banned, they may be friends with one
another, or friends with another cheater, or share similarities to subject B. Consider the following
example scenario: Subjects X, I, E, J, A, and C, are each a member of their own social groups
labeled groups 1-4. Assume each group has a direct path to their respective members. Subject B
has been banned and has two individuals in his network that are non-outed cheaters, subjects X
and I. From X’s social network, we can see that he is close friends with subjects Z, O, L, and N,
all of whom are not cheaters. This represents his immediate social circle. However, while not a
close part of his personal social network, X is directly connected to E, J, and | who themselves are
unknown cheaters. From the entire mapping of all groups 1-4 we can see a hidden group 5 exists
between them that are all cheaters, even though some members are not even aware of each other.

It is my aim to capture this network within networks.
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Proposed Social Network Map
Red indicates known cheater
Blue indicates not known cheater
Black indicates non cheater

Figure 4 Proposed Social Network Map Scenario Example

Next, the cheater profile from database 1 will be run against the network map on database 2 to
potentially develop an SEM model to predict if specific individuals are flagged for potential

cheating behavior.

To test hypothesis 1, we will use the dataset collected from the gaming platform Steam, which
includes user profiles and their gaming activity. We will first identify users who have been banned
for cheating using the VAC system and extract their friend lists. These users will serve as the
"known cheaters™ in our study. We will then randomly select a control group of users from these
friend lists who have not been banned for cheating and extract their friend lists as well. This control

group will serve as the "social network without a known cheater" in our study.
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Next, we will compare the proportion of users who have been banned for cheating in the social
networks with a known cheater to the proportion of users who have been banned for cheating in
the social networks without a known cheater. We will use a chi-square test to determine if the
difference in proportions is statistically significant. If the proportion of cheaters is significantly
higher in social networks with a known cheater compared to social networks without a known
cheater, we will reject the null hypothesis and conclude that cheating behavior is more prevalent

in social networks with a known cheater.

Hypothesis 2, Contagion theory suggests that the behavior of one's social network can influence
an individual's own behavior. In the context of online gaming, it is possible that the presence of a
cheater in one's social network can influence the likelihood of an individual being reported for
cheating. If an individual sees their friends cheating and getting away with it, they may be more
likely to engage in cheating behavior themselves. On the other hand, if an individual sees their

friends being banned for cheating, they may be deterred from engaging in such behavior.

Sample Selection: The sample will consist of players who have a ban history for cheating and their
friends on the gaming platform. To ensure that the sample is representative, a random sampling
method will be used to select players who have been banned for cheating. Their friends on the

platform will be identified using the existing friend list in the player's profile.

Data Analysis: A logistic regression analysis will be conducted to test the hypothesis. The
dependent variable will be whether the player was banned for cheating, and the independent
variable will be whether the player has a known cheater in their social network. Other control
variables, such as player level and the number of hours played per week, will also be included in

the analysis.
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Expected Results: If the presence of a known cheater in a player's social network is positively
associated with the likelihood of that player being reported for cheating, we would expect to see a
significant positive coefficient for the independent variable in the logistic regression analysis, even
after controlling for other factors. This would provide support for the hypothesis that the behavior

of an individual's social network can influence their own behavior in the context of online gaming.

Hypothesis 3 extends the previous analysis and suggests that the number of banned players in a
social network will increase the likelihood of cheating behavior among non-banned players in the
same network. To test this hypothesis, we will use the data collected from the Steam platform, as

described above.

First, we will identify the banned players in our sample and their social network connections. Then,
we will compare the proportion of non-banned players who cheat in networks with a high number
of banned players versus networks with a low number of banned players. We will use logistic
regression analysis to determine the effect of the number of banned players on the likelihood of
cheating behavior among non-banned players, while controlling for other relevant factors such as

the size of the social network and the time spent playing the game.

We will operationalize cheating behavior as any violation of the Steam subscriber agreement
related to gameplay, such as using third-party software to gain an unfair advantage or exploiting
game glitches. We will use the same approach as in Hypotheses 1-3 to identify cheating behavior

among non-banned players.

If our results show that the number of banned players in a social network is positively related to
the likelihood of cheating behavior among non-banned players in the same network, we can

conclude that this hypothesis is supported. We can also examine whether this effect is stronger for
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certain types of games or certain characteristics of the social network, such as the density of

connections between players.

Hypothesis 4: Unity, defined as the sense of connectedness and social identification with a group,
has been found to be a predictor of individual behavior in a variety of contexts. In the context of
gaming, individuals who play with others they perceive to be part of their social network may be
more likely to conform to social norms established by the group, including the acceptability of
cheating behavior. Thus, it is hypothesized that higher levels of unity will be positively associated

with a greater likelihood of cheating behavior.

To test this hypothesis, data will be collected from gaming platforms that include information on
individual cheating behavior as well as the social networks of the players. For this analysis, we
will define unity as identifiers the player shares with others in their social network, such as
location, frequency of communication, and time spent playing the same games. Social network
analysis will be used to measure the level of unity within each social network. Logistic regression
analysis will be conducted to determine whether there is a significant relationship between unity

and cheating behavior, controlling for other relevant variables such as age, gender, and game type.

Hypothesis 5: Social proof refers to the concept that individuals are more likely to conform to
behavior if they see others around them doing the same thing. In the context of gaming, this could
mean that an individual is more likely to cheat if they see other players in their social network

doing the same.

To test hypothesis 5, we will conduct a policy capture study using surveyed users on Amazon
Mturk who have played Steam games. A control group of randomly selected individuals will be

questioned on whether they would be willing to cheat. Then a second randomly selected sample
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of participants will be given comparative scenarios which measure their willingness to engage in
cheating behavior, manipulating how many individuals in their social network have cheated and

for how long without being caught.

Finally, we will use regression analysis to examine the relationship between social proof and
cheating behavior, while controlling for relevant demographic and gaming-related variables. If the
results of our analysis indicate a significant positive relationship between social proof and cheating
behavior, this would provide evidence in support of our hypothesis. Conversely, if the relationship
between social proof and cheating behavior is found to be insignificant or negative, this would
suggest that social proof may not be a significant factor in explaining cheating behavior in online

gaming environments.

The results of this study would contribute to the understanding of the role of social influence in
cheating behavior among online gamers. It would also provide insights into the importance of
considering both unity and social proofing as potential factors that shape individuals' attitudes
toward cheating in online gaming environments.

DISCUSSION

In existing cybersecurity literature, it is rare to obtain data on breaches and cyber-attacks that can
be narrowed down to an individual person. Normally companies are loath to reveal this information
as it represents a threat to the corporate shareholder value. Thus, utilizing Steam, data provides a
rare opportunity to not only find positively identified cybercrime in the form of cheaters, but also
to observe their peer’s social network changes in real time. In current literature there is no known
agreed upon method to actively predict the likelihood that an individual will engage in cheating
behavior. While the literature has alluded to the possibility of such a circumstance by suggesting

a greater likelihood of cheaters having friends who are cheaters, this research contributes to the
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literature by both validating the original study, and proposing a method to apply a probability that
an individual within a social network is engaged in cheating behavior. Furthermore, this research
contributes to the broader literature of cybersecurity by proposing a potential method to identify
and penetrate hidden networks of cyber vandals online by identifying higher risk social networks

of cheating individuals.

Due to the nature of the available data there will be a few limitations to our research. First the
dataset is limited to only users with publicly available information. This will lead to some degree
of bias on the dataset as users with profiles set to private may have driving characteristics that may
influence the results. However, this can be somewhat remedied if we can catch when individuals
transition from public to private. If possible, future research into private accounts may allow for a
comparison of results. The data will also be obtained through the Steam platform opening the
possibility that the userbase population may have characteristics that are not shared with the users
of other platforms. Future research can be done on other potential platforms where users

experience similar bans such as Riot games or Blizzard’s Battle.Net network.

Additionally, while applicable to other fields, one should be wary to apply these findings outside
of the gaming domain. The research is intended to be on gaming social networks, and while there
is overlap between cheating actions and cyber threats, the environment of other computer mediated
fields may impact results. Further research can be done to extend this study into fields where
organizational networks exist such as online academics, cyber theft, cybersecurity, or network

enabled industry.

Finally, our dataset will not specifically list how the cheater got his ban, only what system caught
him. Therefore, if there is a distinction between methods of cheating that could impact results, it
would not be caught in this model and represents a further area of research.
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CONCLUSION

Rampant cheating behavior is a significant problem in online gaming. The metaphorical arms race
between developers and cheaters perpetually puts developers on the back foot. Yet with cheating’s
contagion like effect, it can be leveraged to predict the likelihood that someone would engage in
cheating behavior. In the same way an individual tends to associate with likeminded others, human
online social relationships behave the same way. If we can successfully identify the possibility of
a person being a cheater, just in the practical sense, businesses and game developers can reduce
losses caused by unethical players, by stamping out the contagion early. Even at the bare minimum,
if it is possible to identify high risk factors it will allow security resources to be more efficiently
utilized in cheating detection. Our model could function as a benchmark to identify illicit networks
outside of the gaming environment where such social contagions occur as well, providing us with
a tool to potentially penetrate social networks of cyber criminals allowing for agents to engage in

preventative measures rather than responsive ones.
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