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ABSTRACT 

Due to the increasing number of data breaches and regulations that have elevated the role of the 

Chief Information Security Officer (CISO), the CISO position has become critical to 

organizations. Unfortunately, organizations are experiencing a high rate of CISO turnover, which 

has negatively impacted organizations in a number of ways. Existing research on turnover has 

typically focused on non-executive IT staff, CEOs, or the top management team (TMT). However, 

the CISO role has unique characteristics that set it apart from CIOs and other C-suite executives. 

As a result, there is a need for research to better understand why CISOs leave their jobs. To 

understand the drivers of CISO turnover, we propose to conduct a mixed-methods study. First, we 

will conduct a field interview study with CISOs using the lens of upper echelon theory to better 

understand the factors that lead to turnover. Then, we will conduct a fuzzy-set qualitative 

comparative analysis (fsQCA) of qualitative interview data to identify configurations that 

influence CISO turnover and develop a middle-range theory based on upper echelon theory. This 

paper aims to contribute to IS research by developing a CISO turnover theory and determining 

configurations of factors that lead to CISO turnover intention using a set-theoretic approach.  



 The Problem of CISO Turnover 

  

Proceedings of 2023 IFIP 8.11/11.13 Dewald Roode Information Security Research Workshop 

Glasgow, Scotland, UK 2 

Keywords 

Chief information security officer, CISO, IT executive turnover, CISO turnover, upper echelon 

theory, fuzzy-set qualitative comparative analysis (fsQCA), mixed-methods. 

INTRODUCTION 

Due to the high-profile nature of cybersecurity incidents and their negative impact on 

organizations, the CISO role has become critical to organizations' efforts to mitigate cybersecurity 

risks (Moon et al. 2018; Steinbart et al. 2018). Recognizing the destructive impact of data breaches 

on organizations, regulators have begun to propose rules to elevate the role of the CISO. For 

example, the Federal Trade Commission has issued a rule requiring financial institutions to employ 

an individual responsible for cybersecurity, typically the CISO, who reports to the board of 

directors at least annually (FTC 2022). The US Securities and Exchange Commission has proposed 

rules that require public companies to designate a CISO role, identify to whom the CISO reports 

and declare the CISO’s expertise (SEC 2022). The New York State Department of Financial 

Services has updated its influential Cybersecurity Regulation to require financial institutions to 

ensure that CISOs “have adequate authority to ensure cybersecurity risks are appropriately 

managed, including the ability to direct sufficient resources to implement and maintain a 

cybersecurity program” (NYDFS 2022, p. 6). 

Despite the CISO's increasingly important role in mitigating cybersecurity risk and driving 

regulatory compliance, organizations are experiencing an alarming rate of CISO turnover 

(Haworth 2020; Sullivan 2022). CISO turnover negatively impacts organizations in a number of 

ways. Because cybersecurity executives have extensive knowledge of their organizations' critical 

security systems and services, when they leave, (1) the organization loses the institutional and 

operational knowledge needed to avoid cybersecurity risks, which in turn opens the door to cyber 
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adversaries (Rosiek 2018), (2) cybersecurity initiatives are interrupted and cybersecurity strategies 

must be rebuilt (Johnson and Goetz 2007), (3) recruiting and retaining security executives is a 

growing concern due to the shortage of CISO talent and the increasing demand for CISO 

professionals (Rosiek 2018). According to Nominet’s report on CISO stress, the average CISO 

tenure is 26 months (Haworth 2020).  

Although articles by academics and practitioners have acknowledged that challenges to the CISO 

role can lead to turnover, little if any research has examined the drivers of CISO turnover. Existing 

IS research on IT executive turnover has examined the influence of IT failures and security 

breaches on CIO turnover (Banker and Feng 2019; Benaroch and Chernobai 2017; Li 2021) and 

on CEO/CFO turnover (Masli et al. 2016). However, little is known about the unique drivers of 

CISO turnover. This is because each type of executive has different responsibilities, span of 

control, and contributions to organizational outcomes (Hambrick 2007; Hambrick and Mason 

1984), causing each executive to have different reasons to exit (Andrus et al., 2019).  

CISOs have unique characteristics that set their experience apart from that of CIOs and other C-

suite executives. Therefore, there is a need for research to better understand why CISOs leave their 

jobs. Some factors that distinguish CISO positions from other executive positions are (1) recent 

regulations that have put pressure on organizations to have a CISO with a reporting line to the 

board, (2) increasingly frequent and high-profile security incidents have captured the attention of 

boards and raised the profile of CISOs within organizations, (3) most CIOs and other C-suite 

executives have hierarchical power and are members of the top management team (TMT) 

(Karahanna and Watson 2006). In contrast, CISOs are typically subordinate to CIOs (Haislip et al. 

2021) or positioned two or more levels below the C-suite executives (Shayo and Lin 2019), and 

thus enjoy less credibility and power among C-level executives (Ashenden and Sasse 2013; 
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Karanja 2017; Karanja and Rosso 2017; Shayo and Lin 2019). CISOs, on the other hand, while 

also holding the title of "chief," are seen primarily as managing downside risk, and there is no 

consensus on the strategic role of CISOs in organizational performance (Lowry et al. 2022). All 

of these factors set the experience of CISOs apart from that of CIOs and other C-suite executives. 

Given the critical role that CISOs play in their organizations, the characteristics that make this 

position unique, and the negative consequences of CISO turnover, there is a need for researchers 

and practitioners to better understand the determinants of CISOs' desire to leave their positions. 

Therefore, our study aims to address this need by examining the factors that cause CISOs to leave 

their jobs. Thus, our first research question is: 

RQ1: What organizational and personal factors lead to CISO turnover intention? 

Because turnover is a complex employee behavior, multiple combinations of factors may explain 

an individual's behavior (Liu et al. 2017). Thus, to better understand the relationship between 

organizational and personal factors and CISO turnover intention, we go beyond the linear 

paradigm of examining the unique contribution of each factor to the outcome and examine how 

combinations of these factors influence CISO turnover intention. This allows us to examine 

asymmetric relationships between the configurations of determinants that drive CISO turnover, 

and how different interactions of these factors influence CISO turnover intention. For example, 

while some configurations of factors may contribute to high levels of CISO turnover intention, 

another configuration of factors may lead to low levels of CISO turnover intention. Therefore, our 

second research question is: 

RQ2: What configurations of factors influence high and low levels of CISO turnover 

intention? 
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To address these research questions, we will use upper echelon theory (Carpenter et al. 2004; 

Hambrick 2007; Hambrick and Mason 1984) as a theoretical lens because it explains how 

individual characteristics of executives influence their perceptions and decisions. We will use a 

mixed-methods design approach with two sequential, equally-weighted studies (Venkatesh et al. 

2013; Venkatesh et al. 2016). In Study 1, because the factors leading to CISO turnover have not 

been previously studied, we will conduct a qualitative field study with CISOs to identify 

organizational and personal factors that lead to CISO turnover. Study 1 addresses our first research 

question. Following a developmental purpose (Venkatesh et al. 2016), Study 2 will build on the 

results of Study 1, in which we will apply a fsQCA (Mattke et al. 2022; Misangyi et al. 2017; 

YoungKi et al. 2020) to the identified factors to determine configurations of factors leading to 

CISO turnover, thus addressing our second research question.  

We anticipate that this study will make several contributions to research and practice. First, our 

research contributes to IS research by identifying organizational and personal factors that lead to 

security executive turnover. Because CISOs are essential employees in securing their 

organizations, understanding and reducing their turnover can have a significant impact on 

organizational outcomes. Second, beyond identifying the factors, we aim to explain how 

configurations of factors influence CISO turnover intentions. Third, we contribute to theory by 

using a set-theoretic approach that allows us to identify complex interactions among factors that 

lead to CISO turnover in order to better explain CISO turnover. Finally, we expect that this study 

will provide practitioners with insights to better understand the factors that lead to CISO turnover 

and can help organizations develop strategies to reduce CISO turnover that negatively impacts 

them. 
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The rest of the paper unfolds as follows. First, we discuss related research on IT employee 

turnover. We then present our theoretical lens and methodological approach. Finally, we conclude 

the paper with the expected contributions to research and practice.   

LITERATURE REVIEW 

In this section, we provide research on IT executive and nonexecutive-IT employee turnover.  

Research on Executive and Nonexecutive-IT-Employee Turnover 

Given the powerful influence of executives on organizational outcomes and the high costs 

associated with executive turnover, the question of why high-level and low-level executives would 

want to leave their firms is an important phenomenon (Andrus et al. 2019). While studies of 

executive turnover in the management literature have focused on either CEO turnover or the group 

level in the TMT (Andrus et al. 2019), IS researchers have focused on the link between IT-related 

deficiencies and CEO/CFO turnover (Masli et al. 2016) or CIO turnover (Li 2021), and the 

influence of data security breaches on CIO/CTO turnover (Banker and Feng 2019; Benaroch and 

Chernobai 2017).  

Nonexecutive IT employee turnover phenomena have been studied since the 1980s. Research on 

IT employee turnover shows that IT professionals may have unique characteristics that make their 

turnover process different from other occupations (Baroudi 1985; Bartol 1983; Igbaria et al. 1994; 

Igbaria and Siegel 1992; Mourmant et al. 2009; Niederman et al. 2007). Thus, IS researchers have 

examined a variety of organizational, environmental, and individual factors that lead IT workers 

to leave their jobs. The seminal studies show that organizational commitment, job satisfaction and 

its antecedents, role ambiguity and role conflict (Baroudi 1985); and professionalism and 

perceived rewards (Bartol 1983), are the leading predictors of IT employee turnover intentions. 
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Several studies use organizational commitment (Ahuja et al. 2007; Maier et al. 2015; Thatcher et 

al. 2002) and job satisfaction (Dinger et al. 2015; Joseph et al. 2007; Maier et al. 2015) to predict 

IT employee turnover intention.  

IS research shows that job perceptions, such as work overload and work exhaustion, are 

particularly salient for IT employees (Ply et al. 2012). Thus, some IS researchers have focused on 

the influence of work exhaustion and its antecedents on voluntary turnover intentions. For 

example, Moore (2000) found that autonomy, role ambiguity, role conflict, and fairness of rewards 

are the antecedents of work exhaustion, which can lead to IT employee turnover. Building on 

Moore’s (2000) model of IT employee turnover, several studies have empirically tested the 

antecedents and consequences of work exhaustion. The results show that work exhaustion is highly 

related to low organizational commitment and high turnover intention (Ahuja et al. 2007); and low 

job satisfaction and high depersonalization (Shih et al. 2013). In addition, recent studies on IT 

employee turnover have increased our understanding regarding the factors that can lead IT 

personnel to quit their jobs. For example, the influence of personality (Maier et al. 2015); the 

impact of psychological contract violations (Moquin et al. 2019), and the features of technology 

(Tomer et al. 2022).  

THEORETICAL LENS 

We will use upper echelon theory  (Carpenter et al. 2004; Hambrick 2007; Hambrick and Mason 

1984) as a basis for interviewing CISOs to understand the unique organizational and personal 

factors that lead CISOs to turnover. Upper echelon theory suggests that idiosyncratic differences 

in the leadership characteristics of executives are linked to their cognitive bases and values, which 

influence their perceptions and, ultimately, their strategic decisions (Carpenter et al. 2004; 

Hambrick and Mason 1984). Thus, upper echelon theory posits that observable characteristics, 
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such as age, personality, tenure in the organization, education, and power in the organizational 

structure, reflect unique cognitive styles, beliefs, and values (Hambrick and Mason 1984) that can 

influence organizational outcomes, such as turnover (Carpenter et al. 2004). For example, a recent 

study explains how the presence of the CIO in the TMT and the characteristics of the board of 

directors, such as educational background and experience, influence organizations' strategy 

choices and outcomes with respect to AI implementations (Jingyu et al. 2021).  

Recent updates to upper echelon theory have proposed two moderators-managerial discretion and 

executive job demands-that may influence the predictive power of the theory (Hambrick 2007). 

According to Hambrick (2007), discretion stems from environmental (e.g., industry type), 

organizational (e.g., TMT or board composition), or personal factors (e.g., executive personality). 

In addition, they note that the demands of the job on executives make the relationship between 

executive characteristics and organizational outcomes more salient because high job demands can 

lead to mental shortcuts; thus, executives' decisions reflect their past experiences and dispositions 

(Hambrick 2007).  

Prior studies of the CISO role have stated the following as job demands: lacking power, influence, 

credibility, and role identity within organizations (Ashenden and Sasse 2013; Karanja 2017; 

Karanja and Rosso 2017; Lowry et al. 2022; Maynard et al. 2018; Shayo and Lin 2019; Whitten 

2008); increasing cybersecurity threats (Maynard et al. 2018; Neville-Neil 2019; Shayo and Lin 

2019); lack of executive and board support (Johnson and Goetz 2007; Monzelo and Nunes 2019); 

limited budget for cybersecurity initiatives (Johnson and Goetz 2007; Monzelo and Nunes 2019); 

human resistance to change, and an underdeveloped organizational cybersecurity culture (Johnson 

and Goetz 2007; Monzelo and Nunes 2019; Triplett 2022); firing due to a security breach (Shayo 

and Lin 2019); lack of consensus among C-suite executives on the need for a CISO (Karanja 2017; 
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Karanja and Rosso 2017; Shayo and Lin 2019) and on the strategic role of CISOs (Maynard et al. 

2018; Onibere et al. 2017); and balancing security and business needs (Kayworth and Whitten 

2010; Moon et al. 2018; Shayo and Lin 2019). 

RESEARCH DESIGN AND METHODOLOGY 

In this study, we will use a mixed-methods design, which includes qualitative and quantitative 

approaches (Tashakkori and Teddlie 1998). We will follow the guidelines provided by Venkatesh 

et al. (2013) and Venkatesh et al. (2016). According to these guidelines, the purpose of our study 

falls under the category of "developmental" because "questions for one strand emerge from the 

inferences of a previous strand (sequential mixed methods)" (Venkatesh et al. 2013, p. 26). In 

terms of phases or strands of research, our research design is categorized as “mixed-method 

multistrand” (Venkatesh et al. 2016, p. 443), where we identify constructs that lead to CISO 

turnover through a qualitative study and then configure them through a quantitative study (see 

Figure 1). We also follow a sequential sampling strategy and data analysis, as the results of the 

qualitative study are used in the quantitative study (Venkatesh et al. 2016). In terms of the priority 

of the methodological approach, our study falls under “equivalent-status designs” (Tashakkori and 

Teddlie 1998), where “both qualitative and quantitative approaches about equally to understand 

the phenomena of interest” (Venkatesh et al. 2016, p. 444). Lastly, in terms of our epistemological 

perspective, we adopt multiple paradigms. In line with the “dialectical paradigm stance” 

(Venkatesh et al. 2016, p. 442), we adopt an interpretive approach in the qualitative study and then 

a positivist approach in the quantitative study. 
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Figure 1. Sequential Equivalent Status Mixed-Methods Design 

Study 1 Factors Leading to CISO Turnover Intention 

Study 1 will use a multi-case qualitative field study of approximately 20 CISOs from medium and 

large U.S. public companies to understand the organizational and personal factors that lead CISOs 

to leave their jobs. Study 1 thus answers our first research question, which asks about the 

organizational and personal factors that lead to CISO turnover. To do so, we will use grounded 

theory methodology to iteratively analyze the interview data (Bryant and Charmaz 2007; Charmaz 

2014; Glaser and Strauss 1967) using NVivo version 12 software. To locate participants, we will 

use existing contacts from the researchers' relationships developed through interactions on campus, 
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at events, or at practitioner conferences. We will also use a snowball sampling technique, asking 

participants for potential interviewees. Each semi-structured interview is expected to last 

approximately one hour. We plan to begin the interviews by asking about the participants' tenure 

at their current and previous employers, and then ask open-ended questions about why the 

participants left their organizations and the factors that influenced their decisions. We will then 

ask follow-up questions to get participants to elaborate on the factors that led or would lead them 

to leave their jobs. 

With the participant's consent, we will record the interview using Zoom. We will use a professional 

third-party transcription service. After each interview, we will begin coding the anonymized and 

transcribed interview data. As part of the iterative coding process, each researcher will code the 

interview transcripts and write a brief memo reflecting key findings regarding factors leading to 

CISO turnover and new codes. The research team will then meet to discuss new codes, concepts, 

and potential questions for future interviews. We will then write our overarching theme memos 

and begin selective coding to identify factors that lead to CISO turnover. We will continue to 

interview CISOs until we reach theoretical saturation. To guide our coding process, we will use 

upper echelon theory to understand how organizational and personal characteristics of CISOs lead 

to CISO turnover. 

Study 2 Configurations of Factors Leading to CISO Turnover Intention 

The factors identified in Study 1 will be used in Study 2 to address our second research question, 

which asks about configurations of factors that influence low and high levels of CISO turnover 

intention. Study 2 aims to identify configurations of factors that contribute to CISO turnover 

intention, which will allow us to construct a nomological network of personal and organizational 

factors that lead to CISO turnover. To do this, we will take a configurational approach and use the 
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fsQCA method (Misangyi et al. 2017; Ragin 2014; YoungKi et al. 2020) The fsQCA uses a set 

theory approach and allows us to determine how the interplay between the factors or sets of factors 

identified in Study 1 influence CISO turnover intention. Therefore, consistent with upper echelon 

theory, we will use fsQCA to examine how personal characteristics of CISOs and organizational 

factors combine into different configurations to increase (high turnover) or decrease (low turnover) 

CISO turnover intention. Figure 2 illustrates our research approach. 

 

Figure 2. Research Approach 

We will follow the neo-configurational approach (Misangyi et al. 2017), which allows us to test 

sufficient configurations of factors that lead to an outcome such as high or low turnover intention. 

We plan to use the fsQCA Version 3 software package in R and analyze our data in three steps to 

determine which configurations are associated with high or low turnover intention: (1) calibration 

of cases, (2) analysis of necessary factors for low and high turnover intention, and (3) analysis of 

sufficient configurations for our outcomes. 

The first step is calibration, in which we will calibrate qualitative interview data into fuzzy sets 

following the recommendations of Basurto and Speer (2012) to determine the threshold for the 
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membership in sets (Misangyi et al. 2017). In other words, we will prepare qualitative interview 

data to be loaded into the fsQCA version 3.0 software package in R for analysis, and we will 

convert all construct values into fuzzy sets. To do this, we will develop membership anchor points, 

which are "the three main thresholds that structure a fuzzy set" (Basurto and Speer 2012, p.161). 

As suggested by Basurto and Speer (2012), we will determine the quantitative anchor points of 

fuzzy-set values for cases depending on the level of detail in the interview data. For example, fuzzy 

set value=1 indicates full membership or high state in a fuzzy set, and fuzzy set value=0 indicates 

non-membership or low state in a fuzzy set.  

The second step is the analysis of necessary conditions for our dependent variable. Necessary 

condition is defined as “a condition that always exists when the outcome exists” (Mattke et al. 

2021a, p. 271). This analysis allows us to determine how and which combinations of factors can 

lead to the same dependent variable (Misangyi et al. 2017). In other words, this analysis allows us 

to know whether a particular set of factors is necessary for CISOs to develop high or low turnover 

intentions. In this study, a necessary factor for high CISO turnover intention is always present 

when a CISO has high turnover intention. For example, does a specific factor such as "lack of 

organizational support" always exist for CISOs to have high turnover intentions? The same logic 

applies to low CISO turnover intent. If a single factor exceeds the consistency threshold of 0.90 

(Schneider and Wagemann 2012) and a coverage threshold of 0.60 (Ragin 2006), it means that this 

necessary condition exists. Therefore, in this study, we will use the proposed coverage threshold 

of 0.60 and the consistency threshold of 0.90. The consistency threshold is used to assess "the 

degree to which cases sharing a given condition or combination of conditions agree in exhibiting 

the outcome in question...the coverage threshold, on the other hand, assesses the degree to which 

a cause or causal combination accounts for instances of an outcome" Ragin (2006, p. 292). It is 



 The Problem of CISO Turnover 

  

Proceedings of 2023 IFIP 8.11/11.13 Dewald Roode Information Security Research Workshop 

Glasgow, Scotland, UK 14 

also recommended to check whether the relevance of necessity (RoN) score is at least 0.60 to avoid 

inconsequential necessary conditions (Mattke et al. 2021b; Ragin 2006).  

The third step is to analyze sufficient configurations for our dependent variables. This analysis 

allows us to determine whether a combination of factors is sufficient to lead to high or low levels 

of CISO turnover. For example, this analysis can determine whether different configurations of 

certain organizational or personal factors always contribute to high levels of CISO turnover despite 

all other factors. To do this, we create a truth table containing all possible configurations of factors. 

We will then apply three thresholds: a consistency threshold of 0.8, a frequency threshold of 3, 

and "a proportional reduction in inconsistency (PRI) threshold of 0.75" to identify sufficient 

configurations (Mattke et al. 2022, p. 221). Finally, we will apply Quine-McCluskey algorithm to 

simplify the sufficient configuration (Ragin 2008). 

EXPECTED CONTRIBUTIONS AND FUTURE RESEARCH DIRECTIONS 

Our research will contribute to theory, research, and practice. First, our research will contribute to 

IS research by providing a better understanding of the CISO turnover problem and insights into 

how to reduce CISO turnover that negatively impacts organizations. Second, our study goes 

beyond the traditional correlation-based approach of examining the linear relationship between a 

dependent variable and various independent variables. This study conceptualizes and analyzes the 

causal complexity of various factors leading to CISO turnover intention. Third, this study 

contributes to theory by developing a theory that reflects configurations of different organizational 

and personal conditions that drive CISOs to leave their jobs. Since merely identifying key drivers 

is not enough to understand individual behavior (Liu et al. 2017), our study takes a configurational 

approach that can explain the complex interdependencies of factors that influence CISO turnover 

intention. Furthermore, providing a theoretical explanation for CISO turnover can have significant 
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implications for organizational outcomes, as CISOs are essential digital leaders in securing their 

organizations. 

Given the shortage of CISO talent, the increasing demand for CISOs, and the negative 

consequences of high rates of CISO turnover that organizations face, this research may also have 

important implications for practitioners. We expect that this study will provide practitioners with 

insights to better understand the factors that lead to CISO turnover and can help organizations 

develop strategies to reduce CISO turnover by addressing specific combinations of the factors we 

identify. 

Our study has several limitations. First, we focus only on CISOs of U.S.-based public companies, 

and thus cannot make any claims for CISOs of private companies or CISOs of other countries. The 

second limitation of our study is that we are testing intentions to divest rather than actual behavior 

to divest. This is a limitation of our study because intentions do not always lead to actual turnover 

behavior, although turnover intention is the strongest predictor of actual turnover. (Thatcher et al. 

2002). 

Because our study cannot capture actual turnover behavior, future research could examine actual 

CISO turnover behavior through longitudinal studies. In addition, future research can examine the 

consequences of CISO turnover. For example, future research can examine the influence of CISO 

turnover on CISOs' cultivation of legitimacy among corporate leaders, as "CISOs often lack 

legitimacy in the eyes of the board and the C-suite" (Lowry et al. 2022, p. 2). In this sense, frequent 

turnover and short tenure of CISOs may affect CISOs' relationship building with boards and C-

suite teams (Kaspersky, 2018), which in turn negatively affects their legitimization process (Lowry 

et al. 2022). This is because legitimacy theory posits that individuals can earn legitimacy by 

gaining the trust of their aspirational peer groups through relationship building (Bitektine and 
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Haack 2015; Tost 2011). Thus, if a CISO has a short tenure, they can lose the opportunity to build 

relationships with organizational leaders (Kaspersky 2018). Lastly, future studies can examine 

whether the high rates of CISO turnover influence other organizational outcomes, such as security 

program effectiveness and CISOs’ job performance, using upper echelon theory. 
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