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ABSTRACT

Prior studies have established that organizations learn better from failure than from success.
Nevertheless, cybersecurity crises resulting from cyberattacks tell a different story. It has been
reported that some organizations have encountered repeat ransomware attacks, causing them to
pay a second or even a third ransom. Due to the recurrences of cyberattacks, this study addresses
organizations’ failure to learn from not protecting their information assets. Many information
systems (IS) studies have examined organizational learning in light of positive outcomes such as
effective decision-making and management. On the other hand, this study addresses organizational
learning by focusing on the negative aspects (i.e., the failures of preventing cyberattacks). In the
near future, our research findings will share insights concerning the barriers of learning from
cyberattack prevention failures, thereby expanding the ‘Security, Education, Training, and
Awareness’ (SETA) perspective to incorporate organizational learning elements.
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INTRODUCTION

A cybersecurity crisis is a cyber disaster that have successfully obstructed an organization’s
key operations (Prevezianou 2021). While both information systems (I1S) and management studies
have suggested that organizations could learn from crises (Ahmad et al. 2019; Eismann et al. 2021;
Kim 1998; Maitlis and Christianson 2014; Wang 2008; Wooten and James 2008), the reality of
cybersecurity crises paints a different picture. A global report entitled “Ransomware Attacks and
the True Cost to Business 2022 has revealed that 40% of its surveyed organization victims of
ransomware attacks have paid a second ransom and 10% have paid a third ransom (Cybereason
2022). As organizational security practices play an important role to assure information security
(Kam et al. 2021; Pérez-Gonzaélez et al. 2019), paying a second or a third ransom suggests that
organizations have not really learned how to implement the right security practices.

Cybersecurity crises caused by massive cyberattacks may put organizations under immense
time pressure for fast decision-making, suggesting that crisis impels organizations to make rapid
decision for avoiding negative outcomes (Nunamaker et al. 1989). During the ransomware attack
that forced Colonial Pipeline to shut down its digital systems, its CEO made a fast decision to pay
around five million dollars of ransom in exchange of data release (Wilkie 2021). Cybersecurity
crises will often impair key IS functions. For example, the ‘WannaCry’ ransomware paralyzed
hospitals’ IT systems in the United Kingdom, forcing them to delay delivering patients’ care
(Palmer 2017). Consistent with the notion that crises threaten organizational survival (Hale 1997),
cybersecurity crises could paralyze organizations and bring organizations’ operations to a halt.

The devastating effects of cybersecurity crises can be mitigated through crisis management
(Ahmad et al. 2019; Housel et al. 1986). With good crisis management plans, cybersecurity crises

can foster organizational learning (Ahmad et al. 2019) enhancing knowledge acquisition,
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information distribution and interpretation, and organizational memory (Huber 1991). Crises have
propelled organizations to question their underlying principles, thus promoting organizational
learning (Wang 2008). However, learning from crisis is not always a simple process
(Antonacopoulou and Sheaffer 2014). In specific, organizational learning based on cybersecurity
crises poses a unique challenge. This is mainly because one of the key components of cybersecurity
— information technology (IT) — is complex in that IT infrastructure is usually linked to external
systems to foster better collaboration with external constituents. The complex nature of IT creates
difficulty in sensemaking (i.e., make sense of a current crisis) (Weick 1988), thus rendering
organizational learning difficult. For example, it was hard to trace the cyberattack against
SolarWinds which involved a supply chain system that distributed data to over 18,000
organizations (OWASP 2021). Moreover, cybersecurity crises usually transcend geo-political
boundaries (Prevezianou 2021) and thus create complexities in sensemaking (e.g., find the attack
point) (Ansell et al. 2010) which further complicates organizational learning (Dodgson 1993).
Since IT evolves rapidly, current security measures may become obsolete soon. Even with
cutting-edge security measures, IT infrastructure may not be able to withstand cyberattacks against
zero-day vulnerabilities (i.e., vulnerabilities that have yet been identified). For instance, a zero-
day vulnerability called Log4J was exploited even in big organizations such as Google, Cisco, and
Microsoft, compelling them to apply new security countermeasures (Kulkarni 2022). This suggests
that technology operates in volatile environments fraught with cyber threats. So, organizations
have to quickly “unlearn” the last obsolete countermeasures and learn new mechanisms to protect
information assets. Unlearning itself is a complex process due to organizational biases and
ingrained culture (Zahra et al. 2011). Eventually, the frequent actions of unlearning old elements

and learning new elements may create complexities and challenges for consolidating
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organizational learning. In a cybersecurity context, such complexities encourage this study to
examine the barriers of organizational learning. Hence, our first research question is:
RQ 1: What are the barriers for organizations to learn from cybersecurity crisis?

In the IS literature, numerous studies have addressed organizational learning in the context
of software development (Fichman and Kemerer 1997; Lyytinen and Rose 2006; Salaway 1987;
Stein and Vandenbosch 1996), business process outsourcing (Cha et al. 2008; Koo et al. 2017;
Whitaker et al. 2010), and IT’s role in learning (Goodman and Darr 1998; Janson et al. 2007; Kane
and Alavi 2007; Robey et al. 2000; Schlagwein and Bjorn-Andersen 2014; Vandenbosch and
Higgins 1995). All these studies share a common theme: using organizational learning to reach
positive outcomes such as effective IS management. We argue that it is equally important to
address organizational learning to shed light on the negatives. In specific, it is important to study
failures of learning from information security safeguards, primarily because organizations learn
better from failures than from successes (Madsen and Desai 2010). Nevertheless, IS studies related
to this aspect are scarce. To fill this research gap, we address the following research question:
RQ 2: How can learning from a cybersecurity crisis in an organizational context be promoted?

The research contribution of this study is twofold. First, this study is expected to share the
insights of organizational learning’s obstacles in a cybersecurity context. By identifying the
learning barriers, we can then share the mechanisms on how to overcome the barriers of learning
from a cybersecurity crisis. Because cybersecurity attacks are ubiquitous, overcoming the barriers
of learning becomes critical for organizations’ information security. Second, learning in a
cybersecurity context is usually related to Security, Education, Training, and Awareness (SETA).
However, our research findings would provide a different perspective in that learning is not based

only on security awareness training or cybersecurity education in general but also on the
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occurrences of real-life cybersecurity crises encountered by organizations. Accordingly, we argue
that our research findings may contribute to the theoretical framework of SETA by showing how

to incorporate organizational learning into SETA.

LITERATURE REVIEW

Cybersecurity Crises

Crises are multi-faceted, encompassing social-political, psychological, technological, and
cognitive dimensions (Pearson and Clair 1998). According to Billings et al. (1980), a crisis poses
high threats to organizations’ values and profits, placing organizations under intense time pressure
for rapid decision-making. In general, a crisis is characterized by high criticality, high
uncertainties, high urgency, and rapid decision-making under enormous time pressure (Nunamaker
et al. 1989; Pearson and Clair 1998). Although a given crisis has a low probability of occurrence,
it could undermine organizational survival (Hale 1997).

We assert that cybersecurity crises are considered major parts of organizational crises
mainly because cybersecurity crises caused by devastating cyberattacks (e.g., ransomware attack)
would paralyze organizations’ critical business functions and would eventually threaten
organizational survival. This aligns with the definition of ‘cyber crisis’ (Prevezianou 2021).
Moreover, cybersecurity crisis transcends geo-political boundaries (Prevezianou 2021), creating a
transboundary circumstance that complicates sense-making and decision-making (Backman
2021). Because the property of being transboundary engenders a high degree of interdependency
(Ansell et al. 2010), it would require collaborations of multiple parties (from different
jurisdictions) to deescalate a crisis. Eventually, this adds tremendous challenges for organizations
during crisis management.
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In the IS literature, studies that addressed cybersecurity crises were presented in a context
of cybersecurity incident response and emergency preparedness. Knight & Nurse (2020)
conducted a qualitative study and proposed a crisis management framework to promote corporate
communication during incident response. Built on Information Processing Theory, Naseer et al.
(2021) ran a multiple case study to examine the role of business analytics in incident response
management. Naseer et al. (2021) proposed that real-time analytics of organizations’ IT
infrastructure offers agility for organizations’ cybersecurity incident response strategy. Moreover,
Huséak et al. (2022) suggested that the cybersecurity incident response team should iterate through
the ‘OODA’ loop (Observe, Orient, Decide, Act) to increase situation awareness for effective
incident handling. On the other hand, Lee & Kim (2020) empirically established that citizens from
wealthier Europeans nations displayed a higher level of individual cybersecurity preparedness,
whereas Kim & Lee (2021) revealed that attributes of incident responses such as apologies and
excuses differed between United States and Korean organizations due to cultural differences.

Our literature review demonstrates that the extant IS literature does not really link crisis
management or incident response handling to organizational learning for cyberattack prevention.
To address this research gap, the following section presents a relation between cybersecurity crisis
and organizational learning.

Organizational Learning

Organizational learning is defined as a process in which “organizations build, supplement,
and organize knowledge and routines around their activities within their cultures and adopt and
develop organizational efficiency by improving the use of the broad skills of their workforces”
(Dodgson 1993, p. 377). The study of organization learning has been widely undertaken in IS

studies. For instance, Salaway (1987) empirically established that organizational learning based
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on single-loop (i.e., identifying a problem) and double-loop (i.e., examining the underlying factors
that contributed to a problem) learning (Argyris and Schon 1997) effectively enhanced the
interactions between users and system analysts. On the other hand, Stein & Vandenbosch (1996)
suggested that advanced system development such as developing expert systems offered ample
opportunities for organizational learning. Additionally, Kane & Alavi (2007) examined the role of
IT in organizational learning, proposing that the way IT tools were integrated, the way individuals
used the tools, and the overall organizational environment affected organizational learning. Based
on these IS studies, Templeton et al. (2002, p. 5) posited that organizational learning includes
knowledge acquisition, information distribution, information interpretation, and organizational
memory that would “intentionally and unintentionally influence positive organizational change.”
Consistent with Huber’s (1991) conceptualization, Templeton et al.’s (2002) definition suggests
that organizational learning embodies knowledge management.

Drawing on Argyris & Schon’s (1997) organizational learning theory, Ahmad et al. (2019)
proposed that an integrated framework of information security management and incident response
planning enabled organizations to learn from cybersecurity crises. Particularly, cybersecurity
crises offered opportunities for single-loop learning (i.e., identify the emerging problems such as
detecting new attack vectors) and double-loop learning (i.e., question the underlying assumptions
such as investigate the existing information security policies and strategies) (Ahmad et al. 2019).
Conversely, several management studies presented barriers of learning from crisis. Also built on
Argyris & Schon’s (1997) theoretical framework, Smith & Elliott (2007) asserted that while first-
order learning (i.e., single-loop learning) would often occur as organizations would most likely
identify flaws in plans and procedures after going through a crisis, organizations might skip

second-order learning (i.e., double-loop learning) by avoiding the examination of the underlying
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assumptions and by denying any wrongdoings. First-order learning is superficial, but second-order
learning challenges the organizational norms and enables organizations to fundamentally assess
their organizational systems (Smith and Elliott 2007). Bypassing second-order learning may
deprive organizations the opportunities to uncover the key factors that contribute to crisis.

On the other hand, Madsen & Desai (2010) concluded that the major obstacles of learning
from failure are caused by the difficulty in knowledge acquisition from the cyber incidents and by
the political climate of “finger pointing”. In a cybersecurity context, the obstacles of learning may
be even more convoluted. In addition to political climate, cybersecurity crises involve technology
complexity. As stated earlier, the interconnectedness of IT infrastructure makes it hard to detect
where an attack started. Even if organizations are able to identify the starting point of an attack,
organizations may not be able to acquire knowledge, when, and how that attack occurred in an
external component administered by their business associates. An example cited earlier, the
’SolarWinds’ attack, exemplified this difficulty. The attack against SolarWinds supply chain
systems was first started by injecting arbitrary codes into a library that was digitally signed as
legitimate and then executed during system updates (Williams 2020). The malicious codes were
then propagated to different system components, installing backdoors that created system
resources for active directory exploitation. Learning how this sophisticated attack actually works
takes a special cognitive effort, and it will also become a challenge to learn how to prevent this
type of attack from happening in the future. As stated by Weick (1988, p. 308):

“Unwitting escalation of crises is especially likely when technologies are complex, highly
interactive, non-routine, and poorly understood. The very action which enables people to gain
some understanding of these complex technologies can also cause those technologies to

escalate and kill.”
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Leadership may also create barriers to learn from crises. Leadership could negatively
influence organizational learning (Inkpen 1998; Ulrich et al. 1993; Yukl 2009) in that leaders
might not encourage information sharing of an effective preventive measures across organizations.
For example, an organizational unit learned a new security countermeasure, but the knowledge of
countermeasure was not widely shared and implemented across organizations due to poor

leadership approaches (e.g., leaders’ discouragement of information sharing).

FUTURE RESEARCH

In conclusion, this study examines why and how organizations have failed to learn from
the cybersecurity crises they have experienced. By analyzing the reasons behind organizations’
failure to learn from previous cybersecurity crises, this study is expected to be prescriptive with
relevant practical implications. In the near future, we plan to adopt a qualitative approach that will
involve interviewing several Chief Information Security Officers (CISOs) whose organizations
have experienced major cybersecurity attacks with devastating impacts. We will design semi-
structured interview questions focusing on organizational learning from cybersecurity crises. Our
questions will be informed by ‘organizational learning’ theory. Based on an in-depth review of
theory, we will present a holistic framework that may explain organizational “non-learning” from
cybersecurity incidents. After the analysis of our qualitative data, we will revisit our framework to
develop a prescriptive model that addresses how organizations can learn from their victimization
experiences. We plan to follow up with a second quantitative study that involves a survey and a
test of a derived variance model from the framework.

Our research findings are expected to carry insights related to the barriers of organizational

learning from cybersecurity crises and will offer suggestions on how to overcome these barriers.
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Additionally, our research findings would present how to incorporate organizational learning into
SETA, as we argue that the scope of SETA should be expanded to encompass a wider
organizational context. We hope that our work-in-progress develops to shed light on the critical
issue of organizational non-learning in the context of cybersecurity, and as such inform research,

theory, and practice.
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