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ABSTRACT 

Social media service (SMS) is becoming one of the most popular ways to help educators 

to promote their educational effectiveness, and the chat group, an important function within the 

SMS, has been widely employed in the teaching process to help teachers share information with 

parents and students. However, information security threats and risks have appeared along with 

the popularity of chat groups. In this study, we are conducting exploratory research to investigate 

the antecedents of users’ information security behavior in teacher-parent SMS groups based on 

the health belief model. A cross-sectional survey will be conducted to test our proposed research 

model. We are expecting to make several contributions to the information systems security 

literature. 
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INTRODUCTION 

Social media services (SMS) are changing the way the education system works nowadays 

(Tess, 2013, Manca & Ranieri, 2016). In the last two decades, educators are increasingly using 

SMSs such as Facebook, WhatsApp, Twitter, Instagram, and WeChat to communicate with 

students and parents, boost active learning, and build a community, anytime and anywhere 

(Prestridge, 2019). On the other hand, students also use SMSs to promote a lot of positive and 

useful activities, such as collaborating on international projects, sharing resource materials, and 

finding a summer internship. According to a recent report, 96% of American students are using at 

least one SMS (Wade, 2022). Similarly, 93% of UK schools are using SMS for educational and 

marketing purposes (Bhattacherjee, 2021). 

The group is a feature available in many SMSs to facilitate interactions and discussions 

among people with a common background, qualifications, interests, or hobbies (Park et al., 2009; 

Chu, 2011; Wang et al., 2012). Unlike traditional online forums and mailing lists, information can 

be shared between groups without having to log into every group (Tomasi et al., forthcoming). 

The main features of SMS groups include member invitations, pinned announcements, real-time 

chats, and file uploads (Park et al., 2009; Chu, 2011; Tomasi et al., forthcoming). Statistics indicate 

that 10 million groups are existing on Facebook with 1.8 billion users using them every month 

(Southern, 2021).  
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Especially, teacher-parent social media groups are increasingly being created to facilitate 

teachers to share information only with the parents of their students (Wang et al., 2012; Awidi et 

al., 2019). Different from the class webpage that most parents might only check once in a while or 

when reminded, once a teacher posts a piece of information, parents in the group can be 

immediately notified. Moreover, the information transmitted in the SMS groups can be in various 

forms such as text, voice, emoji, picture, and voice (Kaplan & Haenlein, 2010; Tang et al., 2021). 

Wang et al. (2012) point out that SMS groups can be employed as an effective learning 

management system (LMS) and can overcome multiple limitations of traditional commercial 

LMSs. 

Despite the SMS groups were originally designed as conduits of informative and 

harmonious dialogue between families and schools (Chu, 2011; Wang et al., 2012; Awidi et al., 

2019). Unfortunately, SMS groups are also been weaponized by cybercriminals to spread 

disinformation, steal personal information, and promote scams. For example, a recent report has 

delineated that 49 parents in a teacher-parent group have transferred over one thousand dollars to 

a scammer disguised as a teacher (QQ.com, 2021). Similarly, people.com reported that Chinese 

scammers use teacher-parent groups more often than any other type of group to conduct online 

fraud (People.com, 2021). The COVID-19 pandemic has made the situation even worse as students 

were encouraged to study at home and cyber-attacks have subsequently increased in SMS groups 

(Tang et al., 2021). 

According to Martens et al. (2019), being aware of common information security threats 

and taking relevant security measures (e.g., do not click unknown links, use antivirus applications, 

change passwords frequently) is the best way for social media users to protect themselves against 

cybercrime. It is important to explore what will influence a user’s information security behavior 
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so that training and awareness programs can be better designed and implemented (Ng et al., 2009; 

Johnston & Warkentin, 2010; Tu et al., 2015; Cram et al., 2019). Therefore, this study aims to 

explore the following research questions: what are the antecedents of a user’s information security 

behavior in teacher-parent social media groups? 

To answer the above research question, a research model was built based on the health 

belief model (HBM) (Janz & Becker, 1984). HBM was initially developed by a group of social 

psychologists who were working in the U.S. Public Health Service in the 1950s to explain 

individuals’ health-related behaviors (e.g., participation in health screening examinations, condom 

use) (Rosenstock et al., 1988; Ng et a., 2009). According to HBM, one’s decision to take preventive 

health actions is the outcome of six groups of factors: perceived susceptibility, perceived severity, 

self-efficacy, perceived benefits, perceived barriers, and cues to action (Janz & Becker, 1984; 

Rosenstock et al., 1988; Ng et a., 2009). Given parallels can be drawn between preventive health 

behavior and protective security behaviors, HBM has been widely employed in the online contexts 

to explain users’ security-related behaviors (Ng et al., 2009; Cram et al., 2019). Therefore, we 

believe HBM is a suitable theoretical perspective for the current investigation. 

This study is expected to offer theoretical and practical implications in the following ways. 

First, the majority of current investigations focused on the positive aspects of social media usage 

for educational purposes (e.g., Tess, 2013; Manca & Ranieri, 2016). Despite increasing practical 

and theoretical concerns, studies on the dark side of social media usage in the educational setting 

are still limited. Our study will enrich the literature in this domain by offering a theory-driven, 

empirically supported framework for understanding parents’ information security behavior in SMS 

groups. Second, this study is also expected to contribute to the current literature on behavioral 

information security. The proposed research model was tested in the context of teacher-parent 
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SMS groups which differ from those typically examined in the IS literature (Tu et al., 2015; Cram 

et al., 2019). To the best of our knowledge, this study is the first to provide theoretical insights into 

the information behavior in the teacher-parent SMS groups context. Practically, the results of the 

current study offer practitioners rich insights into how to reduce the cyber threats in teacher-parent 

SMS groups or other similar groups. 

LITERATURE REVIEW 

Educational Social Media Usage 

Social media services (SMS) are revolutionizing the ways how we live, how we work, and 

also how we learn. More and more educators are incorporating SMS into their classrooms to 

interact with learners and boost their educational development (Tess, 2013; Manca & Ranieri, 

2016). This trend has resulted in an increase in investigations that analyze the role of SMS plays 

within the educational contexts. Some of these studies were dedicated to illustrating the benefits 

that SMS can bring to the learning process such as promoting effective communication between 

teachers and their students, increasing learners’ engagement, and fostering collaboration  (e.g., 

Faizi et al., 2013). Some studies, on the other hand, explore the factors that motivate users to use 

SMS in educational contexts (e.g., Al-Qaysi et al., 2020; Sun et al., 2020). Several frameworks 

such as the technology acceptance model (TAM), theory of acceptance and use of technology 

(UTAUT), uses and gratifications theory (U&G), and social constructivism theory were widely 

used in this stream of studies (Al-Qaysi et al., 2020). Other studies focused on the impact of SMS 

use on the educational outcomes and students’/teachers’ satisfaction (e.g., Lau, 2017; Escamilla-

Fajardo et al., 2021). For example, Lau (2017) found that SMS usage for academic purposes was 

not a significant predictor of Hong Kong undergraduate students’ academic performance. 
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In sum, while previous investigations on educational SMS usage have explored various 

types of SMSs, such as Facebook and Twitter, limited research attention has been paid to the group 

feature that is available in many SMSs (Al-Qaysi et al., 2020). Moreover, the majority of current 

attempts focus on the positive aspects of educational SMS usage (Escamilla-Fajardo et al., 2021), 

despite increasing practical and theoretical concerns, the dark side of SMS usage in educational 

settings remains a relatively new research area (Zimmer, 2022). In the next subsection, the current 

literature on the SMS group is discussed. 

Social Media Group 

Group is a feature that is available in many popular SMSs such as Facebook, Instagram, 

and WeChat. Different from the regular SMS sharing to the whole public or friends list, a group 

offers a private space for individuals with common backgrounds, qualifications, interests, or 

hobbies to share information and generate discussions (Chu, 2011; Pi et al., 2013). Moreover, 

unlike the regular SMS in which users can control their friends list, members in SMS groups are 

not able to be in charge of who is accepted into, rejected, or removed from, the group (Tomasi et 

al., forthcoming). According to a recent report, over 1.8 billion people use Facebook groups every 

month, and more than half of them are in five or more groups (Southern, 2021). 

Concerning the popularity, studies on SMS groups are emerging. Some studies have 

explored the reasons that motivate users to join SMS groups (e.g., Park et al., 2009). For example, 

Park et al. (2009), by surveying 1,715 college students, found that socializing, self-status seeking, 

information seeking, and entertainment motivate them to join Facebook groups. As the main 

purpose of the SMS group is to boost knowledge sharing and generate discussions, many studies 

have also concentrated on exploring factors that impact users’ information-sharing behavior in the 
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SMS groups (e.g., Pi et al. 2013; Ahern et al., 2016). Pi et al. (2016), for instance, suggested that 

attitude, subjective norms, and the sharing culture motivate users to share knowledge in SMS 

groups. Some studies, on the other hand, have also concentrated on analyzing the potential 

influence of SMS group usage on users’ behavior such as political participation, academic or work 

performance, and mental health (e.g., Chu, 2011; Conroy et al., 2012). For example, Conroy et al. 

(2012) reported that users’ membership in political-related SMS groups is strongly correlated with 

their offline political participation. Similarly, Chu (2011) found that members of SMS brand 

groups are more likely to form a favorable attitude toward the brand compared with non-group 

members. 

In conclusion, although the above-mentioned studies have significantly advanced the 

current understanding of the SMS group phenomenon, little research attention has been paid to the 

dark side of these groups (Tomasi et al., forthcoming). The role of SMS group plays in our society 

is not always positive. For example, recent reports from trusted sources have pointed out that SMS 

groups have become a hotbed for COVID-19 misinformation. According to NPR News, 

“Facebook groups are destroying America by spreading misinformation (NPR News, 2021).” 

Similarly, My Hacker News also pointed out WeChat groups are becoming hotspots for scammers 

to exploit victims out of money (My Hacker News, 2019). The aim of this study is therefore to fill 

the research gap by exploring the antecedents of a user’s information security behavior in teacher-

parent SMS groups. The existing literature on behavioral information security is reviewed in the 

following subsection. 
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Information Security Behavior 

Cyberattacks and data breaches are becoming a gigantic threat to individuals, 

organizations, and governments nowadays (Johnston & Warkentin, 2010; Crossler et al., 2013). 

According to a recent report from IBM and the Ponemon Institute, the global cost of cybercrime 

has peaked at $6 trillion annually and the average data breach cost is 4.14 million by the end of 

2021 (Tunggal, 2022). As researchers estimated that human error (e.g., sharing passwords, 

accessing suspicious websites, oversharing information on social media) is the main cause of over 

half of cyber security breaches (Crossler et al., 2013; Cram et al., 2019), there is no wonder recent 

research attention has been paid to individuals’ information security behavior which is defined as 

one’s actions taken to deal with information security risks (Johnston & Warkentin, 2010; Posey et 

al., 2013; Martens et al., 2019; Tang et al., 2021). Examples of people’s information security 

behaviors include actions like complying with organizational security policies, changing 

passwords regularly, using antivirus applications, and thinking before clicking an unknown source 

website (Posey et al., 2013).  Various theoretical perspectives such as protective motivation theory 

(PMT), threat avoidance theory (TAH), health belief model (HBM), deterrence theory, 

neutralization theory, and rational choice theory (RCT) have been employed to guide current 

research attempts on information security behavior (Crossler et al., 2013; Posey et al., 2013; Cram 

et al., 2019). Most of the current attempts on this topic focus on individual contexts (e.g., Martens 

et al., 2019) or organizational contexts (e.g., Johnston & Warkentin, 2010; Posey et al., 2013). 

Despite cyberattacks increasingly threatening schools,  limited research attention has been paid to 

the cybersecurity issue in the educational setting. To fill this gap, this study aims to explore factors 

that influence a user’s information security behavior in teacher-parent social media groups based 

on the health belief model. 
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HYPOTHESES DEVELOPMENT 

The proposed research model is shown in Figure 1. Based on the health belief model 

(HBM), perceived vulnerability, perceived severity, information exposure, responsive efficacy, 

self-efficacy, tie strength, and fear of missing information were introduced into the research model. 

Four demographic variables including education, gender, age, and income have also been included 

in the research model following the suggestion of Venkatesh et al. (2003). 

 

Figure 1.  Research model 

 

Perceived vulnerability (susceptibility) is one’s assessment of the likelihood he or she will 

experience harm (Johnston & Warkentin, 2010; Tu et al., 2015; Martens et al., 2019; Tang et al., 

2021). According to HBM, people tend to engage in preventive behaviors when they perceived 

that they are vulnerable to a particular threat (Janz & Becker, 1984; Ng et al., 2009). In the security 



Users’ InfoSec Behavior in Teacher-Parent SM Group 

Proceedings of 2022 IFIP 8.11/11.13 Dewald Roode Information Security Research Workshop 
 Denver, Colorado, USA  10 

context, perceived vulnerability is one’s perceived likelihood of a security incident will take place. 

It is reasonable to postulate that when an individual perceives a high chance be victimized by 

security incidents in a teacher-parent SMS group, he or she will be more like to engage in 

preventive behavior in the group. Consequently, we hypothesize the following: 

H1: Perceived vulnerability is positively related to teacher-parent SMS group users’ information 

security behavior 

Perceived severity is one’s perceived seriousness of a specific threat. A positive 

relationship between perceived severity and preventive behavior has been reported in previous 

literature (e.g., Johnston & Warkentin, 2010; Tu et al., 2015; Martens et al., 2019; Tang et al., 

2021). In other words, one is more likely to engage in preventive behaviors when the perceived 

seriousness of the risk is high. In contrast, people tend to engage in risky or unhealthy behaviors 

when they believe there would be no serious consequences (Janz & Becker, 1984; Ng et a., 2009). 

It is reasonable to predict that when a user perceives the scams in the teacher-parent SMS group 

as serious, he or she will be more like to engage in preventive behavior in the group. Consequently, 

we hypothesize the following: 

H2: Perceived severity is positively related to teacher-parent SMS group users’ information 

security behavior 

Self-efficacy is one’s perception of his or her ability to take a certain action (Johnston & 

Warkentin, 2010; Tu et al., 2015; Martens et al., 2019; Tang et al., 2021). Rosenstock et al. (1988) 

pointed out that the role of individual differences such as self-efficacy should not be ignored in 

explaining people’s preventive behaviors. People have to consider their competencies to 

successfully perform the recommender preventive action even if they believe the positive outcome 
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of behavior change (Janz & Becker, 1984; Ng et a., 2009). It is reasonable to predict that when a 

user believes he or she is capable of taking certain security measures to avoid being victimized by 

scams in the teacher-parent SMS group, he or she will be more like to engage in preventive 

behavior in the group. Consequently, we hypothesize the following: 

H3: Self-efficacy is positively related to teacher-parent SMS group users’ information security 

behavior 

Response efficacy is one’s assessment of the perceived value or effectiveness of engaging 

in a preventive behavior or action to eliminate or decrease the potential harm (Johnston & 

Warkentin, 2010; Tu et al., 2015; Martens et al., 2019; Tang et al., 2021). HBM suggests that if a 

person believes a particular action can significantly decrease the susceptibility and severity of a 

threat, then he or she is likely to engage in that behavior (Janz & Becker, 1984; Ng et al., 2009). 

For example, people who believe that vaccines can protect against COVID-19 are more likely to 

get a vaccine shot. It is reasonable to predict that if a user believes taking certain security measures 

(e.g., thinking before clicking an unknown source link) can successfully help him or her to avoid 

being victimized by scams in the teacher-parent SMS group, he or she will be more like to engage 

in preventive behavior in the group. Consequently, we hypothesize the following: 

H4: Response efficacy is positively related to teacher-parent SMS group users’ information 

security behavior 

 According to HBM, people are more likely to take preventive measures if they are exposed 

to communicated messages of a specific threat and aversion techniques (Janz & Becker, 1984; Ng 

et al., 2009). Previous literature has generally agreed that information exposure can affect 

individuals’ preventive behavior by shaping their risk perceptions and also improving their skills 
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and confidence to enact the recommended behavior (e.g., Johnston & Warkentin, 2010; Tu et al., 

2015; Martens et al., 2019; Tang et al., 2021). For example, Tu et al. (2015), by employing a 

mixed-methods approach, found that IS users’ coping and threat appraisals can be learned by being 

exposed to information from various sources. Similarly, Tang et al. (2021) considered government 

social media as an effective channel for users to learn about the threats as well as aversion 

techniques regarding COVID-19 scams. Following the logic, it is reasonable to predict that people 

who received more information about teacher-parent SMS group scams are more likely to engage 

in preventive behavior in the group. Consequently, we hypothesize the following: 

H5: Information exposure is positively related to teacher-parent SMS group users’ information 

security behavior 

Perceived barriers, a person’s assessment of the obstacles to enacting the preventive 

behavior, can reduce one’s likelihood of behavior change (Janz & Becker, 1984; Rosenstock et al., 

1988; Ng et al., 2009). In this study, two types of barriers are considered: fear of missing 

information (FOMI) and social capital. FOMI is one’s fear that he or she will miss some important 

information in the SMS (Blackwell et al., 2017). FOMI has been linked to increased SMS use in 

previous literature (Blackwell et al., 2017). As one of the major purposes for users to join the 

teacher-parent SMS group is to interact with other parents and teachers and obtain useful 

information about children's education, it is reasonable to predict that users who worry about 

missing important information in the teacher-parent SMS group are less likely to engage in 

preventive behavior in the group. Consequently, we hypothesize the following: 

H6: Fear of missing information is negatively related to teacher-parent SMS group users’ 

information security behavior 
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Tie strength, the structural dimension of social capital, is the intensity or closeness of 

relationships between users in a social network (He et al, 2009; Hou et al., 2021; Tang et al., 2022). 

A stronger tie or relationship motivates people to keep interacting with other people in the same 

social network (He et al, 2009). Hou et al. (2021) found that tie strength can influence users’ online 

donation behavior directly or indirectly through trust. Tang et al. (2022) indicated that people who 

have stronger social ties on SMSs have a higher likelihood to take part in the actions to stop rumors 

from spreading. Similarly, it is reasonable to predict that users who have a stronger tie in the 

teacher-parent SMS group are more like to trust the other users and the information they send out 

and less likely to engage in preventive behavior in the group. Consequently, we hypothesize the 

following: 

H7: Tie strength is negatively related to teacher-parent SMS group users’ information security 

behavior 

PROPOSED RESEARCH METHOD  

To test 7 hypotheses in our processed research model, we are planning to conduct a cross-

sectional survey to collect data for this research. There is a number of available measurement 

scales for measuring the constructs in this study. All the measurement items for constructs in this 

research will be adopted or well-adapted from previously published research. For example, items 

of perceived severity, perceived vulnerability, self-efficacy, and response-efficacy are adapted 

from Johnston & Warkentin (2010), which are originally adapted from Witte et al. (1996), and 

tie strength is measured with the scale from Chu & Kim (2011). All measurement items are 

reflective instruments with 7 points Likert scale from 1 (strongly disagree) to 7 (strongly agree). 

Attention check questions will be added in the middle of the survey in order to increase the 
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quality of the response result. In addition, following Podsakoff et al. (2003), several techniques 

will be used to mitigate the common method bias (CMB) before and after data is collected, 

including item randomization, using marker variables, and confirming anonymity. 

We are sampling WeChat users in China, especially those who have experience in using 

teacher-parent chat groups. The survey will be developed using WenJuanXing (WJX, a Chinese 

online survey service). A monetary award will be provided to the participant after successful 

participation is confirmed. IBM SPSS and SPSS AMOS will be used to examine the reliability, 

validity, and conduct hypothesis test.  

Conclusion  

In this research, we are investigating SMS users’ information security behavior under the 

context of in-APP group chat, especially the teacher-parent chat groups. To test our conceptual 

research model, we are conducting a cross-sectional survey and sampling WeChat users in 

China. In this research, we believe there will be several contributions. First, this study will enrich 

the literature in information systems and education fields by offering a theory-driven, empirically 

supported framework for understanding parents’ information security behavior in SMS groups. 

Second, To the best of our knowledge, this study is the first to provide theoretical insights into 

the information behavior in the teacher-parent SMS groups context. Practically, the results of the 

current study offer practitioners rich insights into how to reduce the cyber threats in teacher-

parent SMS groups or other similar groups. 

Like every other research, this study also has several limitations. First, we are still 

capturing the user’s behavioral intention instead of actual behavior. several previous studies have 

addressed the gap between behavioral intention and actual behavior. Therefore, we suggest that 

future scholars test users’ actual behaviors instead of intentions. Second, we plan to collect data 



Users’ InfoSec Behavior in Teacher-Parent SM Group 

Proceedings of 2022 IFIP 8.11/11.13 Dewald Roode Information Security Research Workshop 
 Denver, Colorado, USA  15 

only from China, which is a typical oriental country. In our future step, we will consider more 

cultural factors to overcome such a limitation.  
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