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ABSTRACT

Non-malicious violations of Information Security Policy (ISP) are common in organizations.
Extending past literature, this study examines how employees’ IT role congruence, defined as the
degree of alignment between employees’ expected IT role and their perceptions of the IT role that
ISP requires them to fulfil, can influence their intention to violate ISP. The study also examines
the effect of socialization tactics in organizations that may lead to IT role congruence. We suggest
that collective, formal, sequential, fixed, serial, and investiture socialization tactics can contribute
to IT role congruence (measured as lack of role orientation, ambiguity, conflict, and overload),
and IT role congruence reduces non-malicious ISP violations. How the study may contribute to

the ISP violations literature is discussed.
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INTRODUCTION

Along with the increasing digitalization and interconnectedness of organizations in the recent era,
the volume of information security incidents and the cost of addressing them have both grown.
Although technological advances such as anti-virus, firewall, intrusion detection systems, cloud
computing, artificial intelligence (Al), security automation, and encryption can be applied to
reduce cybersecurity incidents, a secure information systems (IS) environment cannot be fully
guaranteed without addressing the humans using the IS (Ifinedo 2012; Safa et al. 2016).
Ponemon’s Cost of Insider Threats Global Report found that the number of cybersecurity incidents
caused by insider threats in the firms it surveyed has increased by 44% between 2020 and 2022
with a total annual cost of US$15.38 million (Ponemon 2022). Hackers continue to exploit human
nature using social engineering techniques, and employees may unintentionally compromise
security attribute of an information asset, for example by sending sensitive information to the
wrong persons. To amend and improve employee security behavior, organizations formulate and
employ information security policy (hereafter ISP), yet employees’ violation of ISP remains a

major barrier to the realization of secured IS (Kolkowska and Dhillon 2013; Myyry et al. 2009).

This study focuses specifically on non-malicious ISP violation intention, defined as the tendencies
of employees to purposefully engage in actions that violate ISP, but without malicious intents to
cause damage (Cox 2012; Guo et al. 2011). Several traits characterize non-malicious ISP violation.
First, the violation is intentional and not accidental, implying that the employees make conscious
decision to violate the ISP. Second, the violation is premeditated and voluntary, meaning
employees violate ISP at their own will and they justify them through salient cues such as claiming
that they don’t have time to comply to ISP due to tight deadlines or denying responsibility to

comply to ISP because the policy was unclear (Siponen and Vance 2010). Third, the employees
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do not have malicious intent in violating the ISP; they merely want to help themselves in taking
back the benefits of accessibility, ease of use, and integration that were lost or interfered due to
ISP (Chang and Seow 2019). For example, employees allow their colleagues to use their
computing devices or log-in credentials despite awareness of possible security implications
because it saves time and efforts in comparison to if they followed the ISP (Guo et al. 2011; Renaud
2011). Despite some recent interest in malicious security behavior (e.g.: Burns et al. (2022), Luo
et al. (2020)), according to Ponemon (2022)’s report, employees’ non-malicious behavior such as
negligence remains a main cause to human-related security incidents in the past two years. Since
non-malicious ISP violations are in general within organization’s control (Homoliak et al. 2019;
Prabhu and Thompson 2020), studying this types of ISP violations may help managers develop

solutions to yield immediate outcomes.

Prior studies in non-malicious ISP violation find that employees generally violate ISP when they
experience incongruence in their organizational roles (Barlow et al. 2018; Chang and Seow 2019;
Chen et al. 2018; D'Arcy et al. 2014; Li et al. 2021; Shadbad and Biros 2021; Teh et al. 2015; Xue
et al. 2021). When employees experience cognitive dissonance between possibly doing an action
in their role that is wrong according to ISP but simultaneously right according to their role contexts,
employees would change their different perceptions until they become congruent again (Barlow et
al. 2018). These attempt to build role congruence manifests in role orientation, role ambiguity, role
conflict, and role overload where employees significantly change their ISP-related role
requirements, ignore or deny ISP knowledge, or downplay or deprioritize ISP. In this study, we
extend previous studies by contending that it is this role congruence issue that determines whether
employees would violate ISP or not at a given moment. We named this factor information

technology (IT) role congruence to highlight that the congruence particularly relates to employees’
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perceived consistency between IT usage they expect in their work contexts (e.g.: use IT as tools to
increase productivity) and the IT usage specified in ISP (e.g.: use IT while maintaining
confidentiality). Addressing this IT role congruence through IT role orientation, IT role ambiguity,
IT role conflict, and IT role overload will reduce the role stressors associated with ISP and increase
commitment to ISP which are important to mitigate ISP violations (D'Arcy et al. 2014; King and

Sethi 1998; Shadbad and Biros 2021).

While the different dimensions of role congruence have been studied in IT security research before,
for example: D'Arcy et al. (2014) and Shadbad and Biros (2021), they have mainly focus on
examining the impact of role-related constructs on ISP violations rather than the antecedents to
these role-related constructs and mechanism to mitigate them. Organizational theories can provide
valuable lights in this area. In particular, socialization theory has been argued to be instrumental
in addressing role orientation, role ambiguity, role conflict, and role overload in organizational
contexts (Allen 2006; Cable and Parsons 2001; Filstad 2011; Jones 1986; King and Sethi 1998).
Socialization refers to the process through which an individual comes to appreciate the values,
abilities, expected behaviors, and social knowledge essential for assuming an organizational role
and for participating as an organizational member (Chao et al. 1994; Louis 1980). It identifies
means through which firms influence employees’ adaption to new jobs or organizational roles. As
ISP entails organizations’ expectations that their employees adopt new roles in using IT more
securely than the past, socialization theory is therefore applicable in ISP violation contexts

(Doherty et al. 2009; Hagen et al. 2008; Vance et al. 2013).

Socialization takes place through the use of socialization tactics, referring to the different means
through which individuals learn the beliefs, values, orientations, behaviors, skills, and so forth

necessary to fulfill their new roles and functions effectively within organization’s environment
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(Ashforth and Saks 1996; Van Maanen and Schein 1979). Socialization tactics influence
employees’ learning process, particularly newcomers that are faced with uncertainty or anxiety
following a reality shock or surprise when their existing assumptions about how people interpret
and respond to actions or events do not conform to those that exist in their novel contexts (Jones
1986). Through socialization tactics, employees acquire the attitudes, behavior, and knowledge
required to participate as organizational member (Bauer and Green 1998; Cable and Parsons 2001;
Van Maanen and Schein 1979). Employees come to possess particular role orientation and learn
to cope with role ambiguity, role complexity, and role overload (Grant and Bush 1996; Van
Maanen and Schein 1979). Thus, we anticipate that IT role congruence can be fostered via

socialization tactics and ISP violation can consequently be mitigated as well.

In particular, socialization tactics that are institutionalized by being collective, formal, sequential,
fixed, serial, and investiture have been argued to reduces ambiguity and anxiety and encourage
organizational members to passively accept preset organizational norms and maintain status quo
(Cable and Parsons 2001; Jones 1986; Saks and Ashforth 1997). Meanwhile, socialization tactics
that are individualized by being individual, informal, random, variable, disjunctive, and divestiture
create ambiguity which encourage organizational members to challenge status quo and develop
their own approaches to situations (Ashforth and Saks 1996; Cable and Parsons 2001; Jones 1986;
Saks and Ashforth 1997). As ISP generally represents new organizational role that organizations
want employees to fulfil, this research thus argues that socialization tactics can be valuable to
explain and evaluate different mechanisms to which employees are socialized to their new security
roles through ISP and how it may affect employees’ intention to violate or comply to ISP. Based
on theoretical framework of socialization tactics literature, this study thus addresses two research

questions:
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1. Do employees’ IT role congruence relate to non-malicious ISP violation?
2. How do different socialization tactics relate to employees’ IT role congruence and
ISP violation?

The rest of this early stage paper proceeds as follows. The next section provides a literature review
and introduces the theoretical background of this study. Then, the research model and hypotheses
are developed. This is followed by the design of methodology. Lastly, we discuss potential

contributions of the study.

LITERATURE REVIEW AND THEORETICAL BACKGROUND

Studies on Non-Malicious ISP Violation

Existing research suggested that employees violate organizational ISP because they are negligent
or ignorant of the policy (Siponen and Vance 2010), they prioritize job performance over ISP
compliance (Guo et al. 2011), they feel that the ISP is an inconvenience (Renaud 2011), they are
unhappy with the ISP (Hedstrom et al. 2013), they have poor understanding of the ISP (PwC 2015),
or they experience security-related stress (D'Arcy et al. 2014; D'Arcy and Lowry 2019). A variety
of theories have been used to advance knowledge on ISP violation, for example, criminological
theories such as general deterrence theory, rational choice theory, and situational crime prevention
theory; socio-cognitive models such as protection motivation theory; moral reasoning theories
such as theory of cognitive moral development and theory of motivational types of values; training
design theories such as the universal constructive instructional theory and the elaboration
likelihood model; and also social cognitive theory and social bond theory (Cram et al. 2019;
Ifinedo 2012; Lee and Lee 2002; Myyry et al. 2009; Pahnila et al. 2007; Puhakainen and Siponen

2010; Safa et al. 2016; Siponen et al. 2007; Straub and Welke 1998; Straub Jr 1990). The studies
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have provide various insights on what factors affect compliance to ISP and reduce ISP violation
among employees, namely: attitude, normative beliefs, organizational support, personal norms and
ethics, detection certainty, punishment expectancy, punishment severity, resource vulnerability,
response cost, response efficacy, self-efficacy, security education, training, and awareness

(SETA), and threat severity (Cram et al. 2019).

Nevertheless, researchers argue that the present literature are still plagued to a degree with
suboptimal theoretical framing (Cram et al. 2019), particularly of theories in which inherent values
of employees, such as attitudes, personal norms, ethics, and normative beliefs, are under-
investigated. Prior studies find that employees violate ISP when they experience psychological,
moral, or situational incongruence in their roles, resulting in security stress or lack of interest in
learning or following ISP (Barlow et al. 2018; Chang and Seow 2019; Chen et al. 2018; D'Arcy et
al. 2014; Li et al. 2021; Shadbad and Biros 2021; Teh et al. 2015; Xue et al. 2021). To function in
their roles, employees navigate between role orientation, ambiguity, conflict, and overload to
produce one relatively congruent perception of their role at a given moment. With regards to ISP
enactment within firms, employees need to perceive congruence between the IT usage they expect
in their working environment and the IT usage specified in security-focused ISP, because high IT
role orientation, IT role ambiguity, IT role conflict, and IT role overload will increase employees’
stresses towards ISP and reduce their commitment to ISP (King and Sethi 1998). IT role

congruence is thus relevant to the issue of non-malicious ISP violation.

Employees’ IT Role Congruence
Employees’ IT role congruence relates to employees’ perceived consistency between IT usage
they expect in their work contexts (e.g.: use IT as tools to increase productivity) and the IT usage

specified in ISP (e.g.: use IT while maintaining confidentiality). To guide decisions and actions,
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employees draw from their cognition and emotion. At the same time, organizational value systems
provide cognitive guidelines that describe how organizational resources should be allocated and
how employees should behave as organizational members. Two relevant cognitions can be
consonant or dissonant to each other, dissonance however is psychologically uncomfortable for a
person and would motivate a person to reduce the dissonance as well as avoid information that
would likely increase the dissonance (Harmon-Jones and Mills 2019). If employees experience
cognitive dissonance between possibly doing an action in their role that is wrong according to ISP
but simultaneously right according to their role contexts (e.g.: to finish their works according to
firms’ demands), employees would change their different perceptions until they become congruent
again for example by reducing or eliminating the perceived negative consequences from violating
ISP (Barlow et al. 2018). A “role congruence” situation — in which employees’ perception of IT
usage in their work contexts (e.g.: as tools to increase productivity) matches their perception of IT
usage specified in ISP (e.g.: maintain confidentiality) — is generally considered ideal for employees
because it increases their positive attitudes and lessen their stresses or strains with regards to IT

usage (Barlow et al. 2018; Kristof-Brown et al. 2005; VVogel et al. 2016),

ISP represents an established corporation policy that is contractually binding on employees. Thus,
violating the policy can be seen as violation of social norms. However, employees may perceive
ISP as faulty and make their violations justified (Siponen and Vance 2010). This clash between
employees and ISP takes place because employees are accustomed to their work habits and values
(Strong and Volkoff 2010) and expect IT usage to enhance job performance (Kolkowska and
Decker 2012) through IT values such as accessibility (DeLone and McLean 1992), ease of use
(DeLone and MclLean 1992), and integration (Bailey and Pearson 1983). However, ISP are

established for the realization of secured IS through IT security values of confidentiality, integrity,
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and availability (Andress 2014). This may entail restriction of information access (Hedstrom et al.
2013), control of employees’ admission to organizational IS, and monitoring IS usage (Boss et al.
2009; Parsons et al. 2010). If employees experienced the lack of IT role congruence due to role
orientation, role ambiguity, role conflict, or role overload, they will most likely adopt
neutralization with their IT secure usage (Barlow et al. 2018; King and Sethi 1998). For example,
if complying to ISP requires extra time and efforts from the employees and results on declining
work quality, employees will likely view ISP as nuisance and threats to their productivity and
convenience and thus violating them would be justified (Kolkowska and Dhillon 2013; Lowry and
Moody 2013). Consequently, they will resort to violation behaviors to protect their previous IT
role and regain what might be lost if they comply to the ISP and fulfill the new IT role (Hedstrom

et al. 2013).

Thus, we defined employees’ IT role congruence as the degree of alignment between their
expected IT role and their perceptions of the IT role that ISP requires them to fulfil (Edwards and
Cable 2009; Kristof-Brown et al. 2005). It involves the lack of role orientation, role ambiguity,
role conflict, and role overload in IT usage after ISP introduction (D'Arcy et al. 2014; King and
Sethi 1998; Shadbad and Biros 2021; Teh et al. 2015). Role orientation is defined as employees’
perception that they can significantly change their role requirements with regards to IT secure
usage (King and Sethi 1998). Role ambiguity is defined as employees’ perceptions of uncertainty
or lack of clarity about their jobs in relation to IT secure usage (Teh et al. 2015). Role conflict is
defined as incompatible and inconsistent task requirements with regards to IT secure usage
(Shadbad and Biros 2021). Role overload is defined as employees’ perceptions of their incapability

to handle all assigned tasks associated with IT secure usage (Shadbad and Biros 2021).
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Role orientation, role ambiguity, role conflict, and role overload have been studied in IT security
research, for example: D'Arcy et al. (2014), Teh et al. (2015), Barlow et al. (2018), and Shadbad
and Biros (2021). D'Arcy et al. (2014) constructed security-related stress (SRS), a second-order
construct comprised of security-related overload, complexity, and uncertainty and reported its
positive relations to ISP violations through moral disengagement. Teh et al. (2015) reported
positive relations between role conflict and ISP violation intention through neutralization
techniques but found insignificant relations between role ambiguity and ISP violation intention
through neutralization. Shadbad and Biros (2021) constructed role stress as a second-order
construct rooted on role overload, role ambiguity, and role conflict and reported its positive link
to ISP violations. Consequently, in this research we argue that IT role congruence will most likely

has a negative relationship to ISP violation.

Socialization Tactics

Socialization tactics refer to the strategies that organizations employ to influence employees to
assimilate their new organizational roles (Grant and Bush 1996; Van Maanen and Schein 1979).
The most widely used conceptualization of socialization tactics is Van Maanen and Schein (1979)
classification scheme, which distinguished six dimensions along which socialization tactics
polarize: collective versus individual, formal versus informal, fixed versus variable, sequential
versus random, serial versus disjunctive, and investiture versus divestiture. Collective tactic groups
employees from different department together and provides them with common learning
experiences, while individual tactic provides employees with unique set of learning experiences.
Formal tactic takes employees outside of their work setting, while in informal tactic employees
learn on the job. Fixed tactic lets employees know exactly the timetables associated with the stages

in the process, while variable tactic provides no information to the employees on the stages.
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Sequential tactic offers employees explicit guidelines about the sequence of activities they will go
through, while in random tactic, employees do not know them. In serial tactic, experienced
organizational members become role models for the employees, while disjunctive tactic requires
employees to develop their own definitions of the situations with no role models. Lastly, in
investiture tactic employees receive positive social support, while divestiture tactic implies

employees receiving negative social communications until they begin to fulfill expectations.

Jones (1986) and subsequent research (e.g., Bauer and Green (1998)) further classify these
socialization tactics to institutionalized and individualized tactics (Cable and Parsons 2001).
Institutionalized tactics such as collective, formal, sequential, fixed, serial, and investiture tactics
refers to structured program of socialization that reduces ambiguity and anxiety and encourages
organizational members to passively accept preset organizational norms and maintain status quo
(Cable and Parsons 2001; Jones 1986; Saks and Ashforth 1997). Meanwhile, individualized
socialization tactics such as individual, informal, random, variable, disjunctive, and divestiture
tactics refer to socialization program with relative absence of structure and high ambiguity that
encourage organizational members to challenge status quo and develop their own approaches to
situations (Ashforth and Saks 1996; Cable and Parsons 2001; Jones 1986; Saks and Ashforth

1997).

In the IS literature, socialization tactics have also been applied in several contexts. First, as one of
organizational levers that management can exercise to prompt employees’ intrinsic motivation to
explore enterprise system features (Ke et al. 2012). Second, to understand the ways in which new
IS personnel adjust to their roles as IS professionals (Choi et al. 2010; King and Sethi 1998). King
and Sethi (1998) discovered that institutionalized socialization tactics lead to newcomers adopting

knowledge, strategies, and missions already associated with a role than adopting innovative roles
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and to reduced role ambiguity and role conflict in new personnel. In their study on the impact of
specific socialization tactics on newcomers’ commitment to WikiProjects online groups, Choi et
al. (2010) reported that in online groups, different socialization tactics have different effects on
new members’ motivation to contribute over time. Third, to understand knowledge transfer in
enterprise system assimilation (Wang et al. 2015). Wang et al. (2015) found that socialization
tactics strongly impact depth, breadth, and linkage of knowledge acquisition which in turn affect

employees’ habitual and extended use of the knowledge.

Previous studies have supported that certain institutionalized socialization tactics may increase
congruence between employees’ previous roles and their perceptions of the new roles better than
others tactics (Cable and Parsons 2001). For example, sanctions have been argued to work better
as a deterrent if they are rationalized and justified through cognitive education and persuasion
which can be considered as formal and fixed tactics (Myyry et al. 2009; Puhakainen and Siponen
2010). Studies have also argued on the limitations of training and awareness programs in
accomplishing full compliance (Mundie et al. 2013). Continuous ISP communication which can
be considered as sequential and fixed instead of one-off efforts, have been suggested and found to
be needed in addition to training to maximize ISP compliance (McLean 1992; Puhakainen and
Siponen 2010). Visible top management and/or workgroup members’ support of the ISP which
can be considered as serial and investiture tactics has also been argued as important for ensuring
employees’ compliance to ISP (Perry 1985; Puhakainen and Siponen 2010). Socialization tactics
thus provide a comprehensive framework explaining how organizations can impact the adjustment
of employees to the new IT security role expected from them with the introduction of ISP (Grant

and Bush 1996; King and Sethi 1998; VVan Maanen and Schein 1979).
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In this research, we focus on institutionalized socialization tactics as they reflect organizations’
expectation from the introduction of ISP, which is to reduce ambiguity for employees of its
information resources in interpreting and responding to information resources related events within
the organizations in order to ensure the security of organizations’ information resources. Table 1

presents a brief review of institutionalized ISP socialization tactics in existing IT literature.

Socialization tactics Socialization tactics examples

Discussion sessions among employees; online tutorial, e.g.: Cox et al.
Collective-individual | (2001)

Contain promotional component (publications, advertising, and
reaction to incidents), e.g.: Lafleur (1992)

Contain interactive component (briefings, planning sessions,
Formal-informal meetings, and training), e.g.: Lafleur (1992)

Discussion of security through educational sessions, e.g.: Puhakainen
and Siponen (2010)

Checklist of do’s and don’ts, e.g.: Cox et al. (2001)

Various assets and security processes associated with each individual
Sequential-random system should be identified and explicitly defined; manager
responsible for each asset or security process should be agreed and
the responsibility documented; authorization levels should be clearly
defined and documented, e.g.: Kajava and Siponen (1996)
Segmenting employees’ training needs according to his/her functional
specialties as defined by his organizational role, e.g.: Wilson et al.
(1998)

Systematic and continuing training program, e.g.: Puhakainen and
Siponen (2010)

A security board containing experts to organize security at corporate
Serial-disjunctive level in a top-down direction, e.g.: Kajava and Siponen (1996)

The use of IS Security campaigns, e.g.: McLean (1992); Wood
(1995); Proctor and Byrnes (2002); Rudolph (2012)

Rewards systems, e.g.: Mitnick and Simon (2003); Perry (1985)
Investiture-divestiture | Visible support by top management, e.g.: Puhakainen and Siponen
(2010)

Table 1. Institutionalized ISP Socialization Tactics

Fixed-variable

RESEARCH MODEL AND HYPOTHESES

We first study how socialization tactics help improve IT role congruence, then study how IT role

congruence influences ISP violation intention. As introduced in the above section, socialization
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tactics contain six major dimensions. First, using collective socialization tactic means that the
employees go through common socialization experiences with a group rather than learning the ISP
individually. This tactic involves providing employees with common message and collective
consciousness about the new roles and appropriate responses within IT usage as the ISP takes place
to reduce role uncertainty and increase greater sense of shared values between employees rather
than encouraging them to behave innovatively when using IT (Allen 2006; King and Sethi 1998).
For example, rather than letting employees learn individually on how to execute the ISP, they are
taught together with a focus on similar roles and common responsibilities with regards to IT usage.
Employees’ perception of their IT role would thus be more aligned with the rest of the organization

towards those authorized by ISP rather than remain unchanged as before ISP. Thus, we predict:

Hla: Socialization tactics that are collective will be positively related to employees’ IT role

congruence.

Using formal tactics involves specifically arranging activities for employees to socialize them to
the ISP rather than letting the employees learn the ISP whenever they can. Formal tactics increase
the likelihood of employees to accept the re-definitions of their roles with regards to IT usage due
to ISP and reduce the perception of flexibility to return to their old IT practices as they signals the
higher importance firms place for employees to adapt to the new situations (Allen 2006; King and
Sethi 1998). For example, employees are sent to one- or two-week classes to orient them to the
new roles and expected responses with regards to IT usage as ISP is enacted. Consequently,
employees would be more likely to align their previous perception of their IT roles (prior to the

introduction of ISP) to those embedded in the ISP. Thus, we predict:

H1b: Socialization tactics that are formal will be positively related to employees’ IT role
congruence.
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Using sequential tactics means that the employees are put through a coherent sequence of ISP
socialization that build upon each other rather than being given jumbled ISP socialization
experiences (Choi et al. 2010). When ISP socialization processes are sequential, employees would
experience lesser uncertainties and have clearer routines and controls with regards to their new
roles and expectations when using IT with the ISP (Allen 2006). It can thus reduce frustration and
fatigue associated with adjusting to the new roles and actions expected of them with the
introduction of ISP (D'Arcy and Lowry 2019). For example, employees are first introduced to ISP
with regards to storage and device hygiene, then followed with email and messaging hygiene, then
authentication and credential hygiene, transmission hygiene, and lastly social media hygiene
(Vishwanath et al. 2020). As they are given relatively clear sequences to adjust to the new IT roles
expected by the ISP instead of receiving them unclearly or in all-in-one sequence, employees are
less likely to feel frustrated or tired with aligning their previous perception of IT roles to the new

ones. Thus, we predict:

H1c: Socialization tactics that are sequential will be positively related to employees’ IT role

congruence.

Fixed socialization tactics involve providing employees with precise timing on the completion of
each stage of the ISP socialization processes rather than letting them be in the dark. The tactics
would thus reduce uncertainties and anxieties on employees on the timeline of their new
expectations in IT usage and give them a better sense of control with regards to the timing of new
ISP requirements (Allen 2006; D'Arcy and Lowry 2019). For example, ISP-related training
sessions are made regularly (e.g., every 3 or 6 months) to remind employees of ISP requirements
and introduce them to new requirements. Because they have clearer idea on the periods in which

they are expected to re-align their perceived IT roles according to ISP, including if they move to

Proceedings of 2022 IFIP 8.11/11.13 Dewald Roode Information Security Research Workshop
Denver, Colorado, USA 15



Socialization Tactics, IT Role Congruence, and ISP Violation

different work positions, employees are less likely to feel uncertain or anxious on the process.

Thus, we predict:

H1d: Socialization tactics that are fixed will be positively related to employees’ IT role

congruence.

Serial tactics involve providing employees with experienced mentors who will help them to learn
the ISP rather than leaving them on their own (Choi et al. 2010). Serial tactics encourage
employees to follow the footsteps of these mentors rather than developing employees’ own
approach on the situations (Allen 2006). They can thus reduce uncertainties with regards to the
new roles and actions expected of them when using IT with the ISP because the employees can
turn to these mentors to make sense of the new environment and to assist the employees if they
face some issues with the new IT practices (Allen 2006). For example, managers offering detailed
explanations and coaching on ISP to their subordinates to alleviate their doubts, concerns, and
uncertainties on ISP (Feng et al. 2019). Encouraged by the mentors, employees are thereby more
likely to align their previous perception of IT roles into those embedded in the ISP. Thus, we

predict:

Hle: Socialization tactics that are serial will be positively related to employees’ IT role

congruence.

Using investiture tactics means that employees’ existing skills and abilities are acknowledged and
built rather than condemned (Choi et al. 2010). Investiture tactics involve endorsing the value of
employees’ characteristics and capabilities as something that the firms want to capitalize rather
than change with negative feedback (King and Sethi 1998). Investiture tactics tend to better build

sense of competence and confidence on employees than divestiture tactics (Allen 2006).
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Employees’ positive evaluation of their personal skills, knowledge, or competency in fulfilling
ISP requirements positively affects their intention to comply to ISP requirements (Bulgurcu et al.
2010). For example, their previous knowledge on IT usage are taken into consideration when
designing ISP compliance training (Puhakainen and Siponen 2010). As the new IT roles embedded
in ISP is perceived to align to employees’ strengths, employees would more easily align their

previous perceived IT roles to the new ones. Thus, we predict:

H1f: Socialization tactics that are investiture will be positively related to employees’ IT role

congruence.

When employees perceive that their present beliefs, values, orientations, behaviors, skills, and so
forth necessary to fulfill their work roles and functions effectively within organization’s
environment aligned or exceed those of what organizations expect of them, they experience role
congruence. ISP, however, entail new demands on employees in their usage of IT to perform daily
works, as it may involves restriction of information access (Hedstrom et al. 2013), control of
employees’ admission to organization IS, monitoring of IS usage (Boss et al. 2009; Parsons et al.
2010), and so on that can cause role incongruence in employees with regards to IT usage in the
work environment (D'Arcy and Lowry 2019). When employees are pulled between the pressure
of completing their job efficiently on one side and security concerns as highlighted by ISP on the
other side, the role incongruence, similar to cognitive dissonance, would more likely make them
fall back to their previous IT usage routines which have been proven to fulfill their focal job tasks;
this causes them to temporarily accept or self-justify their violation of ISP (Barlow et al. 2018;
Hedstrom et al. 2013). Excess working load, security complexity, as well as uncertainties with job-
related security requirements increase employees’ role incongruence which can lead them to this

non-malicious violation of ISP (D'Arcy et al. 2014; D'Arcy and Lowry 2019). However, if

Proceedings of 2022 IFIP 8.11/11.13 Dewald Roode Information Security Research Workshop
Denver, Colorado, USA 17



Socialization Tactics, IT Role Congruence, and ISP Violation

employees’ perceived IT roles are aligned to the IT roles firm expects them to take (as embedded
in the ISP), employees are more likely to maintain consistency in their thoughts and actions by not
violating ISP. For example, managers designing employees’ workload to be as manageable as
possible with relations to IT usage or giving awards to employees that manage to comply with ISP

regardless of excess work pressures (Posey et al. 2014).
H2: Employees’ IT role congruence will be negatively related to ISP violation.

We include moral beliefs and self-control as control variables in the research model because they
can affect employees’ ISP violation behavior (Burns et al. 2022; Cram et al. 2019; Luo et al. 2020).
We also include instrumental motives (financial benefits) and expressive motives (psychological
contract violation) for insider computer abuse (ICA) as control variables in the model because they
can also affect employees’ ISP violation behavior as they encourage employees to violate ISP
maliciously (Burns et al. 2022). They can thus be used to control malicious intention on the

employees.

Figure 1 shows the research model of this study.
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Figure 1. Research Model
METHODOLOGY

Sample and Procedure

The unit of analysis in this study is individual level. The key respondents will be employees
working in various organizations that have ISP. Data is planned to be collected from Taiwan,
Indonesia or Malaysia, and the US. This allows to test the generalizability of the model and to

observe the possible effects of culture. The primary method of data collection will be survey.

Measures
The survey will consist of previously validated scales adapted to this study context. See Appendix

A for an abridged list of the survey items.

Each construct of institutionalized socialization tactics will be measured using adaption of Jones

(1986)’s Socialization Tactics Scale. Collective tactic will be measured using items such as: In the
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last six months, | have been extensively involved with other employees in common ISP compliance
training activities. Formal tactic will be measured using items such as: | have been through a set
of ISP training experiences which are specifically designed to give employees a thorough
knowledge of ISP compliance related skills. Sequential tactic will be measured using items such
as: There is a clear pattern in the way one ISP compliance leads to other benefits in my
organization. Fixed tactic will be measured using items such as: | can predict my future ISP
compliance path in this organization by observing other people’s experiences. Serial tactic will be
measured using items such as: Organizational members experienced in ISP compliance see
advising or training less experienced organizational members as one of their main job
responsibilities in my organization. Investiture tactic will be measured using items such as: In my
organization, | have been made to feel that my skills and abilities are very important in ISP

compliance.

Employees’ IT role congruence will be measured with adaption of: King and Sethi (1998)’s five-
item scale for role orientation; Teh et al. (2015)’s seven-item scale for role ambiguity; Teh et al.
(2015)’s six-item scale for role conflict; and Shadbad and Biros (2021)’s five-item scale for role
overload. Role orientation will be measured using items such as: | have made attempt to redefine
my role and change what | am required to do with regards to using IT securely. Role ambiguity is
measured using items such as: | feel certain on how I will be evaluated in my secure IT usage. Role
conflict is measured using items such as: | received incompatible requests on secure IT usage from
two or more people. Role overload is measured using items such as: | often have to use IT more

securely than I can handle.

ISP violation will be measured using Johnston et al. (2016) scenario-based survey with

respondents randomly being given one of three hypothetical vignettes involving an actor violating
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ISP and then being asked the likelihood or chance that they would follow the actions of the
hypothetical actor in violating ISP if they are under the same conditions. Additionally, to verify
the robustness of the main claims in the model (i.e., socialization tactics improves IT role
congruence that reduces ISP violations), we measure ISP compliance using a four-item scale from
D'Arcy and Lowry (2019). The scale includes items such as: Today at work, I have complied with

the requirements of the ISP.

Moral beliefs will be measured using D'Arcy and Lowry (2019)’s two-item scale: | would find it
morally unacceptable to violate my organization’s ISP and It would be against my moral beliefs
to violate my organization’s ISP. Meanwhile, self-control, instrumental and expressive motives
for ICA will be measured based on Burns et al. (2022)’s study. Self-control will be measured using
Tangney et al. (2004)’s reverse-worded six-item scale which include items such as: I have a hard
time breaking bad habits. Instrumental motives for ICA will be measured using Posey et al.
(2015)’s three-item scale to measure financial benefits which include items such as: | could be
rewarded financially for choosing to abuse my organization’s computer systems. EXpressive
motives for ICA will be measured using Robinson and Morrison (2000)’s six-item scale to measure
psychological contract violation which include items such as: | have not received everything
promised to me in exchange for my contributions. Additionally, we will also control for age,
employees’ position, and country as prior literature have found them to be related to ISP violation

intention (Cram et al. 2019; Xue et al. 2021).

POTENTIAL CONTRIBUTIONS OF THE STUDY
While the study is currently in its early stage, we anticipate the following theoretical and practical
contributions once it is finished. Theoretically, the study illustrates the critical roles that

socialization tactics play in helping mitigate non-malicious ISP violations in organizations. While

Proceedings of 2022 IFIP 8.11/11.13 Dewald Roode Information Security Research Workshop
Denver, Colorado, USA 21



Socialization Tactics, IT Role Congruence, and ISP Violation

socialization has been examined in organizational and IS research, little is known about how it
helps to mitigate ISP violations, particularly through its effect on boosting IT role congruence. We
expect that our study would unveil their relationship and bring insight into how the different
socialization tactics can lead to IT role congruence, which then mitigates ISP violations. This
extends the socialization theory in ISP violation research. Secondly, the pivotal role of IT role
congruence can be verified. While past research has examined IT role-related constructs such as
role ambiguity, little is known about how role congruence would influence employees’ attitude
and behavior toward ISP. We suggest that role congruence plays a pivotal role in determining ISP
violations, so that future research may focus on this construct and uncover other factors, in addition

to socialization tactics, that may also lead to employees’ IT role congruence.

Practically, the study may help organizations design mechanism to effectively socialize their
employees to behaviors where ISP violations are avoided and commitment to ISP are increased.
For example, we emphasize institutionalized socialization tactics (i.e., collective, formal,
sequential, fixed, serial, and investiture) rather than individualized tactics, which offers guidelines
to managers to design interventions based on these tactics. Also, the knowledge of the dimensions
of IT role congruence may allow managers to assess their employees’ perceptions in order to

minimize the inconsistency in their perceptions.
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APPENDIX A: EXAMPLE ITEMS

This table contains example items for measuring the research constructs and control variables.

Complete list of items will be presented at the workshop.

Collective tactic In the last six months, | have been extensively involved with other
Based on Jones (1986) employees in common, ISP compliance training activities

Other employees have been instrumental in helping me to
understand compliance to ISP

Formal tactic I have been through a set of ISP training experiences which are
Based on Jones (1986) specifically designed to give employees a thorough knowledge of
ISP compliance related skills

During my training for ISP compliance | was normally physically
apart from regular employees

Sequential tactic There is a clear pattern in the way one ISP compliance leads to
Based on Jones (1986) other benefits in my organization

Each stage of ISP compliance training process has, and will,
expand and build upon information security knowledge gained
during the preceding stages of the process

Fixed tactic I can predict my future ISP compliance path in this organization
Based on Jones (1986) by observing other people’s experiences
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I have a good knowledge of the time it will take me to go through
the various stages of ISP compliance training process in my
organization

Serial tactic
Based on Jones (1986)

Organizational members experienced in ISP compliance see
advising or training less experienced organizational members as
one of their main job responsibilities in my organization

I am gaining a clear understanding of my role in ISP compliance
in my organization from observing my senior colleagues

Investiture tactic
Based on Jones (1986)

In my organization, | have been made to feel that my skills and
abilities are very important in ISP compliance

Almost all of my colleagues have been personally supportive of
me in complying to ISP

Role orientation
Based on King and Sethi
(1998)

I have made attempt to redefine my role and change what | am
required to do with regards to using IT securely

While I am satisfied with my overall secure IT usage
responsibilities, | have altered the procedures of using IT to do my
job

Role ambiguity
Based on Teh et al.
(2015)

| feel certain on how I will be evaluated in my secure IT usage

I am told how well I am doing in using IT securely

Role conflict

Based on Teh et al.
(2015)

I received incompatible requests on secure IT usage from two or
more people

I use IT in ways that are sometimes accepted by one person but not
by another

Role overload
Shadbad and Biros
(2021)

I often have to use IT more securely than I can handle

| am often required to do difficult tasks with regards to using IT
securely

ISP Violation
Johnston et al. (2016)

Scenario-based survey with respondents randomly being given one
of three hypothetical vignettes involving an actor violating ISP
and then being asked the likelihood or chance that they would
follow the actions of the hypothetical actor in violating ISP if they
are under the same conditions

ISP compliance
(Model robustness
verification)
D'Arcy and Lowry
(2019)

Today at work, | have complied with the requirements of the ISP

Today at work, | have protected information and technology
resources according to the requirements of the ISP

Moral beliefs

D'Arcy and Lowry
(2019)

I would find it morally unacceptable to violate my organization’s
ISP

It would be against my moral beliefs to violate my organization’s
ISP

Self-control
Tangney et al. (2004)

I have a hard time breaking bad habits

| say inappropriate things
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Socialization Tactics, IT Role Congruence, and ISP Violation

Financial benefits I could be rewarded financially for choosing to abuse my
organization’s computer systems

Posey et al. (2015) I believe others would be willing to reward me financially for
intentionally abusing my organization’s information systems

Psychological contract I have not received everything promised to me in exchange for my

violation contributions

Robinson and Morrison | My employer has broken many of its promises to me even though

(2000) I’ve upheld my side of the deal

Table Al. Examples of Survey Items
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