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ABSTRACT

Employees' failure to comply with organizational security policies has been a key issue for
organizations and scholars. Unlike previous information systems (IS) studies that conceive and
operationalize security policy compliance as a unidimensional construct, we consider it as a
multidimensional one. We develop a dynamic framework to investigate three security policy
compliance dimensions: self-engagement, response, and behavioral consistency. We propose a
concept mapping approach to investigate these dimensions of security policy compliance and
verify our dynamic framework from practitioners' perspectives. Our multidimensional
framework will extend and enrich our understanding of security policy compliance and help

develop this multidimensional construct's measurements.
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Multidimensional Employee Compliance with Security Policies

INTRODUCTION

Employees' failure to comply with organizational security policies has been a critical issue for
organizations for many years (Siponen et al., 2010). Even as information security technologies
have evolved and improved to curb the external threats to some extent, the challenge of insider
threats persists, becoming more frequent and causing progressively more severe losses to

organizations (van Zadelhoff, 2016). According to a survey conducted in 2022, insider threat

incidents in the world have increased by 44 percent since 2020, raising the average cost
associated with insider attacks to $15.38 million (Ponemon Institute, 2022). Insider threat is an

information security issue that organizations urgently need to address.

An insider threat happens when a threat involves negligent, accidental, or purposefully malicious
employee actions (Willison and Warkentin, 2013). Organizations generally reduce insider threats
through a range of security controls, including behavioral controls such as acceptable use
policies, employee privacy rights policies, and trainings (Guo and Yuan, 2012), technical
controls such as employee surveillance and monitoring tools and data loss preventions solutions
(Straub, 1990), and environmental controls (e.g., subject norms and security cultures) (Balozian
and Leidner, 2017). Security policies are widely used behavioral controls designed to protect an
organization's physical and digital assets from insider threats. Organizations usually specify
procedures, rules, and norms that employees are required to abide by to fulfill the requirements
of the policies. The extent to which employees match the policy requirements indicates the
security policy compliance (Bulgurcu et al., 2010). Yet, despite the effort of security personnel to
develop and implement these policies, employees continue to violate them (Posey and Shoss,
2022), keeping the attention of scholars and practitioners squarely on the insider threat

phenomenon.
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Prior IS research has conceived and operationalized security policy compliance as a
unidimensional concept (D’Arcy and Teh, 2019; D'Arcy and Lowry, 2019; Humaidi, 2013,;
Jaafar and Ajis, 2013; Karlsson et al., 2017; Ormond et al., 2019; Silic and Lowry, 2020;
Siponen et al., 2010; Siponen et al., 2014). Most of the studies are built on the assumption of full
compliance and focus on examining the completeness of compliance (Karjalainen et al., 2019).
In contrast, the compliance literature in psychology and sociology suggests that compliance may
take different forms and completeness is only one. For example, people may comply with a
policy passively or actively (Robinson and McNeill, 2008); they may respond to the policy
compliance vocally or remain silent (Van Dyne et al., 2003); or they may adhere to the policy at
the early stage or the late stage (Bottoms, 2013). Therefore, it is necessary to account for
different dimensions of employees’ security policy compliance in workspaces, including what
they do and how they respond (i.e., their expression). Furthermore, an individual’s compliance
behavior may change in different working environments (Li et al., 2021). Without considering
the timeline issue in security policy compliance, we cannot study employees’ compliance

behavior consistency.

To fill these research gaps, we develop a dynamic conceptual framework that conceives security
policy compliance as a multi-dimensional construct. With the dynamic framework, we answer
two questions: what are the salient dimensions of security policy compliance? And how are these

dimensions instantiated in policy compliance behaviors?

Our study contributes to the IS research in the following three ways. First, this study extends and
enriches our understanding of security policy compliance by conceptualizing it as a
multidimensional construct. As far as we know, our research is the first study that defines and

measures security policy compliance from multiple dimensions. Second, our framework accounts
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for how individuals change their compliance behavior contingent on the role image or
commitments. Third, we use a novel method--the brainstorming format of the concept mapping
approach--to investigate the multidimensional aspects of security policy compliance from the

practitioners' perspective.

The rest of the paper is organized as follows. First, we review the current studies on the
definitions and measurements of security policy compliance and distinguish it from other
alternative terms in different disciplines. Then, we define and describe three different dimensions
(i.e., self-engagement, response, and behavioral consistency) of compliance in the context of
security policies. Next, we develop a dynamic framework to define security policy compliance in
the above three dimensions in a changeable context. Following this, we suggest concept mapping
as a proposed research method to be used as a subsequent empirical investigation. Finally, we
discuss the contribution of our conceptual framework and its limitations and suggestions for

further research.

DEFINITIONS OF COMPLIANCE

Compliance in the security policy context has been studied in the past 30 years since Straub
(1990) first used "compliance with security directives” in his study of deterring computer users'
misconducts (Straub 1990, p. 272). Bulgurcu et al.’s (2010) definition of security policy
compliance is well accepted in the current IS studies. Security policy compliance requires
employees to 1) follow the requirements in security policies, 2) protect information assets and
appropriately use information resources of their organizations, and 3) adhere to a set of security-
related roles and responsibilities in participating security activities (Bulgurcu et al., 2010).
However, with multiple perspectives to describe compliance behavior in security policy context,

a single term is no longer sufficient to reflect employees’ actual compliance behavior
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comprehensively. Different terms with similar meaning of compliance have been used in current
security policy compliance studies. It is a tricky issue to distinguish compliance from other terms

such as conformity, cooperation, acquiescence, and adherence.

Conformity reflects how people comply with their beliefs and personal norms (Foorthuis, 2020;
Rowe, 2005), which are not necessarily existing policies (Cialdini and Goldstein, 2004,
Foorthuis, 2012). In an organizational security compliance context, employees form up their
beliefs and norms about security protection and behave accordingly. Even more, employees gain
social approval from others, building beneficial relationships with them to enhance self-esteem
(Cialdini and Goldstein, 2004). As forcing individuals to comply with security policies can cause
unsatisfactory behavior, early conformance by employees to security policies can better reduce

implementation costs and protect the organization’s information assets (Bélanger et al., 2017).

Beyond performing their own security policy compliance behaviors, employees may also
recommend or assist others in complying with security policies to protect the organization's
information resources (Hsu et al., 2015). Such behavior involves employees' cooperation with
others in activities related to security policies. Cooperation to security policies focuses on the
mutuality of employees’ behavior in security activities. Mutuality is defined as “a connection
with or understanding of another that facilitates a dynamic process of joint exchange between
people. The process of being mutual is characterized by a sense of unfolding action that is shared
in common, a sense of moving toward a common goal, and a sense of satisfaction for all
involved” (Henson, 1997; p. 80). Employees will interact with their work environment to achieve
the common objectives of security policies. This interactive cooperation allows employees to
move from a passive role to an active role in security policy activities, gradually creating a

secure work environment (Hus et al., 2015).
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Furthermore, compliance is defined as a passive response - in the same sense as acquiescence -
to a request. (Cialdini and Goldstein, 2004). However, unlike acquiescence, which reflects only
the individual's response to stimuli, attitudes, and events, compliance serves as a behavior that
involves action. In operation management, employee acquiescence is defined as a deep form of
employee silence based on resignation where employees lack the self-efficiency to make a
difference (Pinder and Harlos, 2001; Van Dyne et al., 2003; Brinsfield, 2013; Knoll and Dick,
2013). Acquiescence tends to be a behavior in which employees express passive acceptance of

an event and allow it to happen, with or without agreement.

Adherence is a common substitution of compliance in the current IS studies to describe
employees' behavior in fulfilling security policies or rules (Myyry et al., 2009; Siponen et al.,
2014; Sikolia et al., 2016; Kuo et al., 2021). However, these studies did not distinguish between
"compliance™ and "adherence” to specific differences in employee behavior. In healthcare,
adherence focuses on the timing, dose, frequency, and periods of medication consumption by
health professionals (Settineri et al., 2019). Compliance is not always conducted on behalf of
maintaining the desired outcome. Patients may follow the orders of healthcare professionals
(Kyngas et al., 2000). In contrast to compliance, adherence occurs after the initial compliance
behavior and emphasizes the consistency of individual compliance behavior over time.
Therefore, while describing employee security policy compliance behavior, it is also important to

consider compliance as a process rather than just a fixed time behavior.

Based on the above review of definitions of compliance. Employees' behavior is defined as 1) an
action that employees engage themselves into completing tasks required by the security policies;
2) a response that employees keep silent or speak out along with actions to express their inner

feelings and thoughts to security policies; 3) a process that employees’ behavior may change
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based on time and security contexts. Thus, we argue that security policy compliance has multiple
dimensions in terms of manifesting employee behavior. Next, we will further investigate its

dimensions from the measurements of the current IS studies.

MEASUREMENTS OF SECURITY POLICY COMPLIANCE

In the investigation of security policy compliance, compliance behavior is measured in both
quantitative and qualitative approaches. Current IS studies typically measure compliance
behavior through self-reported surveys (e.g., Boss et al., 2009; Crossler et al., 2014; D'Arcy and
Lowry, 2019), interview or case narrative-based data (Hedstrom et al., 2011; Karjalainen et al.,
2019; Karjalainen et al., 2020; Kolkowska and Dhillon, 2013; Posey et al., 2014), and observed
compliance behavior (Johnston et al., 2019; Liang et al., 2013; Liu et al., 2020; Ormond et al.,
2019; Silic and Lowry, 2020; Warkentin et al., 2016). These studies mainly focus on measuring

whether an individual's behavior is aligned with the requirements of security policies.

Common self-reported surveys to measure security policy compliance follow the instruments
developed by Bulgurcu et al. (2010) from the Theory of Planned Behavior (Ajzen, 1991) to
investigate employees’ compliance behavior in requirement compliance, employees’
responsibility, and information technology and resources protection (e.g., Cox, 2012; D’Arcy
and Teh, 2019; D'Arcy and Lowry, 2019). Compliance behavior was identified through
employees’ reports of their work routines to achieve the objectives of security policies
(Kolkowska and Dhillon, 2013). In addition, researchers investigate employee engagement in
security activities in conducting security behavior and raising security awareness to meet the

organization's security requirements (Boss et al., 2009; Burns et al., 2019; Myyry et al., 2009).
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Employees’ cooperation behavior in security policy compliance has also been investigated based
on the Theory of Reasoned Action (Fishbein, 1980). During the compliance process, employees
are asked about actual compliance behavior that involves not only fulfilling the organization's
requirements by themselves but also advising and assisting others in complying with security
policies (Humaidi and Balakrishnan, 2015; Humaidi and Balakrishnan, 2018; Siponen et al.,

2010; Siponen et al., 2014; Turel et al., 2020).

Even more, employees' vocal responses to security policies are surveyed (Hsu et al., 2015).
Employees may speak up their opinions and ideas about security policies and make
recommendations to organizations. Besides researchers investigated employee compliance or
noncompliance with security policies at the same time in their daily work (Yazdanmehr and
Wang, 2016; Yazdanmehr et al., 2020; Chen et al., 2020). Highlighting compliance behavior is a
dynamic process changing over time, and the changing factors can trigger new compliance
decisions for employees, which initiates a process of reevaluating (Karjalainen et al., 2019;
Karjalainen et al., 2020). Viewing compliance as dynamic behavior, continued engagement of
security behavior was observed in employees’ work environment (Warkentin et al., 2016).
Specifically, the impact of employee sentiment change on compliance was measured in the

observation of employee password sharing and document sharing (Ormond et al., 2019).

Based on the above review, security policy compliance has been measured as a dynamic
behavior focusing on employee self-engagement in security activities, sound response to security
policies, and behavioral consistency in complying with security policies. However, no study
systematically aggregates the above three dimensions in a framework. This study will develop a

dynamic framework to define a multidimensional concept for security policy compliance.
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DIMENSIONS OF SECURITY POLICY COMPLIANCE

No matter from definition or measurement, security policy compliance has been investigated
from multiple perspectives. Based on previous studies, we conceptualize security policy
compliance into three dimensions: self-engagement, response, and behavioral consistency. Next,
we will discuss how these dimensions manifest security policy compliance in a dynamic

framework.

Self-engagement and Security Policy Compliance

Engaging the self in work allows the individual to achieve outstanding outcomes in completing
the requirements, and this engagement has an impact on motivation, emotion, and performance
(Britt et al., 2007). Employees have the self-control to decide whether complete the requirements
of security policies. Security policy compliance is usually conceptualized from one of two
perspectives: the rational perspective or the normative perspective (Bulgurcu et al., 2010; Hsu et
al., 2015). Under these two perspectives, the assumptions behind employee self-engagement in

security activities are different.

A rational perspective focuses on balancing benefits and costs in security policy compliance,
which assumes that employees’ behavior is determined by an assessment of the personal benefits
and costs of complying with or violating security policies. Scholars investigate such action under
the command-and-control approach that employees follow what the organization requires them
to do (Tyler and Blader, 2005). Three basic types of security policy compliance — formal
compliance, substantive compliance, and responsible compliance — are developed based on the

rational mechanism in this study (see Table 1).
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Formal compliance is defined as employees technically fulfilling the minimum requirements of
security policies (Bulgurcu et al., 2010; Robinson and McNeill, 2008). Employees only complete
security tasks that they think are necessary to satisfy the policy owners but not protect
organizations’ information assets. From the policy owner's perspective, employees have
complied with all the requirements of security policies, but actually, employees have ignored the
parts they consider unimportant. Employees do not want to waste time and effort on security
activities, nor do they want to be sanctioned. Such compliance behavior contributes minimal
positive security outcomes to organizations. However, employees do not intend to violate

security policies. They may be in the process of fulfilling all the requirements.

Substantive compliance is defined as employees achieving the primary objectives of security
policies to protect the information and technology resources of their organizations (Bulgurcu et
al., 2010; Robinson and McNeill, 2008). Substantive compliance focuses on the effectiveness of
the compliance behavior to security policies in the short term. Employees are always evaluating
the opportunity cost of security policy compliance. Even though substantive compliance
coincides with the organization's security goals for implementing security policies, employees
have less awareness of their security behavior in an assessment. Rather, employees are
concerned about the personal benefits they can derive from compliance with the security policy.
For example, suppose the organization's security goals conflict with employees' personal goals
(including job duties), and the rewards of compliance are insufficient to compensate for their
losses. In that case, employees will violate the organization's security policy to safeguard their

benefits (DiBenigno, 2018).

Responsible compliance is defined as employees carrying out their responsibilities prescribed in

security policies when they use information and technology (Bulgurcu et al., 2010). Responsible
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compliance also focuses on the effectiveness of employee compliance behavior in the long term.
Employees frequently check their compliance behavior to be consistent with requirements.
However, employees do not intend to improve their security knowledge and skills. Therefore, all

assessment behavior is done to avoid sanctions rather than company security.

In contrast, a normative perspective focuses on forming beliefs and enhancing cooperation to
encourage security policy conformity, which assumes that employees are willing to participate in
the development and implementation of security policies by contributing their ideas and
assistance. Under the normative perspective, consciously believing or accepting a set of norms
guides employees to act in a particular way (Bottoms, 2013). Scholars investigate such action
under a self-regulatory approach that employees’ behavior is affected by social value judgment
in activities related to rule or policy following, where personal benefits or costs are not a primary
consideration (Tyler and Blader, 2005). Usually, employees have placed the organization’s
norms and security goals as their primary consideration in accomplishing the effectiveness of
security policies (Safa et al., 2019). Two extended types of security policy compliance —
normative conformity and altruistic cooperation — are developed based on the normative

mechanism.

Normative conformity is defined as employees aligning their behaviors and beliefs with the
organization’s security policy, leading them to adhere to security policy no matter whether there
is a policy requirement or not (Bottoms, 2013; Cialdini and Goldstein, 2004; Robinson and
McNeill, 2008). Here, we use " conformity” instead of " compliance” because the employee is
not a passive participant in security activities. Employees have already formed their security
beliefs under the effect of social or organizational security norms and have cultivated security

habits in their daily work (Vance et al., 2012). Security policies are no longer needed to constrain
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their behavior to achieve its security objectives but rather to conform to its security strategy
(Foorthuis, 2020). In normative conformity, employees have self-control over security activities
and do not feel pressured to fulfill the requirements of organization's security policies.
Employees have developed their security awareness and norms by continuously improving their

security behavior in the activities required by security policies.

Altruistic cooperation is defined as employees recommending and assisting others in security
policy compliance (Limayem and Hirt, 2003; Hsu et al., 2015). As a result, employees assist
their colleagues in fulfilling security policy requirements and achieving positive security
outcomes (Siponen et al., 2010; Siponen et al., 2014). Such cooperation behavior not only
accomplishes the security tasks required by security policies but also helps create a long-term

secure work environment (Hsu et al., 2015).

Response and Security Policy Compliance

Unlike action that focuses on completing a task, response describes individuals’ physical and
psychological reactions to stimulus, attitudes, or events. Responses are usually combined with
actions to form an individual's behavior when completing a task. For example, employees may
vocally express their thoughts about the organization’s security policies while operationally
following their requirements. However, they may say nothing about security policies while
participating in security activities. Thus, we divide the response to security policies into voice
and acquiescence (see Table 1). Voice represents the employee's expression of thoughts about
security policies where employees actively commit to security activities. In contrast,
acquiescence means the employee's hiding of thoughts about security policies where employees

make a passive commitment to security activities.
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Voice happens when employees actively speak up in the organization with their opinions or ideas
for new strategies or changes in security policies, which is termed (see Table 1). Response to
new security policies or the changes made in current security policies is an individual basic
ability to express their feelings, attitudes, and thoughts (Karjalainen et al., 2020). Speaking up
opinions or ideas in a workspace is an information exchange process for employees to
communicate with others. Although speakers may not get feedback from listeners, they are
willing to share their information with others. Sometimes, employees may share their feelings,
attitudes, or thoughts about security policies with their colleagues or someone they trust rather
than the organization’s management. Although employees do not directly respond their thoughts
about security policies to the organization, others have heard their voices, which would indirectly

contribute to improving current security policies.

In contrast, acquiescence is defined in two scenarios. In the first scenario, employees passively
withhold their opinions or ideas about security policies without saying anything (Pinder and
Harlos, 2001). Keeping silent is a type of employee response to security policies, but it is
difficult to be significantly observed. Sometimes, employees would like to say nothing while
complying with security policies. For example, when an employee changes the default account
password as required by the password security policy, they notice a flaw in the policy that may
expose the organization's accounts to data breaches. However, the employee chooses not to
report the fault to security management or complain about the policy to others because they do
not believe that their opinions or ideas will make a difference. Acquiescence is not limited to
acoustics; it can be an individual's passive internal reaction to attitudes or events (Pinder and

Harlos, 2001).
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In the second scenario, the response of an employee who goes along with others in voicing
agreement with security policies but holds their own opinions or ideas without expressing them
is still regarded as acquiescence (Van Dyne et al., 2003). Such acquiescence is described where
employees passively accept security policies with speaking agreement but do not express their
internal exact feelings and thoughts. This acquiescence allows employees to make a sound that is
the same as the voice, but employees' inner feelings and thoughts have not been disclosed. Both
scenarios of acquiescence are caused by resignation and low self-efficacy to make a difference

(Van Dyne et al., 2003).

Behavioral Consistency and Security Policy Compliance

While describing employee security policy compliance behavior, it is also important to consider
compliance as a process rather than just a fixed time behavior. During the compliance process,
an individual's actual behavior of individuals may change depending on both time and context
(Li et al., 2021). Usually, organizations expect employees to maintain consistent behavior in
complying with security policies. To remain consistent with their behavior, individuals must
devote effort to adapting to the dynamic security context. Thus, behavioral consistency is
essential to investigate and measure the employees' behavioral change over time and across

security contexts.

"Adhere" rather than "comply™ is used to measure the consistency of employee behavior over
time in following security policies (D'Arcy and Teh, 2019). In contrast to compliance, adherence
occurs after the initial compliance behavior. Even if employees have not yet formed the
behavioral habit of security conformity, employees still strive to fulfill the requirements of
security policies, accomplish the organization's security goals, and achieve the effectiveness of

security policies. We use behavioral adherence to define security policy compliance as being
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consistent over time. There are two scenarios; one is that employee security policy compliance
behavior is consistent across time in the same security context, and the other is that employee

security policy compliance behaviors are consistent across security contexts (Li et al., 2021).

Based on the above discussion of security policy compliance from three dimensions, we
categorize employee security compliance behavior into five types based on self-engagement, two
types based on the response, and one type with two scenarios based on behavioral consistency

(see Table 1). The following paragraphs will describe in detail the different types of security

policy compliance in these three dimensions in a dynamic framework.

Self-Engagement

Types c_)f Definition Theonca] Stage Commitment
Compliance Perspective
: Fulfillment of
Employees technically i
) - minimum
Formal fulfill the minimum .
. : . requirements of
Compliance  [requirements of security o .
- organization's security
policies. -
policies
Employees achieve the
. L Employees
primary objectives of . . i
. . . Alignment of security |play a passive
Substantive  |security policies to protect | _.. T ,
. A Rational goals of organization’s|role in
Compliance  the organization’s : . - :
. . Perspective  [security policies security
information and .
policy
technology resources. LD
- activities.
Employees carry out their
responsibilities prescribed Fulfillment of
Responsible  |in security policies when responsibilities to
Compliance  [they use information and check compliance
technology in the behavior
organization.
Employees align their
behaviors and beliefs with . Employees
B . Alignment of :
the organization’s security . . play an active
. . . . compliance behaviors .
Normative policy, leading themto  |[Normative ! ) role in
. . . ) and beliefs with :
Conformity  [adhere to security policy |Perspective S .._[security
. organization's security .
no matter whether there is . policy
. . policies It
a policy requirement or activities.
not.
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Altruistic
Cooperation

Types of
Compliance

Employees recommend
and assist others in
security policy
compliance.

Definition

Assisting others to
comply with
organization's security
policies.

Acoustic

Commitment

\/oice

Employees actively speak up about their
opinions or ideas about new policies or
changes in security policies in the
organization.

Sound

Active

Acquiescence

Employees passively withhold their
opinions or ideas about security policies.

Silence

Employees passively accept security
policies with speaking agreement but
withhold their true feelings and thoughts

Sound

about the security policies.
Behavioral Consistency

Passive

behaviors are consistent across different

security contexts.

Types of Definition Scenario
Compliance
Employees” security policy compliance Complying with the same security
behaviors are consistent across time in the | . .
. . policy across time
Behavioral same security context.
Adherence Employees’ security policy compliance

Complying with different security
policies across security contexts

Table 1. Definitions and Dimensions of Security Policy Compliance

DYNAMIC CONCEPTUAL FRAMEWORK

Employees’ compliance behaviors can be any of the five stages involving the extent of low to

high self-engagement (see Figure 1). The first stage is the fulfillment of minimum requirements

of organization’s security policies. At this stage, employees technically fulfill the minimum

requirements of security policies and contribute to minimal security protection outcomes. For

example, an organization’s password security policy requires that employees change their work

account passwords. However, suppose the password policy does not require strong passwords

(e.g., use a combination of numbers, characters, and symbols of at least 8-bit length). Employees
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may include personal information in their passwords for easy memorization (Siponen et al.,
2010). But hackers can crack such passwords faster and attack the organization’s accounts and
IS. At this stage, employees merely comply with the password policy at a low level of self-
engagement, and their compliance behaviors do not result in the desired objectives of the

password policy.

The second stage is the alignment of security goals of organization’s security policies, in
which employees achieve the primary objectives of security policies to protect their
organizations’ information and technology resources. For example, employees use strong
passwords in their work accounts even though the password policy does not explicitly or
implicitly impose a strong password requirement. Employees do that because they care more
about their work process and performance being affected by attacks than the time and effort of
memorizing strong passwords. At this stage, employees’ behaviors comply with password
security and result in the desired outcome, protecting the organization’s information assets and
resources well (Foorthuis, 2012). This stage of compliance instantiates both formal compliance

and substantive compliance.

The third stage is the fulfillment of responsibilities to check compliance behavior, in which
employees carry out their responsibilities in security policies when using the organization’s
information and technologies (see Table 1 and Figure 1). Similar to the goal alignment stage
behaviors, employees comply with the security policy and use strong passwords in their
accounts. However, at this stage of self-engagement, employees worry that they would be
penalized if they used a weak password and hackers attack their accounts. Such concerns about
personal benefit loss push employees to view password security compliance as their

responsibility (Bulgurcu et al., 2010). As a result, employees will assess their security behaviors
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regularly, trying to reduce potential security risks. However, employees fulfil their
responsibilities passively as they are not interested in organizational norms. When an
organization's security goal conflicts with their benefit, they constantly assess whether it is
worthwhile to violate the security policy to get their work done quickly. Employees also account
for the expected loss from the security threats when evaluating the costs and benefits of
compliance in the long run. Thus, compliance behaviors at this stage include all formal,

substantive, and responsible compliance features.

The fourth stage is the alignment of compliance behaviors and beliefs with organization’s
security policies, in which employees develop their beliefs about security policy compliance and
change their compliance behavior per their beliefs. At this stage, people adopt consistent
compliance behavior even without requirements. For example, employees who receive new work
accounts with default passwords actively check the policy requirements and change to strong
passwords to ensure account security. Even if an organization’s policy requirements are
incomprehensive, employees will change their passwords to protect accounts based on their
perception of password security, which is more effective for security than the organization's
existing security policies. Finally, employees may recommend more comprehensive security
practices or policies to the organization. Employees take responsibility for securing their
accounts to realize their self-value (Tyler and Blader, 2005). Thus, employees’ compliance
behaviors at this stage include all formal, substantive, responsible, and normative conformity

features.

The fifth stage is assisting others to comply with organization's security policies, in which
employees recommend and assist others in security policy compliance. For example, employees

who have fulfilled the security policy requirements and changed their account passwords will
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recommend and assist their colleagues in conforming to the policy. In this way, they cooperate
with others and help shape a secure work environment in the organization (Hsu et al., 2015).
Ideally, in a stable security environment, each employee has formed their own security beliefs,
and everyone agrees with each other on their security behavior. Thus, security policy compliance
at this stage includes all formal, substantive, responsible compliance, normative conformity, and

altruistic cooperation features.

In the first three stages, employees’ compliance behaviors are formal, substantive, and
responsible compliance, which is the essential compliance behavior in the workspace. In
contrast, employees have normative conformity and altruistic cooperation in stages 4 and 5.
Thus, they perform the additional security duties in developing security awareness, improving

security behavior, and creating a secure work environment.

Employee commitments refer to the psychological connections that employees perceive to the
work objectives (Klein et al., 2009). Different levels of employees’ self-engagement in security
policies affect the extent of employee commitments. In the first three stages, employees play a
passive role in complying with security policies without spontaneously contributing to positive
security outcomes. Employees are guided by security policies to engage in security activities in
their daily work. Employees do what the organization requires. In stages 4 and 5, employees play
an active role in improving their security behavior via conforming to security policies and even
assisting others in security activities related to security policies. These two stages need no
security policies to guide employees’ security behaviors. Specifically, in the normative
conformity stage, employees have the motivation to work with security professionals. They gain
security knowledge and improve their skills to protect organization’s information resources (Safa

et al., 2018; Safa et al., 2019). In the altruistic cooperation stage, employees have extensive
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security protection experience to help others in security policy compliance and developing a

secure work environment (Hsu et al., 2015). And they do these for the good of the organization.

From the response perspective, employees’ response to security policies varies in five stages,
from low to high self-engagement (see Figure 1). In the first three stages, employees usually
respond to security policies in a passive way of acquiescence where they withhold their thoughts
about security policies avoiding any potential sanctions because they don't want to offend
management by having a different opinion. In contrast, in the last two stages, voicing
recommendations to the organization goes along with normative conformity. Finally, employees
respond to security policies actively because they are willing to speak out opinions and ideas

about security policies to the management, hoping to improve current security controls.
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Figure 1. A Multidimensional Dynamic Model of Security Policy Compliance
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Furthermore, employees may change their compliance behaviors in the same security context
over time. Therefore, investigating why and how employees’ compliance behaviors change is
necessary to develop and implement security policies. To study the inconsistency of compliance
behavior, we categorize three types of behavioral inconsistency in our dynamic conceptual

framework.

Type 1 refers to the situation in which employees’ compliance behaviors change from security
policy compliance to the violation, causing adverse security outcomes for the organization. In
Type 2, employees’ behaviors downgrade from a high-level to a low-level self-engagement
stage, decreasing the effectiveness of the organization’s security. For example, an employee
changes compliance behaviors from Stage 3 to Stage 1 (i.e., responsible compliance to formal
compliance). Although the employee still complies with the security policy, the organization
does not want to see this kind of change happens because the employee degenerates their
security behaviors and contributes the minimal positive security outcomes. These two types of
changes neither align with behavioral consistency nor organizations’ expectations. Type 3
behavioral change is from a low-level to a high-level self-engagement stage, increasing the
effectiveness of the organization’s security. Organizations expect employees to change their
compliance behavior as they become more engaged in security policies, particularly from passive

compliance to active cooperation.

Behavioral [Definition Change Example
Change Direction
Type 1 Employees’ behavior changes from security Employees used to

policy compliance to violation causing the _C>ompllance comply with security

negative security outcomes to the S policies but violate
o Violation
organization. them now.
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Type 2 Employees’ behavior changes from a high- Employees used to
level self-engagement stage to a low-level  |[Compliance |comply with security
self-engagement stage, causing a reduction in|-> policies in Stage 3 but
positive security outcomes to the Compliance |have degenerated to
organization. Stage 1 now.
Employee behavior changes from a low-level Employees used to
self-engagement stage to a high-level self- |Compliance [comply with security

Type 3 engagement stage, bringing a promotion in  |-> policies in Stage 1 but
positive security outcomes to the Compliance |have improved to
organization. Stage 3 now.

Table 2. Behavioral Inconsistency in Security Policy Compliance
PROPOSED RESEARCH METHOD

Besides conceptualizing compliance with security policies from academic perspectives, we will
take a concept mapping approach (Trochim,1989) to investigate compliance from professionals’
perspectives. Concept mapping is a type of structured conceptualization using a mixed-method
approach to define a dominant construct and develop its measurement. A current IS study used
this approach in conceptualizing “cyber hygiene” (Vishwanath et al., 2020). We will follow the

same steps to conceptualize security policy compliance and investigate its multiple dimensions.

First, we will recruit five panelists to participate in a brainstorming session where we ask them to
share their thoughts, feelings, and ideas about security policy compliance. Second, we will use
NVivo software to code generated statements and create the cluster maps and concept maps.
Third, we will analyze the maps’ validity and summarize security policy compliance dimensions.
Last, if the results are not significant and valid, we will conduct another brainstorming session
with five other panelists to compare the final concept maps. All panelists work in different

organizations in the U.S. with various working experiences and backgrounds.
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EXPECTED CONTRIBUTION AND CONCLUSION

Security policy compliance has been defined and measured from different perspectives and
dimensions (e.g., D'Arcy and Lowry, 2019; Donalds and Osei-Bryson, 2020; Hsu et al., 2015;
Karjalainen et al., 2020). However, no research has comprehensively integrated these
perspectives and dimensions to measure employees’ compliance behaviors in workspaces. Our
study fills this research gap and conceptualizes security policy compliance as a multidimensional
construct, which examines the compliance behaviors from the dimension of self-engagement,

voice response, and temporal consistency. The contributions of this study are threefold.

First, this study extends and enriches our understanding of security policy compliance by
conceptualizing it as a multidimensional term. In the previous security policy context, IS studies
viewed security policy compliance as unidimensional. Ours is the first study that defines and
measures security compliance as a multidimensional behavior in a dynamic process. Second, our
study accounts for the changes in the role image (i.e., commitment) of employees when we
measure security policy compliance behavior. Third, we use a brainstorming format of the
concept mapping approach to investigate the multidimensional aspects of security policy

compliance from the practitioners' perspective.

However, this study has serval limitations. First, our model does not account for the
impacts of governmental security policies and laws on organizational security. Employees’
conformity and cooperation behavior are mainly affected by perceived social beliefs and norms,
which shape their social value judgment. Government policies or laws lead to changes in
employees’ social value judgement, which influences individuals' security perceptions and thus
their attitudes and behaviors toward security policies (Zimbardo and Leippe, 1991). Also, formal

security policies may not exist in some small or middle size organizations. Future studies can
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examine informal security rules, guidelines, or procedures in the organizational security contexts.
Second, protecting organizations from insider threats is not limited to individual behaviors;
group or organization-level behaviors contributes to security management. For example,
employees working together as a group to create a secure work environment can better achieve
the objectives and effectiveness of security policies (Hsu et al., 2015). Future research may
investigate security policy compliance as group behavior and name it compliance climate to
define it and develop measures for it. Third, our model only considers full compliance.
Employee compliance is an ongoing process and may not be complete. Partial compliance is also
a type of compliance (Karjalainen et al., 2019), where employees do not intend to violate
security policies. During the compliance process, employees' actual actions may not catch up
with the expected progress, but they still work toward the eventual full compliance. Future
research can also examine security policy non-compliance or violation as a multidimensional

term in a dynamic model.
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