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ABSTRACT

This paper extends Protection Motivation Theory (PMT) based on Legitimacy and Personal Values
theories. We postulate that legitimacy is a more comprehensive antecedent to compliance with
security policies than the traditional fear element introduced in fear appeals research. Furthermore,
we argue that personal values have an effect on policy legitimacy perceptions as well as
compliance with the policy. We tested our model using a sample of 259 respondents from an online
survey. Our results confirm that legitimacy as a whole is a strong influencer of compliance with
the security policy and moderates the effect of the threat appraisal (threat vulnerability and

severity) in the intention to comply with the policy.

Our mediation analysis also shows that not only higher-order personal values (conservation and
self-transcendence) are significant influencers in legitimacy perceptions, but also all PMT
traditional constructs are significant antecedents to legitimacy perceptions, providing support to
legitimacy judgments and evaluations made before a policy or rule is considered legitimate thus

leading to compliance.

Our findings shed light on motivators to policy compliance other than fear, such as legitimacy
perceptions that should be considered in security policy promotion in organizations' individually
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tailored security policies and the various interventions that can motivate compliance with security

policies.
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INTRODUCTION

Cybersecurity threats present issues to organizations worldwide. These threats are expected to
increase in the foreseeable future. Cybersecurity has been the CIO’s top concern in the SIM IT
Issues and Trends study from 2018 to 2021 (Kappelman et al., 2021; Kappelman et al., 2019;
Pearlson et al., 2020). In 2020, cybercrime cost estimates were estimated at around 1 Trillion USD,
representing over a 60% increase in two years from the 600 billion USD estimate (Malekos-Smith

& Lostri, 2020) in 2018 and more than double the 2014 estimate of 400 billion USD (CSIS, 2018).

Despite extant theorization efforts in information security (InfoSec) policy compliance,
organizations struggle to enforce secure behaviors. In 2018, 60% of the almost 1,200 C-level IT
executives and infosec managers worldwide surveyed by Ernst & Young expressed that
employees’ careless practices are the leading infosec culprit (EY, 2018). As a result, employees’
lack of knowledge or negligent behavior has become the primary risk they believe they face, being

at the highest level of concern compared to the last five years by the time of the study (EY, 2018).

IS scholars have theorized about the potential reasons for the lack of compliance with infosec
policies in an attempt to explain and prevent cybercrime (e.g., Bulgurcu et al., 2010; Johnston &

Warkentin, 2010b; Siponen & Vance, 2010). Prior studies in infosec policy compliance focus on
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fear (e.g., Boss et al., 2015; Johnston et al., 2015; Moody et al., 2018) as the main driver for

compliance with the security policy.

Even though the theories mentioned above confirm the use of fear to promote acceptance of infosec
policies as a good strategy, organizations still struggle with enforcing security policies (Kappelman
et al., 2021; Pearlson et al., 2020). This makes studying new and different alternatives to eliciting

security behaviors a relevant research topic, as suggested by Wall and Buche (2017).

In this project, we argue that users’ lack of legitimacy perceptions regarding the implemented
policies can be a potential reason for the apparent lack of compliance with information security
policies. Legitimacy is a psychological property of a social arrangement such as a group or
organization, which leads people to believe that the decisions or rules proposed by an organization
are worth being followed voluntarily rather than out of fear or anticipation of punishment or
rewards (Tyler, 2006a). Legitimacy is an internal state related to a perception of obligation and
responsibility to others (Tyler, 2006a) and, similar to personal values, is an internal motivation for
behavior. Values and legitimacy work together. In the context of everyday laws, people follow the
laws because they consider they ought to obey legitimate authorities and rules and because they
perceive the law as legitimate since the conduct prohibited by the law is wrong according to their

values (Tyler, 1990, 1997, 2006a)

Personal values are an intrinsic part of the individual, generally defined as a broad set of desirable
goals motivating people’s actions through active participation as guiding principles in their lives
(Sagiv & Schwartz, 2021). Personal values have constantly received attention from practitioners
and are the subject of constant discussions, particularly in the context of work and education,
among others. The study of personal values started in the 1990s with the initial theory of personal
value types (Schwartz, 1992), deepening understanding of the personal values system construct
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and its effects on people’s perceptions, cognitions, and behaviors (Sagiv & Schwartz, 2021). In
addition, personal values have previously been posited as important influencers of compliance

with security policies (Torres & Crossler, 2019).

This paper argues that personal values have a significant role in forming legitimacy perceptions,
acting together with legitimacy to motivate security behaviors. Considering that systematic
investigation regarding the legitimacy of InfoSec policies from the user perspective has been
mainly absent in the central and rich infosec policy compliance literature (few exemptions, e.g.,
Hsu et al., 2015; Kam et al., 2013; Son, 2011). This opens a research opportunity encompassed in

our research question:

How do legitimacy perceptions of an InfoSec policy affect compliance with the policy?

The phenomenon under study requires an understanding of potential elements that can increase
legitimacy perceptions. Considering that personal values have been found to be significant
predictors of perceptions in the workplace (Sagiv & Schwartz, 2021; Sagiv et al., 2011), we try to

answer the following research question:

How do personal values influence legitimacy perceptions of an InfoSec policy?

By drawing on organizational theories of legitimacy judgments (Deephouse et al., 2017; Suchman,
1995; Tost, 2011; Tyler, 1997) and the theory of personal value types (Schwartz, 1992), we
incorporate a legitimacy construct and modify previous fear-based protection motivation theory
(Boss et al., 2015) characterizing research in this field of knowledge. Our study also includes
personal values as an antecedent to policy compliance (Torres and Crossler 2019) and as a means

to affect different legitimacy perceptions to foster intention to comply with the policy.
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The first section of this paper discusses the theoretical background on legitimacy and values and
the concepts of fear in the infosec policy compliance literature. The second part describes our
proposed research model, research method, data analysis, and a summary of findings. Finally, the
third part discusses the results, limitations, implications for practice, and suggestions for future

research.

THEORETICAL BACKGROUND

Protection Motivation Theory (PMT) in InfoSec Research

One of the most common theories used in Infosec research is protection motivation theory (PMT)
(Maddux & Rogers, 1983; Rogers, 1975, 1983). Multiple research projects have used PMT as the
base theoretical framework to explain how employees abide by security policies (e.g., Boss et al.,
2015; Crossler et al., 2014; Herath & Rao, 2009; Johnston & Warkentin, 2010b; Johnston et al.,

2015; Warkentin et al., 2016).

PMT relies on threat appraisal and coping appraisal, which in turn include four essential elements:
vulnerability to the threat, threat severity, the efficacy of the recommended response, and the
person’s self-efficacy to perform such a response (Herath & Rao, 2009; Maddux & Rogers, 1983;

Rogers, 1975, 1983).

PMT posits that people process and appraise security threats. Researchers use perceptions of threat
severity and vulnerability/susceptibility as constructs to represent the threat appraisal policies
(e.g., Boss et al., 2015; Crossler et al., 2014; Herath & Rao, 2009; Johnston & Warkentin, 2010b;
Johnston et al., 2015; Warkentin et al., 2016). Threat severity is the perception of how much
damage a threat can cause if it materializes. Threat vulnerability is the likelihood of the person

being affected by it (Wall & Buche, 2017).
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In addition, PMT research uses fear appeals to elicit secure behaviors. Fear appeals are persuasive
messages based on fear intended to generate a behavioral change in response to an imminent threat
(Johnston & Warkentin, 2010b; Johnston et al., 2015). PMT posits that a successful fear appeal
includes a coping alternative to counter the security threat. Wall and Buche (2017) summarize the

coping appraisal as follows:

A coping mechanisms refer to security actions or technologies that organizations ask
insiders to use to limit the danger that threats pose. Coping appraisals refer to individuals’
beliefs regarding the coping mechanism and the use of it (Rogers, 1983). Fear appeals may
seek to alter insiders’ appraisals of coping mechanisms to ensure that insiders’ appraisals
favor the coping mechanism (Johnston & Warkentin, 2010). Research often represents
coping appraisals as response efficacy, response costs, and self-efficacy perceptions (Boss
et al., 2015). Response efficacy is an individual’s belief that a coping mechanism will
reduce a threat. Response costs are perceptions of the personal effort, time, and resources
required to respond to the threat by employing the coping mechanism. Self-efficacy refers
to the extent to which an individual feels capable of using the coping mechanism to mitigate

the threat (Wall & Buche, 2017, p. 279).

Despite strong support and evidence for PMT and fear appeals’ role in InfoSec policy compliance,
academic controversy over the argument that fear appeals may not be sufficient to induce
behavioral change has emerged (Renaud & Dupuis, 2019; Wall & Buche, 2017). This argument
supports the idea of introducing more intrinsic elements of evaluation to policy compliance, as
suggested in the literature (Lawson et al., 2016; Marett et al., 2019; Wall & Buche, 2017). We are
using PMT as a very mature theory with a parsimonious theoretical framework that we can modify

to introduce other elements that induce compliance with security policies in organizations.
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In general, governments, legal authorities, and organizations strive to produce norms (laws) to be
followed by the public, promoting public compliance with the norm (Tyler, 2006b). Furthermore,
the key to effective government is that people view compliance with the law as appropriate out of
internal motivation to voluntary adoption, assuming the obligation to follow legal rules and
personal commitment through personal morality and legitimacy (Tyler, 2006b). Personal morality
is to obey because the person believes it is right according to their own values, and legitimacy is
to obey out of a feeling that the authority has the right to dictate behavior (Tyler, 2006b). We thus
intend to introduce legitimacy and personal values into the PMT framework as the drivers of

voluntary compliance with InfoSec policies.

Legitimacy

Legitimacy is a commonly used construct in organizational research. Kelley and Thibaut (1959)
claim that in order to have compliance with regulations and policies, the power structure must be
legitimate. They explain that only in the presence of legitimacy will a person conform to the norm

or rule rather than to their personal interest.

Organizations possess a control system with different mechanisms, such as rewards and sanctions,
to achieve their goals. Even though they are necessary, those mechanisms are not enough to
guarantee compliance (Tyler, 2006b; Tyler & Blader, 2005). Individuals are better motivated to
perform and achieve such goals and comply with norms, regulations, and superior orders based on
internal motivators such as legitimacy (Tyler & Blader, 2005). Furthermore, it is accepted that
alignment with organizational requirements is only possible if power/authority structures are

solidified and legitimate in organizations (Cooren & Robichaud, 2013).
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From a behavioral perspective, social psychology defines legitimacy as the belief that a set of
social arrangements are appropriate, proper, and just leading to feeling obligated to defer to and
comply with the rules set by the group (Tyler, 1990, 2006a). Social psychologists take an
individual-based view on legitimacy since people within an organized group have individual and
personal feelings about the obligation to obey group rules and the decisions of group authorities
(Tyler, 1997). When individuals believe that authorities and rules are legitimate, rules are entitled
to be obeyed and followed (Tyler, 1990, 1997, 2006a). Furthermore, because of this perception of
legitimacy, obedience and submission to the rules are voluntary (Tyler, 1990, 1997, 2006a).
However, Tyler (1997) posits that even though the psychology of legitimacy involves instrumental
and relational elements, the legitimacy construct has been mainly conceptualized and
operationalized as a unidimensional construct that is effective in facilitating the maintenance of

established order and set of rules within the social organization (Tyler, 1997).

Legitimacy has another epistemological and ontological perspective commonly used in
management research (Suddaby et al., 2017). Institutional theorists posit that legitimacy is an
attribute at the organizational level that provides stable and engrained support for institutions,
going beyond the person’s self-interest, and shaping their reactions to institutional policies (Tyler,
2006a; Weatherford, 1992). Institutionalists define legitimacy as “a generalized perception or
assumption that the actions of an entity are desirable, proper or appropriate within some socially

constructed system of norms, values, beliefs, and definitions” (Suchman, 1995, p. 574).

Institutional theorists have conceptualized legitimacy within an underlying assumption that the
construct can be categorized based on its defining and constituting properties (Suddaby et al.,
2017). Even though a considerable amount of research compares and creates various types of

legitimacy, there has been an over proliferation of legitimacy types (Suddaby et al., 2017) that, in
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the end, become mere conceptual definitions, not entirely separable as empirical phenomena due

to overlapping between them (Deephouse et al., 2017).

Some of the aforementioned concepts have been used in IS research, particularly IT governance
research. Barrett et al. (2013) introduced legitimacy in the diffusion of managerial practices.
Constantinides and Barrett (2014) considered legitimacy as the route organizations take to gain
control of a particular IT deployment. Kam et al. (2013) used legitimacy from the government and
other authorities as motivators of university implementations of different security policies.
Simultaneously with IS scholars analyzing legitimacy and its relationship with IT diffusion, Son
(2011) introduced legitimacy to infosec policy compliance, explaining that intrinsic motivators are

better predictors of compliance than traditional extrinsic motivators.

Understanding the differences between the institutional view of legitimacy as a property and the
psychological view of legitimacy as a perception (Suddaby et al., 2017), Tost (2011) bridges the
discrepancies between the institutional and behavioral views by formulating a theoretical
framework of legitimacy judgments. In order to form a judgment of generalized legitimacy, the

person makes instrumental, moral, and relational evaluations (Tost, 2011).

Immediately after a legitimacy judgment takes place, this legitimacy judgment leads to the
intention to comply or react to it. Moreover, it is argued that legitimacy judgments lead to a general
perception of legitimacy, thereby influencing behaviors (Tost, 2011). Furthermore, the
effectiveness of interventions to induce legitimacy by managers depends on congruence between
organizational and personal values because personal values affect the legitimacy perception and

govern individual behavioral choices (Tyler, 1997).
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Personal Values

Schwartz conceives values as a universal system of cognitive representations of the individual
motivations. Schwartz places importance on the concept that people differ only in the relative
weight each individual has on each of the value types. Since each of them represents one
motivation, it is possible to give high priority to different values simultaneously. Schwartz initially
defines ten types of values, later extending his theory by dividing some of those ten value types to
account for 19 types of values which form the circular motivational continuum (Schwartz et al.

2012).

Rohan clarifies that all humans have a value system, and this value system is comprised of a
specific number of value types. Still, each person places a different relative priority on each of the
value types (Rohan 2000, p. 262). We want to highlight that, according to Rohan, the value types
defined by Schwartz are unique and apply to all humanity regardless of whether they are being
studied in the context of personal or social value systems. However, on a personal level, there will
be only one personal value system, while people tend to have more than one social value system.
She also points out that the personal and social value systems are comprised of exactly the same
value types and are in constant conflict when a person needs to adhere to social norms. (Rohan

2000, p. 267).

Schwartz (1992) diagramed the value types making emphasis on those priorities of adjacent value
types will be similar while in opposite values, there will always be conflicting and large differences
in priorities. The literature identifies the values construct as a multidimensional and summarizable
in terms of a two-dimensional structure (Bardi and Schwartz 2003; Rohan 2000; Schwartz 1992;
Schwartz 1999; Schwartz et al. 2001). Even with many values being part of any of the value types

(56 values tested by Schwartz), the value construct can be parsimoniously defined as comprised
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of "four higher-order value types that form two basic, bipolar, conceptual dimensions" (Schwartz

1992, p. 43).

The two bipolar dimensions are openness to change versus conservation and self-enhancement
versus self-transcendence. Openness to change orders the values in a way that motivates the person
to follow his/her own interest (no matter if it is economical, intellectual, or emotional interest),
sometimes in directions riskier than other people would do. Conservation considers the values that
look to maintain the status quo and are averse to change and prompt to keep traditions and maintain

long-time relationships (Schwartz 1992).

Self-enhancement orders values that motivate people to highlight their own personal interests
(even at the expense of others). Self-transcendence promotes values that encourage people to be
unselfish and look to benefits to be generally distributed between relatives, others, and society in

general (Schwartz 1992).

RESEARCH MODEL

Figure 1 is a diagram of our research model, created to align infosec policy compliance with
legitimacy and personal values theories. We aim to modify the full PMT nomology (Boss et al.,
2015) by including legitimacy concepts to complement one of the current leading theories in

InfoSec policy compliance research.

We posit that legitimacy can be included in the current PMT nomological representation (Boss et
al., 2015), and we can replace fear with legitimacy. Furthermore, we argue that threat appraisals

are essential in creating legitimacy judgments even though they don’t include all the evaluation
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elements required to be salient for an individual to form generalized legitimacy (Tost, 2011) and

then decide to comply with the security policy.

A legitimacy perspective in voluntary compliance to norms requires exploring and understanding
people’s values as motivators to perceive the rule as legitimate as well as acceptable moral
behavior (Tyler, 1990, 1997). So we introduce Schwartz (1992) ’s theory of value types as another
important factor contributing to the model and hypotheses development. Personal values can spark
relational, moral, and instrumental evaluations leading to generalized legitimacy judgments in the
individual (Tost, 2011). Those judgments are the mental evaluations through which the person
analyzes and forms the generalized legitimacy perception of the policy (Finch et al., 2015).
Furthermore, personal values directly affect behavior (Sagiv & Roccas, 2021; Sagiv & Schwartz,
2021), and it has been demonstrated in different studies about motivators or inhibitors to rule-

breaking (Feldman et al., 2015).

Threat
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Figure 1: Research Model
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Tyler and Blader (2005) based their understanding of compliance with organizational regulations
by building on top of the obeying the law literature that emphasizes the need for society to motivate
and enforce compliance with the law (Tyler, 1990, 2006b). Tyler and Blader (2005) say that
“organizational rules and policies stipulate desired employee behavior, and organizations benefit
when those policies are followed” (p. 1145). Compliance is the act of rule-following involving
conformity to organizational policies (Tyler & Blader, 2005). Compliance involves actions that
align behavior in the workplace with organizational policies (Tyler & Blader, 2005), and
organizations can gain voluntary compliance with their rules if authorities and regulations are

consistent with what people consider right or wrong (Tyler, 2006b).

The obeying the law literature identifies two important types of an internalized sense of obligation
to comply with the law (Tyler, 2006b). First, “citizens may comply with the law because they view
the legal authority ... as having a legitimate right to dictate their behavior” (Tyler, 2006b, p. 25).
This represents people’s need to bring their behavior into line with the rule out of the perceived
legitimacy of such a norm (Tyler, 2006b). An intrinsic assumption that legitimacy enhances
compliance with the law is commonly accepted by lawyers and scholars (Tyler, 2006b). In their
view, a legitimacy perception becomes an obligation to comply with the requirements of an
authority irrespective of rewards or sanctions (Tyler, 2006b). In his seminal work on obedience to
the law, Tyler (1990) analyzed overall levels of legitimacy and its relation to adherence to the law
and found that those who view the norm as legitimate were more likely to comply with the law
(Tyler, 2006b). Similarly, Tyler (2006b) reviewed 16 studies on protests suggesting that perceived
illegitimacy of the norms prompted protest and noncompliance with the law. Furthermore, in the
context of organizational policies, it has been demonstrated that a generalized legitimacy

perception produces the final result of compliance with the policy (Tyler & Blader, 2005).
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In the case of InfoSec policies, organizations seek compliance with security norms and regulations
to protect information assets while facilitating coordination and ensuring a secure environment to
conduct regular activities smoothly (Kappelman et al., 2021). The extant InfoSec literature
highlights the importance of compliance with InfoSec policies to protect organizations from
security threats (e.g., Cram et al., 2019; Cram et al., 2021; Moody et al., 2018). Thus, we
hypothesize that similar to general organizational policies (Tyler & Blader, 2005), a high

legitimacy perception of the proposed policy will lead to higher compliance with it.

H1.A perceived legitimacy will positively influence compliance with the InfoSec policy.

The second type of internalized sense of obligation to comply with the law identified in the
literature on obeying the law derives from “the person’s desire to behave in a way that accords
with his or her own sense of personal morality” (Tyler, 2006b, p. 25). Personal morality is the
individual’s feeling of an obligation to do what is right according to the person’s values system
(Tyler, 2006b). Furthermore, Tyler and Blader (2005) demonstrated that the person’s values

judgments encourage voluntary rule-following (compliance) via self-regulatory mechanisms.

Feldman et al. (2015) studied motivators and inhibitors of breaking the rules. Their study was
motivated by reactions to ethical scandals in business that associated the unethical behavior with
“falling moral standards caused by lack of values” (Feldman et al., 2015, p. 69). Based on the
theory of personal values (Schwartz, 1992), they explained how personal values are associated
with rule-breaking behavior and how some second-order construct values are better predictors of
rule-breaking behavior than others. We introduced the construct in our model and hypotheses
based on existing IS compliance research, integrating the values construct theory by considering

the complete second-dimensional order and its bipolar definition (Torres & Crossler, 2019).
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Openness to change orders the values in a way that motivates the person to follow their own
interest (no matter if it is economical, intellectual, or emotional interest) sometimes in directions
riskier than other people would do. Conservation considers the values that look to maintain the
status quo and are averse to change and prompt to keep traditions and maintain long-time
relationships (Schwartz 1992). In that sense, we propose openness to change will negatively impact
the intentions to comply with the policy. At the same time, conservation will be more positively

related with intentions to comply with InfoSec policies.

H2a: Conservation is related with intention to comply with InfoSec policy, such that individuals

who prioritize this value are more likely to comply with InfoSec policies

H2b: Openness to change is related with intention to comply with InfoSec policy, such that

individuals who prioritize openness to change are less likely to comply with InfoSec policies.

Self-enhancement orders values that motivate people to highlight their own personal interests
(even at the expense of others). Self-transcendence promotes values that motivate people to be
unselfish and look to benefits to be generally distributed between relatives, others, and society in
general (Schwartz 1992). As with openness to change, we postulate a negative impact from self-
enhancement on intentions to comply with security policy. Thus, we propose self-transcendence

to be positively related with the intention to comply with information security policies.

H3a: Self-transcendence is related with intention to comply with InfoSec policy, such that

individuals who prioritize this value are more likely to comply with InfoSec policies

H3b: Self-enhancement is related with intention to comply with InfoSec policy, such that

individuals who prioritize openness to change are less likely to comply with InfoSec policies.
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“Legitimacy shapes the motivations that are engaged when people are involved in understanding
the social world” (Tyler, 2006a, p. 386). If a group status is considered legitimate, people are
motivated to interpret the rules and norms in ways that justify them because they support their
existing social arrangement (Tyler, 2006a). According to “Why People Obey the Law” (Tyler,
1990, 2006b), people focus not only on the personal gain/loss within a particular situation, but they
make different evaluations of results of potential behaviors to make an assessment of whether a
reaction to the law is appropriate (Tyler, 1990, 2006b). The evaluations previous to the legitimation
of a law or regulation have been formulated in a framework of legitimacy judgments (Tost, 2011).
In order to form a general perception of legitimacy about a rule, norm, institution, and authority,
the person makes instrumental, moral, and relational evaluations (Tost, 2011). Moral evaluations
of a law or rule are interpretations of how well the norm adapts to the person’s beliefs or values
system and how much it supports the person’s existing social/ethical arrangements (Sagiv &

Roccas, 2021; Tost, 2011).

Personal values have been posited to affect not only behaviors but also people’s perceptions and
cognition over time and across situations (Sagiv & Schwartz, 2021). Furthermore, the relationship
between values and behavior has been proposed to present three organizing principles:
accessibility, interpretation, and control (Sagiv & Roccas, 2021). Each principle has a mechanism
through which values and behavior are connected, and cognition is translated into action (Sagiv &
Roccas, 2021). The interpretation mechanism aligns with the evaluations made by the social
system members. In interpreting, an individual compares the legitimacy perception to a reference
point to decide if the action from authority is legitimate or not (Finch et al., 2015). We consider
that in the case of InfoSec policy compliance, the relationship between evaluation and

interpretation as a mechanism to translate values into behavior is consistent with the
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aforementioned theorization of moral evaluations in legitimacy judgments (Finch et al., 2015;

Tost, 2011)

For instance, in a series of experiments where people were presented with a social dilemma
(contribution vs. competition), the participants’ interpretation (perception) of the dilemma was
found to be dependent on their values (Sagiv et al., 2011). When a situation was framed as a form
of cooperation, the perception of a boss’s just request correlated positively with universalism and
benevolence values that reflect concern for others and negatively with power, achievement, and
hedonism values that promote self-interests (Sagiv et al., 2011). Similar to the previous example
in which values that reflected a concern for others elicited a perception of justness over a request
from a boss, the perception of legitimacy is attached to the values and the perceptions of personal

vs. group benefits (Tyler, 2006a).

The personal values theory (Schwartz, 1992) posits that self-transcendence values and most of the
conservation values (except for security personal), as represented in figure 2, have a social focus
in which concerns for others, their family, group, or organizations affect the interpretation and
analysis of a possible behavior (Sagiv, 2011; Sagiv & Schwartz, 2021; Sagiv et al., 2011; Schwartz

& Sagiv, 1995).
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Figure 2. Value types with a social focus

Note. Reprinted from Sagiv, L., and Schwartz, S. H. 2021. “Personal Values across Cultures,”
Annual Review of Psychology (73), p. 2022

People who value conservation, particularly societal security, refer to maintaining social order,
and at the national level, they expect government stability (Sagiv & Schwartz, 2021; Schwartz et
al., 2017). Furthermore, tradition and conformity values also tend to make interpretations with a
focus on their group or organization and maintain a high standard of moral evaluation (Sagiv,
2011; Sagiv & Roccas, 2021; Sagiv & Schwartz, 2022). Therefore, in the case of InfoSec, in which
security becomes an ethical evaluation affecting groups and organizations, we hypothesize that
values reflecting security and concern for the group, such as conservation, will positively impact
the legitimacy perception of the InfoSec policy. Moreover, following the required tradeoff between
opposite values included in the bipolar second-order conceptualization (Bardi & Schwartz, 2003;

Feldman et al., 2015; Sagiv, 2011; Schwartz, 2013; Schwartz, 1992; Schwartz et al., 2017;
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Schwartz et al., 2001), we propose that self-enhancement will negatively affect the legitimacy

perception of the InfoSec policy.
H4a: Conservation positively influences legitimacy perceptions of InfoSec policies.
H4b: Openness to change negatively influences legitimacy perceptions of InfoSec policies.

People who value self-transcendence highly tend to perceive actions from an altruistic perspective,
and they also tend to choose occupations that benefit others (Sagiv & Schwartz, 2021). Therefore,
in the case of InfoSec policies, in which secure behaviors are promoted for the general
organizational benefit over the individual benefit as part of work ethics, we hypothesize that values
reflecting concern for others, such as self -transcendence, will positively affect the legitimacy
perception of the InfoSec policy. Moreover, following the required tradeoff between opposite
values included in the bipolar second-order conceptualization (Bardi & Schwartz, 2003; Feldman
et al., 2015; Sagiv, 2011; Schwartz, 2013; Schwartz, 1992; Schwartz et al., 2017; Schwartz et al.,
2001), we propose that values that promote self-interest, such as self-enhancement, will negatively

affect the legitimacy perception of the InfoSec policy.
Hja: Self-transcendence positively influences legitimacy perceptions of InfoSec policies.
H5b: Self-enhancement negatively influences legitimacy perceptions of InfoSec policies.

PMT consists of two appraisal processes: threat appraisal and coping appraisal. A threat appraisal
consists of both vulnerability, which is how the threat applies to their specific circumstances and
will effectively occur (Maddux & Rogers, 1983), and severity, which is how harmful or the extent

of damage the threat can cause (Wall & Buche, 2017).

We continue drawing from legitimacy theory, proposing that individuals judge the legitimacy of

rule, norm, or policy, by using instrumental, moral, and relational criteria (Finch et al., 2015; Tost,
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2011). We claim that perceived vulnerability and susceptibility are instrumental and relational
evaluations of the policy in order to determine its legitimacy. Furthermore, extant research has
demonstrated that both severity and vulnerability are partially mediated by fear, thus directly
affecting fear (Boss et al., 2015). Considering that we posit in this research project that legitimacy
perceptions replace fear in the PMT nomological network and that threat appraisal can be
considered as one of the types of evaluations required to form legitimacy perceptions of an InfoSec
policy, the threat appraisal — legitimacy relationship will be positively correlated as described in

the following hypotheses:

Hé6a. An increase in perceived vulnerability to the threat increases the legitimacy of the InfoSec
policy.

H6b. An increase in the perceived severity of the threat increases the legitimacy of the InfoSec
policy.

PMT has extensively hypothesized the relationship between threat appraisal and compliance with
InfoSec policies. An increase in the perceived severity of a threat and perceived threat vulnerability
increases compliance with the InfoSec policies due to policies being the mechanism designed for
protection commonly described in the InfoSec compliance literature (Boss et al., 2015; Crossler et

al., 2014; Herath & Rao, 2009; Johnston & Warkentin, 2010b; Johnston et al., 2015; Mou et al.,

2022; Wall & Warkentin, 2019).
H7a. An increase in perceived vulnerability to the threat increases compliance with InfoSec policy.
H7b. An increase in perceived severity of the threat increases compliance with InfoSec policy.

The PMT posits that if the person feels capable of coping with the threat, the threat appraisal

process fails, and it is not considered because the threat is unnoticed (Boss et al., 2015; Floyd et
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al., 2000). The coping appraisal process considers three constructs: self-efficacy, response
efficacy, and response costs (Maddux & Rogers, 1983). Response efficacy is how much a person
believes that they have an effective response to the threat (Maddux & Rogers, 1983). Self-efficacy
is understood as the individual’s perception of their ability to accomplish what is required
(Compeau & Higgins, 1995) in this case, to avert danger. “Response costs are any perceived direct
personal costs (e.g., effort, time, money, or trouble) incurred by the individual by taking protective
steps” (Boss et al., 2015, p. 831). As previously posited in PMT research coping appraisal response
requires that people believe the response is adequate, perform the response, and the cost will not
be high (Aurigemma et al., 2019; Boss et al., 2015; Johnston & Warkentin, 2010b; Johnston et al.,
2015; Rogers, 1975; Tsai et al., 2016; Wall & Warkentin, 2019; Warkentin et al., 2016). This leads

to the following hypothesis from fear appeals and PMT research that we include in our model:

H8a. An increase in response efficacy increases InfoSec policy compliance

H8b. An increase in self-efficacy increases InfoSec policy compliance

H8c. An increase in response costs decreases InfoSec policy compliance

The model is grounded in the theory of personal values (Schwartz, 1992; Schwartz et al., 2017),
the social psychology model of legitimacy and law obedience (Tost, 2011; Tyler, 1990, 2006b;
Tyler & Blader, 2005). Additionally, our model comprises general relationships based on the
extant PMT and fear appeals security research (Boss et al., 2015). Our research model,

incorporating all the above-explained hypotheses, is summarized in figure 3.
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Figure 3. Detailed Research Model

RESEARCH METHODOLOGY

We used an anonymous self-reported survey using Qualtrics and recruited participants from a
human subjects pool consisting of students over the age of 18 and enrolled in business classes at a
pacific northwest university. Compeau et al. (2012) analyzed multiple studies using student
samples to conclude that using students as research subjects is appropriate if the context and theory
allow for the generalization of the findings. All constructs were adapted to the InfoSec context by

ensuring similar meanings across contexts (Crossler et al., 2018; Hong et al., 2014).

Context

It has been argued that due to rapidly changing technological environments, and when adapting

theories from other disciplines, studies need to be properly contextualized. By doing so, we expect
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to impact the way IS research develops and tests theories, so their predictive power and practical

applicability are enhanced (Niederman & March, 2015).

To contextualize this study, we followed the guidelines of Whetten (2009), Hong et al. (2014), and
Crossler et al. (2018). Each of these papers addresses the challenges of adapting theory from one
context to another. All identify the importance of ensuring similar meaning across contexts as
critical to developing context-sensitive explanations of phenomena. Such context-sensitivity does
not require surface-level similarity of constructs and items — what Locke (1986) called ecological
validity — but rather similarity in the essential features to produce similar underlying meanings for
participants. Furthermore, context is an important factor to consider when defining the

generalizability goals for our studies (Compeau et al., 2012).

This study’s main contextualizing challenge was the global COVID -19 pandemic in 2020-2021.
The lockdowns suffered in 2020 and part of 2021 forced people to work and study from home,
usually using their mobile devices. The FBI warned the public about criminals exploiting virtual
and remote work environments by government agencies and private organizations due to the extent

of people working and studying virtually'.

Our study adopted measures and offered a scenario that capitalized on the critical element of
working and studying virtually by using a mobile device. We sought to recreate a scenario where
the university suggested voluntary adoption of new work/studying from home InfoSec application
targeting mobile devices. We sought a sample frame of individuals experimenting with new

policies due to being at home. Adapting the original measures to the business student taking online

! https://www.ic3.go0v/Media/Y2020/PSA200401
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synchronous classes from the home context provided an opportunity to understand the impact of
new InfoSec policies. Furthermore, it caters to the information security policymaking area, in
which developing work from home policies has become a new challenge. In terms of
generalizability and following Compeau et al. (2012) guidelines for research using student
subjects, we state that our results from business students can be generalizable to current and future
workers. The sample frame also provides a key distinction in participant age, which may help

extend understanding of generational differences in InfoSec policy compliance.

Measures

The measures used in the study, found in appendix 1, are specified below. The changes in items
reflect differences in the context of InfoSec policies while preserving original meanings and

purposes.

For the values construct, we used the Portrait Values Questionnaire (PVQ) measure used in
previous research and developed by Schwartz et al. (2017) to extend the values construct’s cross-
cultural validity. In addition, we adapted the measures from the existing literature: legitimacy and
policy compliance were adjusted from the management literature (Tyler & Blader, 2005). For
threat appraisal and coping appraisal, we adapted previous items from the PMT literature (Boss et

al., 2015; Milne et al., 2000; Woon et al., 2005).

We conducted a preliminary analysis of the management literature for the legitimacy construct and
found a widely cited measure that we decided to use in this project (Tyler & Blader, 2005). As a
result, the wording of the legitimacy and compliance items was modified to target InfoSec policies
and the information security organization specifically, as previously adapted in the IS literature

(Son, 2011). In addition, we added two more items to the scale, accounting for other possible types
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of legitimacy. All the adaptations were made as our contextualization process suggested (Crossler
etal., 2018; Hong et al., 2013), and the changes were made to the instrument before collecting data

from students.

Procedures

The survey was conducted through an online platform, and students were offered the opportunity
to receive extra credit for their voluntary participation in the study. Invitations were anonymously
sent to all students registered to participate in online studies during the time campus was closed,
and all students took their classes online. The students were told their participation was voluntary
and were offered extra credit for participating in the study. The data was anonymous; identifiers
were collected on a separate platform by the lab in charge of running the surveys to provide extra

credit for their involvement.

Students were given a URL for the survey. When participants clicked on the survey invitation,
they saw a welcome screen outlining the research and asking for their consent to participate. If
participants agreed to participate, they could proceed to complete the survey. The survey properties
were set to allow participants to leave any items blank, read ahead in the questionnaire before
completing items and return to prior questions. An additional procedural step was the inclusion of

two attention checks as a primary instrument validation principle (Boudreau et al., 2001)

Results

Analysis
We collected a total of 500 responses. After removing incomplete data and careless respondents,
there were 259 usable responses, as presented in table 1. We followed Schwartz et al. (2017)

recommendations of dropping respondents who used the same answer for more than 49 items (of
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a total of 57 items in the PVQ) or that missed more than 28 answers; in our table, they are called

values outliers.

Total Responses 500
Responses Removed
Did not consent 4
Incomplete responses 52
Failed attention checks 96
Duplicate IDs 71
Speeders/Slow answers (less than 4 11
minutes, more than 50 mins)
Values outliers 7
Usable Responses 259
% Usable responses 51.8%
Average Duration (usable responses) 15.24 mins

Table 1. Responses

We attribute the relatively high number of students who failed the attention checks to how extra
credit was assigned. Students received extra credit for participating in the study, regardless of
whether they failed the attention checks. This undoubtedly led some students, whose only
motivation for participating was to earn extra credit, to respond without carefully attending to the
questions. Including the three attention check questions gives us confidence that these responses
have been filtered out. Similarly, the duplicate IDs could also be due to how the extra credit was
assigned. The students had access to many studies over the semester, and in order to receive extra
credit, they needed to participate in at least two surveys. When the survey was made available to
students, it was the only available survey on the platform. Students who needed two surveys to

obtain extra credit could have tried to fulfill the requirement by taking the same survey twice.

Table 2 shows the demographic details of the sample. The sample has more women (59.8%). The
sample is mostly white (69.9%). The average age is 22 years old, and most students (85.6%) are

in their third or fourth year of higher education.
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AGE Ethnicity Gender Year in School

N % N % N % N Y%
18 11 4.2 | White 181 69.9 | Male 104 40.2 | First 18 6.9
19 24 9.3 | Black 10 39 | Female 155 59.8 | Second 16 6.2
20 70 27.0 | Indian 3 1.2 Third 131  50.6
21 82  31.7 | Asian 36 13.9 Fourth 91 35.1
22 39 15.1 | Hawaii 3 1.2 Other 1 0.4
23 3 1.2 | Hispanic 26 10 Missing 2 0.8
>23 27 104
Missing 3 1.2

Table 2. Participant Age, Gender and Year in School

Table 3 provides the breakdown of the sample in terms of major. 85% of the sample are business

majors, with the highest percentages in marketing, accounting, and general business.

Major N Percent
Marketing 63 24.3%
Non-business majors 38 14.7%
Accounting 37 14.3%
General Business 30 11.6%
Other Business Majors 30 11.6%
Finance 24 9.3%
MIS 15 5.8%
Management 12 4.6%
International Bussiness 10 3.9%

Table 3. Participant Majors

Table 4 reports means (based on unweighted averages of the scale items), standard deviations, and

ranges for each of the constructs in our model. We note that for all constructs except the values

constructs, the responses cover nearly the full range of possible scores, thus providing adequate

variability for our modeling.
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Construct Mean Std Dev Range
Compliance 3.66 0.99 1-5
Legitimacy 3.54 0.58 1.2-4.9
Threat Severity 3.50 0.69 1-5
Threat Vulnerability 2.69 0.95 1-5
Response Efficacy 3.56 0.70 1-5
Response Cost 3.24 0.71 1.25-5
CSE 3.10 0.98 1-5
Conservation 4.35 0.67 2.4-5.87
Openness to Change 4.95 0.61 3.25-6
Self-Transcendence 4.93 0.57 3.27-6
Self Enhancement 4.06 0.77 2-5.89

Table 4. Construct Means and Distributions

Assessment of the Measurement Model

We used SmartPLS 3 (Ringle et al., 2015) to analyze the measurement and structural models. To
assess the measurement model, we tested the reliability, convergent validity, and discriminant
validity of the measures (Lowry & Gaskin, 2014) as well as additional tests recommended for
SmartPLS (Hair et al., 2016). To assess the structural model, we used bootstrapping with 5000

samples.

The values construct was derived by calculating the mean score for each of the 19 first-order values
as the mean of the raw ratings given to the items collected for the value. According to Schwartz
and Butenko (2014), it is necessary to correct for individual differences in the use of the response
scale before performing analyses. Scale use differences can produce results that can be misleading
and inaccurate conclusions due to values always functioning as a system (Schwartz, 2013;
Seligman & Katz, 1996). With the right scores per value, we inserted those items as reflecting the
second-order values constructs used in our hypothesis formulation. Humility and face are
recommended to be treated as separate values when it comes to second-order constructs since
trying to include them as part of the already defined second-order constructs have shown

inconsistent results (Cieciuch et al., 2014; Schwartz & Butenko, 2014; Schwartz et al., 2012;
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Schwartz et al., 2017). In our theorization process, we included only the second-order constructs.

Thus, face and humility were not considered as part of any of the constructs under analysis.

The first assessment of the measurement model indicated potential problems with a few constructs.
In total, for all items collected in the survey, fifteen items had loadings below 0.70. Hair et al.
(2016) argue that “indicators with outer loadings between 0.40 and 0.70 should be considered for
removal from the scale only when deleting the indicator leads to an increase in the composite

reliability ... or average variance extracted ... above the suggested threshold value” (pp.112-113).

We reviewed each of the items that loaded below 0.70 and removed the items with very low
loadings (below 0.40) and/or where a robust conceptual argument could be made. If an item loaded
between 0.5 and 0.7 and the overall construct metrics met their required thresholds, we did not
remove the item. In our analysis, to increase the reliability of the constructs, we dropped two items
from the legitimacy measure (2 and 7), two items from the CSE measure (3 and 7), one item from
threat severity (2), one item from the response costs measure (1). With these items removed, we
re-ran the model. The loadings for the retained items were satisfactory. The composite reliabilities
were all above 0.70, and the average variances extracted were all above 0.50 except for self-

transcendence (0.49) (Table 6).

For discriminant validity, we examined the individual item cross-loadings, which were all less than
the constructs’ loadings. We also compared the shared variance between constructs in comparison
to the shared variance between each construct and its own measures (Fornell & Larcker, 1981).
We identified high correlations between the values construct. This is a consistent finding that
values literature has found common among adjacent values since the value types are linearly

dependent (Schwartz et al., 2017). Noting that high correlations between the values included in
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the model will likely be present and that the constructs should still be considered individually for

the sake of data analysis

All the constructs meet the conditions for discriminant validity as well. We examined the
individual item cross-loadings for discriminant validity, which were lower than the constructs’
loadings. We also compared the shared variance between constructs in relation to the shared
variance between each construct and its own measures (Fornell & Larcker, 1981). In this case, all
constructs meet the conditions for discriminant validity (Table 6). For discriminant validity, the
Heterotrait-Monotrait Ratio (HTMT) can be used as well, and none of the values should exceed
the 0.85 threshold (Henseler et al., 2015). For this model, the highest HTMT value was 0.78
(Vulnerability and Severity), which is natural since both are related as they are considered the
threat appraisal. Also, you can see high correlations between the values construct, which is

expected due to the nature of the values construct as a system, including all the values.

Cronbach
ICR Alpha
1 Compliance 0.928 0.88
2 Legitimacy 0.893 0.86
3 Threat Appraisal Severity 0.835 0.69
4 Threat Appraisal Vulnerability 0.928 0.89
5 Response Costs 0.845 0.75
6 Response Efficacy 0.840 0.80
7 CSE 0.907 0.88
8 Openness to change 0.837 0.76
9 Conservation 0.799 0.68
10 Self-enhancement 0.787 0.55
11 Self-transcendence 0.824 0.74

Table 5. Composite Reliability, Cronbach Alpha and AVE
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1 2 3 4 5 6 7 8 9 10 |11

1 | Compliance 0.90
2 | Legitimacy 047 10.72
3 | Threat Severity 028 1032 |0.80

Threat
4 | Vulnerability 024 1028 [0.63 |0.90
5 | Response Costs -0.07 | -0.19 |-0.12 | -0.11 | 0.81
6 | Response Efficacy |[0.33 [0.53 038 |044 |-0.15 |0.76
7 | CSE 0.14 1020 [0.07 [0.03 |-0.13 |0.18 |0.74
8 | Openness to change | 0.11 |[0.02 |[0.01 |[0.03 ]0.02 |0.05 |0.12 |0.80
9 | Conservation 030 1024 (024 |[021 [0.02 |0.25 |0.09 |0.35]0.71
10 | Self-enhancement | 0.10 | 0.11 |0.11 |0.15 [0.00 |0.19 [0.10 | 0.47 |0.38 | 0.81
11 | Self-transcendence | 0.20 | 0.15 [0.11 ][0.06 |-0.04 | 0.12 |0.17 | 0.55)0.46|0.43]0.70

Note: Diagonal elements (shaded) are the square root of the average variance extracted (AVE). Off-
diagonal elements are the correlations among constructs. For discriminant validity, diagonal elements
should be larger than off-diagonal elements.

Table 6. Discriminant Validity

Overall, the reliability scores and the fit of the corresponding measurement model were acceptable.
The SRMS saturated was .071, which presents an acceptable model fit (< 0.8) (Brown, 2015; Hair

etal., 2016).

Assessment of the Structural Model

We found mixed results for the hypotheses in the research model presented in Figure 5. First,
legitimacy was a very strong predictor of compliance with the security policy. From the values
system, only conservation had a significant effect on compliance as well as on legitimacy. Finally,
the threat appraisal constructs (vulnerability and severity) had substantial significant effects on
legitimacy, even though the path threat vulnerability - legitimacy was significant only at the .1

level (Beta=.102; p =.069).
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Figure 4: Results

Two things were surprising from our results. First, the threat appraisal (vulnerability and severity)
constructs did not directly influence compliance with the security policy. We ran a mediation
analysis as Hair et al. (2016) recommended, finding that legitimacy fully mediated the relationship
between the threat appraisal constructs and compliance with the security policy. Furthermore, the
coping appraisal constructs didn’t significantly influence compliance with the security policy as

usually supported in InfoSec research using PMT as the theoretical framework.

Our mediation analysis considered that threat appraisal and coping appraisal go through a
legitimacy judgment evaluation process. The evaluations previous to legitimizing a law or
regulation have been formulated in a framework of legitimacy judgments (Tost, 2011). In order to
form a general perception of legitimacy about a rule, norm, institution, and authority, the person
makes instrumental, moral, and relational evaluations (Tost, 2011). We include moral evaluations

of a law or rule as interpretations of how well the norm adapts to the person’s beliefs or values
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system and how much it supports the person’s existing social/ethical arrangements (Sagiv &
Roccas, 2021; Tost, 2011). Also. Tost (2011) posits that in order to form a judgment of generalized
legitimacy, the person makes other instrumental and relational evaluations (Tost, 2011). PMT
considers the coping appraisal a mechanism through which evaluations of the personal cost, the
efficacy of the proposed solution, and the capability to administer the remedy on its own are
connected to the expected behavior (Warkentin et al., 2012). This mechanism aligns with the
evaluations made in legitimacy judgments. In interpreting, an individual compares the legitimacy
perception to a reference point to decide if the action from authority is legitimate or not (Finch et
al., 2015; Tost, 2011). In the case of InfoSec policy compliance, the relationship between
evaluation and legitimacy as a mechanism to translate the coping appraisal into behavior is
consistent with the aforementioned theorization of instrumental and relational evaluations in

legitimacy judgments (Tost, 2011)

Immediately after a legitimacy judgment takes place, this legitimacy judgment leads to the
intention to comply or react to it. Moreover, it is argued that legitimacy judgments lead to a general
perception of legitimacy, thereby influencing behaviors (Tost, 2011). We continue drawing from
legitimacy theory, proposing that individuals judge the legitimacy of rule, norm, or policy, by
using instrumental, moral, and relational criteria (Finch et al., 2015; Tost, 2011). Let’s consider
that the threat and coping appraisal are instrumental and relational evaluations of the policy. The
evaluations need to be made before the person determines the legitimacy of the proposed policy.

The results from our mediation analysis are summarized in figure 5.
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Figure 5: Mediation Analysis Results

Our full mediation analysis suggests that threat severity significantly influences legitimacy, while
all the coping appraisal constructs (CSE, Response Costs, and Response Efficacy) significantly
influence a legitimacy perception. Regarding the values construct, the results were surprising since
the only value that had a significant influence on compliance was conservation. All other values
(openness to change, self-enhancement, self-transcendence) were not significant towards
compliance with the security policy. Regarding the expected influence of values in the formation
of legitimacy perceptions, again, conservation was the only value with a significant influence on
legitimacy. The mediation test (Hair et al., 2016) indicates that legitimacy perceptions partially
mediated the relationship between conservation and compliance. Finally, similar to the values—
compliance relationship, all other values (openness to change, self-enhancement, self-

transcendence) were not significant towards legitimacy perceptions.
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Common Method Bias

Because our data were collected in a single survey, it is essential to rule out CMB as a threat to
validity. We followed the approach of Simmering et al. (2015) as implemented by Chin et al.
(2013) for PLS, using blue attitude (Miller & Chiodo, 2008) as a marker variable. The results
produced very similar results, thus supporting the claim that common method bias is not present

in our study.

DISCUSSION

Our study yields important implications for theory. Expanding upon our findings of the importance
of legitimacy perceptions in compliance with InfoSec policies, this section provides a detailed

reflection on our results in relation to our model and hypothesis.

The most important implication is similar to what has been found in general law (Tyler, 1990,
1997) and organizational policies (Tyler & Blader, 2005). Legitimacy perceptions of a suggested
security request or policy from the information security department heavily influence compliance
with such policy. In an information security context, compliance involves actions that align
behavior in the workplace with security policies (Tyler & Blader, 2005), and organizations try to
gain voluntary compliance with their rules which is only possible if employees consider the

particular policy legitimate (Tyler, 2006b)

Introducing legitimacy perceptions as the primary motivator to compliance in the PMT
nomological network is a substantial contribution to the InfoSec policy compliance literature
discussing the effectiveness of fear appeals in producing sustainable and permanent secure

behaviors in employees and IT users (Renaud & Dupuis, 2019).
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The PMT literature shows inconsistent and sometimes inconclusive results about the relationships
between the five main independent variables (threat severity, threat susceptibility, response costs,
response efficacy, and self-efficacy) and intention to comply (Mou et al., 2022). Furthermore, in
Mou et al.’s metanalysis, only three of PMT’s five determinants of security intention are supported.
Similar to our results, they found inconsistent support for perceived vulnerability and no evidence
for response cost (Mou et al., 2022). Our results indicate that in the presence of legitimacy, none

of PMT” s predictors influence intention to comply with the security policy.

In the PMT literature, multiple studies do not include fear as an intermediary step between threat
appraisal and compliance or behavioral intention (Mou et al., 2022) (e.g., Johnston & Warkentin,
2010a; Johnston et al., 2015; Wall & Warkentin, 2019). Furthermore, when fear is included in the
model, the relationship between threat appraisal and behavioral intention is partially mediated by
fear. The threat appraisal constructs directly influence behavioral intention (Boss et al., 2015; Mou
et al., 2022). The fact that in our results, legitimacy fully mediated the relationship between threat
and coping appraisal with compliance is fascinating. It indicates that legitimacy perceptions are
based on instrumental, relational, and moral evaluations (Tost, 2011) that the person makes before

committing to obey or accept a new rule.

Furthermore, our mediation analysis of our data suggests that all coping appraisal constructs
(response efficacy, self-efficacy, and response costs) exert a significant influence on legitimacy
perceptions. This analysis provides empirical support to Tost (2011) legitimacy judgments
conceptualization, indicating that instrumental, relational, and moral evaluations precede and lead

to a general perception of legitimacy that ultimately influences our behaviors (Tost, 2011).

The relationship between the values construct and legitimacy was not according to the expectation
and was somehow disappointing. Tyler (1990), in his seminal work “why people obey the law,”
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mentions that the individual makes a relational evaluation between the authority and the self. Based
on how similar they are, or in other words, how much of the values are shared, the person forms a
legitimate perception of the law. However, even if the person believes the law is legitimate,
whenever there is a discrepancy between the personal values system and the authority values
system, obedience to the law will be diminished due to the conflict of values. We speculate that,
in our context, students perceive the IT security organization as a holder of conservation values. If
that is the case, only students holding the same value type (conservation) would be motivated to

accept the suggestion from the IT department based on values similarity.

Moreover, the evaluation of similar values can be what drives the influence of conservation in
legitimacy perceptions. Because the person identifies with the organization’s values, the new rule
or suggested behavior is perceived as legitimate based on a relational evaluation of the

organization’s values structure compared to the personal values system.

Our study yields important recommendations for practice as well. Compliance with security
policies requires that the organization develops a series of actions intending to align behavior in
the workplace with organizational policies (Tyler & Blader, 2005). The best way organizations
can gain voluntary compliance with their rules is by inducing a perception of such a rule being
legitimate and consistent with what people consider brings benefits to both the employee and the

organization.

This study helps identify which values to watch for and how the importance of reinforcing security
values in the workforce to promote the proper and long-term implementation of security policies.
This study highlights the importance of workers with conservation type of values when aiming to
present InfoSec policy compliance as an element of personal gain rather than a tool to keep them
safe and secure. When workers driven by these values understand that the policy will keep them
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safe and does not require substantial changes according to their traditions, they will be more likely
to comply with security policies, even more, when they perceive the rule to be according to their

personal value system.

Limitations and Future Research

The findings of our study must be considered in light of our study’s limitations. Covid 19
drastically changed the context in which the study was developed. Our efforts to contextualize the
online class environment limit our ability to conclude whether our findings can be fully generalized
(Cram et al., 2019). COVID -19 forced our base to go through a contextual change regarding
compliance with security policies that could have potentially modified their legitimacy perceptions
when it comes to abiding by rules proposed by the IT department. Replications in a different
context and hopefully under normal conditions could shed light on the personal values —
legitimacy, and the personal values — compliance relations. Further research can explain the lack
of significant results for most of the value types. Currently, there are studies in progress identifying

possible value changes due to the COVID -19 pandemic (Sagiv & Schwartz, 2021)

Finally, we measured self-reported compliance with the security policy rather than behavioral
intention. We aimed to study the actual security behavior as suggested in the InfoSec literature
(Crossler et al., 2013; Lowry et al., 2017). We agree with scholars arguing that in a research design
measuring actual behavior, the results may be different, and we could potentially provide stronger
evidence for the values system influencing and motivating secure behaviors (Sagiv & Schwartz,

2021).

Future research seeking to identify the interventions needed to modify the individual’s legitimacy

perceptions and their values scale is warranted in order to alter and improve compliance with
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InfoSec policies. Values have been proposed to be changed through a series of processes:
“identification; adaptation; priming; consistency maintenance; and direct persuasion” (Sagiv &
Schwartz, 2021, p. 28.13), and legitimacy perceptions through the communication style used by

the organization (Barrett et al., 2013).
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