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Abstract 

The experience of fear of external security threats has been considered to be generally associated with 

organizational insiders’ protection motivation and behaviors. The most important theoretical foundation to 

explain insiders’ behavioral reactions to fear is the Protection Motivation Theory (PMT). Based on PMT, 

previous information systems (IS) security researchers have identified antecedents of insiders’ security-related 

behaviors, such as security policy compliance and noncompliance and the adoption of protective technologies. 

However, previous research has largely overlooked the possibility that insiders’ experience of fear can lead to 

proactive information security behaviors (ISB) that are self-initiated and future-oriented. Motivated thus, this 

study focuses on two proactive ISB (voice and individual innovation) and aims to identify the underlying 

motivations. Based on Lebel (2017)’s model, this article identifies can-do (emotional regulation knowledge) and 

reason-to (felt responsibility for constructive change) motivational factors under which fear of external security 

threats can lead to insiders’ proactive security behaviors. This article contributes to PMT and information security 

behavior research by specifying when and why fear of security threats leads to insiders’ proactive ISB. This 

study provides important practical suggestions for organizations to understand insiders’ behavioral reactions to 

emotional experience of fear of external security threats, resulting in improved organizational security protection. 
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1. Introduction 

Safeguarding organizational information assets is the primary goal of organizational IS security (Posey et 

al. 2013; Siponen and Vance 2010). Organizational insiders have been considered as exerting a significant 

influence on protection of organizational information assets (Willison and Warkentin 2013). Organizational 

insiders are “full-time employees, part-time employees, temporary workers, and external consultants who have 

been given authorized access to organizational information” (Posey et al. 2015, p. 180) and can include part-

time or seasonal employees (Sharma and Warkentin, 2019). Insiders’ behaviors have been considered as 

determinants of the success of organizational information security initiatives (Da Veiga and Eloff 2010; Ng et al. 

2009). 

Organizations have taken extensive efforts in motivating insiders’ policy compliance behaviors, such as 

implementing security education, training, and awareness (SETA) programs (D'Arcy et al. 2009), rewarding 

protective behaviors (Posey et al. 2015), improving message persuasiveness of fear appeal (Boss et al. 2015), 

and so on. However, organizations continue to struggle with organizational information security protection from 

increasing security threats. Cybersecurity Ventures predicts that cybercrime will cost business globally over $6 

trillion annually by 2021 even if the cumulative spending on cybersecurity will be more than $1 trillion from 

2017 to 20211. 

More importantly, with the evolving change of information technology and security threats, organizations 

realize the importance of employees’ proactive thinking about security decision making. In order to cope with 

the evolving security threats, organizations should motivate insiders to not only adopt recommend security 

solutions but also to take proactive actions to  help organizations strengthen their overall information security 

management. For example, employees might speak up about possible organizational vulnerabilities or foresee 

potential information security issues in the work processes or even develop measures to address future security 

concerns. Security magazines report that “organizations should consider rewarding or acknowledging 

individuals who embrace good cyber strategies”2. Thus, in this research, our objective is to theorize about the 

types of proactive ISB and the factors influencing employees’ intention in engaging in proactive ISB. 

 
1 https://cybersecurityventures.com/hackerpocalypse-cybercrime-report-2016/ 
2 https://www.securitymagazine.com/articles/89138-employee-behaviors-have-a-direct-impact-on-corporate-cybersecurity-
effectiveness 

https://cybersecurityventures.com/hackerpocalypse-cybercrime-report-2016/
https://www.securitymagazine.com/articles/89138-employee-behaviors-have-a-direct-impact-on-corporate-cybersecurity-effectiveness
https://www.securitymagazine.com/articles/89138-employee-behaviors-have-a-direct-impact-on-corporate-cybersecurity-effectiveness
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When employees are proactive, they are likely to take actions in advance rather than react to situational 

factors. Proactive behavior is individual level, self-initiated, and future-oriented (Parker et al. 2006). Employees 

conduct proactive behavior to make an impact on the self or the organization. In the organizational literature, 

various antecedents have been proposed for affecting employees’ proactive behavior such as flexible role 

orientation (Parker et al. 2006), fear (Lebel 2016), and role breadth self-efficacy (Fuller Jr et al. 2012). 

Interestingly, among these factors, we discovered the scholarly argument on theorizing the linkage between 

negative emotions, such as fear, and proactive actions (Lebel 2016; Lebel 2017; Sonnentag and Starzyk 2015). 

In IS security literature, fear has become a well-known construct framed to affect insiders’ protection motivation 

and security-related behavior (Johnston and Warkentin 2010; Boss et al. 2015; Posey et al. 2015). Yet there has 

been little investigation of the mechanisms underlying the relationship between fear and proactive ISB. Given 

the increasing attention on employees’ proactive security behaviors and the proven role of fear in employees’ 

security behaviors, our research objective is to fill the research gap by exploring the relationship between the 

fear and employees’ proactive ISB. To achieve this, we draw on a contingency model of emotion and proactivity 

developed by Lebel (2017) to develop and empirically test a theoretical model identifying specific factors that 

determine when fear of security threat is directed toward proactive ISB. 

This paper provides several important theoretical and practical contributions to information security 

research. First, prior IS security study has investigated the effect of fear on insiders’ security-related behavior. 

This paper develops a more detailed understanding of the effect of fear on insiders’ proactive ISB. Second, the 

effect of fear on insiders’ behavior varies (Lebel 2017; Oh and Farh 2017). This paper contributes to PMT in IS 

security research by specifying when fear of external security threat produces proactive ISB. Third, it is critical 

to identify potential psychological processes between fear and proactive ISB. The understanding of the 

psychological process provides important value to organizational information security management. Addressing 

this question provides practical insight into how the organization can effectively manage insiders’ experience of 

fear and increase organizational information security policy (ISP) effectiveness in the presence of external 

security threats. 
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2. Literature Review 

2.1 Previous Research on Fear and Security-related Behaviors 

Previous IS security research has emphasized the importance of affect (emotions) in influencing employees’ 

security behaviors. For example, D'Arcy and Lowry (2019) investigated the effects of positive and negative 

affect on employees’ daily ISP compliance. Except aggregate emotional experience, there are few IS security 

studies estimating the effects of discrete emotions. For example, D'Arcy and Teh (2019) found that employees’ 

experience of frustration and fatigue arising from security-related stress might negatively influence employees’ 

ISP compliance and Ormond, et al (2019) similarly showed that frustration can contribute to security policy 

violation. Burns et al. (2019) investigated effects of four discrete emotions (happiness, interest, sadness, and 

anxiety) on employees’ precaution taking through psychological capital and psychological distancing. Based on 

appraisal tendency framework (ATF), Xu et al. (2020) compared the effects of two discrete emotions, fear and 

anger, on employees’ computer-related deviant behavior through perceived formal and informal sanctions. 

Table 1. Research Summary of Fear and Security-related Behavior 

Author Theory Mediation variable Security-related behaviors Proactive? 

Boss et al. (2015) PMT Protection motivation Backup; anti-malware software 

adoption 

No 

Posey et al. (2015) PMT Protection motivation Past protection-motivated 

behaviors 

No 

Burns et al. (2017) PMT Protection motivation Protection-motivated behaviors No 

Xu et al. (2020) ATF Perceived formal and 

informal sanction 

Computer-related deviant 

behavior 

No 

Fear, as a negative-valence and high arousal emotion, has been investigated in previous IS security research 

and has been considered to be able to activate individuals’ current or future actions. PMT is the dominant theory 

to explain employees’ security behavioral reactions to fear appeals (Herath and Rao 2009; Hina et al. 2019; 

Ifinedo 2012; Siponen et al. 2014; Vance et al. 2012; Wall and Warkentin 2019). PMT aims to “persuade people 

to follow the communicator’s recommendations” (Floyd et al. 2000, p. 411). Based on PMT, previous research 

empirically estimated the positive effect of fear on employees’ protection motivation and adoption of 

recommended security behavior, such as information security policy compliance and protective technologies 

adoption (Boss et al. 2015; Burns et al. 2017; Posey et al. 2015). Table 1 shows the summary of recent research 

which has empirically investigated the relationship between fear and security-related behaviors. 
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Although PMT is the dominant theory to explain insiders’ security behavioral reactions to fear, previous 

research mostly investigated employees’ adoption of recommended protective behaviors which can be regarded 

as in-role security behaviors. It is important to emphasize that proactive behavior is different than in-role 

behavior. Previous research found that “The key criterion for identifying proactive behavior is not whether it is 

in-role or extra-role, but rather whether the employee anticipates, plans for, and attempts to create a future 

outcome that has an impact on the self or environment” (Grant and Ashford 2008, p. 9). Proactive behavior 

focuses on self-initiated action that refers to doing something without being told or without an explicit role 

requirement (Parker et al. 2006). Thus, we characterize adoption of recommended protective behaviors 

communicated by the organization to be non-proactive ISB. We found no work yet extending the PMT to examine 

proactive ISB. In particular, there already exists the theoretical foundation that explicates the role of fear in 

invoking employees’ proactivity in organizations (Lebel 2017). This research extends PMT to investigate 

employees’ proactive security behavior with a contingency model of fear and proactivity. 

2.2 The Definition of Proactive Information Security Behavior 

Proactive behavior comprises “proactive work behavior, proactive strategic behavior, and proactive person-

environment fit behavior” (Parker and Collins 2010, p. 633). In this paper, we focus on proactive work behavior 

which is more related to employees’ daily workplace behavior. According to the definition of proactive work 

behavior (Crant 2000), we define proactive ISB as anticipatory and self-initiated behavior aimed to prevent 

security threats and improve the situation or the self. We argue that employees who experience fear of external 

security threats can be motivated to conduct proactive ISB. 

In the IS security context, we consider two types of proactive ISB: voice and individual innovation. We 

select these two behaviors for two reasons. First, previous studies have identified four types of proactive work 

behaviors, including “taking charge, voice, individual innovation, and problem prevention” (Parker and Collins 

2010, p. 636). Taking charge indicates that individuals can take control and change the procedures in the 

workplace. Problem prevention indicates that individuals try to find the root cause of things. These two types of 

behaviors require more control and technical capacities and are not appropriate for organizational insiders in the 

context of information security.  

Second, employee voice and individual innovation, regarded as proactive work behavior (Detert and Burris 
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2007), have been investigated in IS security research (Hsu et al. 2015; Jensen et al. 2017). Voice indicates 

individuals’ actions to propose recommendations or suggestions for making improvements on organizational 

security protection (Hsu et al. 2015). Individual innovation has not been estimated in prior IS security research. 

However, Jensen et al. (2017) found that individuals can construct new strategies and mental models to detect 

phishing messages under mindfulness training programs. It indicates that individuals might be able to generate 

new ideas or approaches to prevent the reoccurrence of security threats. However, scholars lack a systematic 

understanding of why and when fear of external security threats leads to these proactive ISB. 

3. Theoretical Foundation and Hypotheses 

Fear is an unpleasant and high activated discrete negative emotion (Smith and Ellsworth 1985). Individuals 

experience fear if they appraise the situation or negative events as uncertain and loss of control. The dominant 

action tendency for fear of security threats is associated with protection motivation and behavior. Following this, 

previous research suggested that employees who experience fear of security threat will be likely to comply with 

security policy or adopt protective technologies (Boss et al. 2015; Burns et al. 2017; Posey et al. 2015). However, 

other research found that fear of external threats can invoke employees’ voice when they perceive a high 

supervisor openness (Lebel 2016). Thus, individuals’ behavioral reactions to discrete emotions, such as fear, 

depend on “the joint occurrence of an emotion and specific external or internal stimulus conditions” (Roseman 

et al. 1994, p. 216). We integrate PMT and Lebel (2017)’s contingent model to show how fear leads to different 

behavioral reactions under specific conditions. 

3.1 Protection Motivation Theory 

The dominant theory to explain individuals’ behavioral reactions to the experience of fear is PMT. PMT 

suggested that individuals make security decisions through two appraisals of the situation: threat appraisal and 

coping appraisal (Floyd et al. 2000). In the threat appraisal process, individuals’ perception of severity of and 

vulnerability to threats and fear will induce their protection motivation. In the coping appraisal process, 

individuals will assess their perception of response efficacy, self-efficacy and response cost. When response 

efficacy and self-efficacy outweigh response cost, individuals will tend to engage in protection motivation. 
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Figure 1. Fundamental PMT Model 

In terms of threat appraisal, fear is important and different with fear appeals which are widely used in 

previous research (Boss et al. 2015; Burns et al. 2017; Posey et al. 2015). Previous research defines fear as 

“relational construct, aroused in response to a situation that is judged as dangerous and toward which protective 

action is taken” (Rogers 1975, p. 96). Boss et al. (2015) argued that “measuring fear helps researchers know 

whether the threat severity and vulnerability generate an appropriate level of fear” (p. 841) and found that the 

effect of threat appraisals on protection motivation is through fear. So we don’t consider perceived threat severity 

and vulnerability in our model but regard them as the trigger of insiders’ experience of fear. According to PMT, 

individuals’ experience of fear and coping appraisal invoke individuals’ protection motivation and then 

individuals transfer their protection motivation to adoption of recommended protective behavior, such as 

adoption of anti-malware software (Boss et al. 2015). The fundamental PMT model is shown in Figure 1. 

3.2 The Contingent Model of Fear and Proactivity 

Although PMT provides critical understanding of individuals’ behavioral reactions to fear, it is still 

unknown how individuals can transfer their protection motivation to proactive ISB. Lebel (2017) proposed a 

framework for understanding individuals’ proactive behaviors when they experienced fear. The authors identified 

specific energized-to (fear), can-do (emotional regulation knowledge), and reason-to (felt responsibility to act) 

motivation. The framework suggests that fear provides energy for individuals to take protective efforts and can-

do motivation and reason-to motivation moderate the relationship between protective efforts and individuals’ 

proactive behavior. The contingent model is shown in Figure 2. 
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Figure 2. Contingent Model in Lebel (2017) 

Table 2. Explanation of Constructs 

Lebel (2017) Explanation In this study Sample item 

Experienced 

fear 

Negatively valenced and high-arousal 

emotion 

Experienced fear of 

external security 

threat 

I am worried about the prospect of 

losing files. 

Support from 

leaders or 

coworkers 

The presence of supportive cues from 

leaders or coworkers 

Supervisor support 

for security 

protection 

My supervisor praises me when I 

adopt proper information security 

practices 

Protective effort Increased focus on a threat or readiness 

for defensive action 

Protection 

motivation 

I intend to expend effort to protect 

my organization from its 

information security threats 

Emotional 

regulation 

knowledge 

“One’s awareness of the most effective 

strategies to modify and nurture 

emotions in particular situations” (Côté 

et al. 2011, p. 1074) 

Emotional 

regulation 

knowledge 

I control my emotions by changing 

the way I think about the situation 

I’m in 

Felt 

responsibility to 

act 

“A psychological state that reflects 

one’s willingness to make 

improvements, deal with problem, and 

put extra effort” (Lebel 2017, p.  198) 

Felt responsibility 

for construct change 

I feel a personal sense of 

responsibility to bring about 

change on security protection 

Proactive 

behavior 

“A self-initiated and future-oriented 

action that aims to change and improve 

the situation or oneself” (Parker et al. 

2006, p. 636) 

Proactive ISB  

-individual 

innovation 

- voice 

- Search out new security 

protective software, technologies 

and/or ideas? 

- Speak up in the organization with 

ideas for new strategies or changes 

in information security policies. 
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In the context of information security, fear of external security threats can be considered as an energized-to 

motivation for insiders’ proactive security behavior. Fear, as a negative emotion, can activate individuals’ 

protective effort, such as increased attention to the threat (Izard and Ackerman 2000) or readiness for defensive 

action (Frijda 1986). Readiness for defensive action refers to individuals’ readiness to interact with the 

environment and engage in protective actions (Frijda et al. 1989). Previous IS security research has cast action 

readiness as individuals’ intention to conduct security behavior (Kim et al. 2016). We argue that protection 

motivation, defined as “an intervening variable that has the typical characteristics of a motive: it arouses, sustains, 

and directs activity” (Rogers 1983, p. 158), shows individuals’ readiness for defensive action. For example, Boss 

et al. (2015) suggested that fear increases insiders’ protective motivation which leads to their protective security 

behavior, such as security policy compliance. Therefore, we consider that, in fear, the energized-to-motivation 

takes the form of protective effort, including protection motivation. 

Emotional regulation knowledge can be regarded as can-do proactive motivation (Lebel 2017) and felt 

responsibility for constructive change can be considered as reason-to proactive motivation (Fuller Jr et al. 2012) 

which direct protective efforts towards proactive behaviors. Emotional regulation knowledge indicates 

individual differences in “awareness of the most effective strategies to modify and nurture emotions in particular 

situations” (Côté et al. 2011, p. 1074). Emotional regulation knowledge has been regarded to be related to 

subordinates’ proactive coping - “where subordinates forgo an immediate reaction in favor of strategies that 

anticipate, avoid, and minimize the impact of future like events” (Oh and Farh 2017, p. 219). Felt responsibility 

to act is considered as “a psychological state that reflects one’s willingness to make improvements, deal with 

problem, and put extra effort”. (Lebel 2017, p. 198). This reason-to proactive motivation emphasizes individuals’ 

responsibility to change the situation. The change-oriented behavior is likely to arise from felt responsibility for 

constructive change (Fuller Jr et al. 2012). 

Based on PMT and Lebel (2017), we assert that fear of external security threats can lead to different security 

behaviors under different conditions. PMT suggests that experience of fear and coping appraisals influence 

insiders’ protection motivation. Lebel (2017) suggested that support from supervisor moderates the relationship 

between fear and insiders’ protective effort. However, what types of security behaviors individuals will conduct 

depends on can-do and reason-to motivation. Based on PMT, protection motivation directly influences non-
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proactive ISB, such as adoption of anti-malware software. However, whether individuals will transfer their 

protection motivation to proactive ISB, such as individual innovation and voice, depends on individuals’ 

emotional regulation knowledge and felt responsibility for constructive change. Our resulting research model is 

shown in Figure 3. 

 

Figure 3. A Research Model of Fear and Security-related Behavior 

3.3 Fear and Protection Motivation 

PMT suggests that insiders are likely to take protection-motivated behavior when they perceived threats 

(Johnston and Warkentin 2010; Johnston et al. 2015). There are two appraisal processes from PMT: threat 

appraisal and coping appraisal. Fear, as a core part of PMT, has been less empirically investigated in previous 

research. Previous research found that “evaluating the efficacy of a fear appeal without measuring fear itself is 

problematic” (Boss et al. 2015, p. 859). This paper aims to identify how fear rather than perceived threats invokes 

proactive security behavior. Considering fear as a core partial mediator between perceived threat and protective 

motivation (Boss et al. 2015), this paper doesn’t consider perceived threat severity and perceived threat 

vulnerability in the research model. 

Lebel (2017) proposed that experienced fear can motivate individuals’ protective efforts. Lebel argued that 

fear, as an unpleasant and high activated negative emotion, can improve individuals’ psychological resources to 

take action (Cosmides and Tooby 2000). This argument is also supported by the affect-as-information theory 

which suggested that affect influences people’s information processing (Carver 2003). Individuals who 

experienced negative emotions from current situation have the motivation to put effort to work on it. PMT also 

suggests that fear can lead to individuals’ protection motivation which finally influences individuals’ adoption 

of recommended action. Previous research has empirically investigated the positive relationship between fear 
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and protection motivation, and the predictive effect of protection motivation on non-proactive ISB, such as 

adoption of recommended anti-malware software (Boss et al. 2015; Burns et al. 2017; Posey et al. 2015). 

However, we argue that protection motivation has no effect on proactive ISB because individuals will take 

proactive actions only in the condition in which the emotional regulation knowledge or felt responsibility for 

constructive change is high. Thus, we hypothesize: 

H1: Fear of external security threats positively influences insiders’ protection motivation 

H2a: Protection motivation positively influences insiders’ non-proactive ISB 

H2b: Protection motivation has no significant effect on insiders’ proactive ISB 

Previous research found that employees experiencing fear tend to deal with the uncertainty by seeking 

support from managers or coworkers about how to respond to the negative events (Gino et al. 2012; Taylor 2006). 

This organizational support can increase fearful employees’ protective efforts (Chan and McAllister 2014). 

Organizational support can increase employees’ efficacy which increases their self-protective efforts (Lebel 

2017). When employees get support from organizations or supervisors, they increase their motivation for 

protecting themselves or others. For example, previous research suggests that fearful individuals are more likely 

to respond to disease actively when they have a high efficacy to act (Witte and Allen 2000). In the case of fear 

of external security threats, insiders who have supervisor support for security protection can increase their 

confidence in dealing with security threats and thereby increase their protection motivation (Puhakainen and 

Siponen 2010).  

H3: Perceived supervisor support positively moderates the positive relationship between fear of external security 

threat and protection motivation 

3.4 Protection Motivation and Proactive and Non-proactive ISB 

In our context of fear arising from external security threats, individuals might take action proactively if they 

can do and have the reason to do. According to the notion that individuals’ responses to emotions are situationally 

contingent, we propose a research model explaining when fear sparks proactivity. Proactivity indicates that 

individuals intend to change the situation and to be constructive (Grant and Ashford 2008). Previous research 

has investigated a number of proactive behaviors, such as speaking up (Detert and Burris 2007), seeking 

feedback (Ashford 1986), or new policies introduction (Frese and Fay 2001).  
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Based on information security literature, this study proposed two proactive ISB, individual innovation and 

voice. Following the model of Lebel (2017), there are two motivational states turning protective efforts to 

proactive behavior, including can-do, reason-to motivation. First, “can-do” motivation emphasizes individuals’ 

evaluation of whether it is possible to conduct proactivity (Cai et al. 2019). Second, “reason-to” motivation 

concentrates on individuals’ assessment of whether it is worthwhile for goal achievement (Grant and Rothbard 

2013).  

3.4.1 Can-do motivation 

Although fear and supervisor support for security protection can increase insiders’ protection motivation, 

insiders still need to regulate their negative emotions, such as fear, to act proactively. Lebel (2017) suggested 

that emotional regulation knowledge can regulate individuals’ experience of fear and direct individuals’ 

protective effort toward proactive behavior. Insiders with high emotional regulation knowledge tend to take a 

proactive approach. 

In the context of information security, we argue that insiders with high emotional regulation knowledge 

might direct their protection motivation toward proactive ISB. Individuals with high emotional regulation 

knowledge will be more likely to reappraisal the situation and regulate the negative affective experience (Rupp 

et al. 2008). Emotional regulation knowledge can regulate insiders’ negative experiences of fear and motivate 

insiders to take regulated security behaviors. Insiders with high emotional regulation knowledge will focus more 

on positive and long-term outcomes (Mayer and Salovey 1995) and take a more adaptive or strategic approach 

(Oh and Farh 2017) and thus perceive their individual innovation and voice behavior as an adaptive way to 

mitigate threats to the organization.  

Compared with proactive ISB, non-proactive ISB, such as adoption of recommended anti-malware software, 

is more passive and less related to proactive motivation. Previous studies have empirically tested the positive 

relationships between protection motivation and insiders’ protective behaviors, such as ISP compliance (Hina et 

al. 2019; Ifinedo 2012; Johnston et al. 2015; Siponen et al. 2014; Vance et al. 2012; Wall and Warkentin 2019), 

adoption of protective technologies (Johnston et al. 2015; Lee 2011) or implementation of security practice 

(Burns et al. 2017; Posey et al. 2015). However, previous research has not identified conditional factors in this 

relationship. Lebel (2017) suggested that the relationship between protective effort and proactive behavior is 
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negative when individuals’ emotional regulation knowledge is low. We argue that individuals with low emotional 

regulation knowledge are less likely to take proactive approach and more likely to direct protection motivation 

to non-proactive behavior, such as adopting the recommended anti-malware software. 

H4: Emotional regulation knowledge moderates the relationship between protection motivation and proactive 

ISB (individual innovation & voice) such that there is a positive relationship when emotional regulation 

knowledge is high and there is no relationship when emotional regulation knowledge is low. 

H5: Emotional regulation knowledge moderates the relationship between protection motivation and non-

proactive ISB (adoption of recommended anti-malware software) such that the positive relationship is 

enhanced when emotional regulation knowledge is low. 

3.4.2 Reason-to motivation 

Lebel (2017) considered felt responsibility to act as a reason-to proactive motivation and suggested that 

individuals who felt a responsibility to act might direct protective effort to proactive behavior. Although previous 

IS security research found the effect of personal responsibility on individuals’ security behaviors (Anderson and 

Agarwal 2010; Van Schaik et al. 2017), personal responsibility does not mean that insiders will hold themselves 

responsible for the change. For example, insiders with a responsibility towards protecting an organization’s 

information security policy may have a reason to conduct ISP compliance behavior (Yazdanmehr and Wang 

2016). Felt responsibility for constructive change reflects “the extent to which an individual feels personal 

responsibility for continually redefining performance (i.e., doing things better), rather than solely performing his 

or her own task well according to current performance standards (i.e., doing the job right)” (Fuller et al. 2006, p. 

1092). Thus, insiders are more likely to direct protective effort to proactive behavior when they felt high 

responsibility for constructive change.  

We argue that felt responsibility for constructive change moderates the relationship between protection 

motivation and insiders’ proactive ISB. Lebel (2017) suggested that individuals need a strong motivational 

reason to act proactively rather than adopt avoidance behavior. When insiders experienced fear, they might have 

the willingness to take protective action. However, insiders need reason-to proactive motivation to transfer their 

willingness to proactive action (Schilpzand et al. 2015). If individuals perceive that it is their responsibility for 

constructive change, they are likely to explore improvement opportunities (Fuller et al. 2006). We suggest that 
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insiders will have a powerful reason to take proactive ISB when they feel high responsibility for constructive 

change. Insiders are likely to view individual innovation and voice behaviors as necessary to change their current 

situation and improve organizational security protection. In contrast, when individuals perceive low felt 

responsibility to act, the relationship between protective effort and proactive behavior is negative (Lebel 2017). 

That is to say, under low felt responsibility for construct change, individuals’ protection motivation is more likely 

to cause non-proactive behavior. Individuals are likely to direct protection motivation to non-proactive ISB when 

they have a low responsibility for constructive change. Thus, we hypothesize that: 

H6: Felt responsibility for constructive change moderates the relationship between protection motivation and 

proactive ISB (individual innovation & voice) such that there is a positive relationship when insiders’ felt 

responsibility for constructive change is high and there is no relationship when insiders’ felt responsibility 

for constructive change is low. 

H7: Felt responsibility for constructive change moderates the relationship between protection motivation and 

non-proactive ISB (adoption of recommended anti-malware software) such that the positive relationship is 

enhanced when insiders’ felt responsibility for constructive change is low. 

4. Proposed Research Method 

We propose using the survey method to collect data from individual subjects. The survey instrument will 

be pretested and refined based on the guidelines in the literature. To reach general organizational insiders, 

Amazon Mechanical Turk will be used to recruit the respondents by giving them a small incentive. All 

respondents will be presented a security-related scenario that describes a security threat event occurred in an 

organization. For example: 

 

You are an employee of a large corporation. Recently, something happened to your organization. “An 

attack, which started on Friday, locked people out of their computers and encrypts their files, demanding 

they pay up to $300 in bitcoin -- a price that doubles after three days -- to receive a decryption key or risk 

losing their important files forever. What's worse is the malware also behaves like a worm, potentially 

infecting computers and servers on the same network.” 

– From https://www.cnet.com/how-to/wannacry-ransomware-how-to-protect-your-pc/ 
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After reading the scenario, the respondents will be asked to answer questions regarding the extent to which 

they felt fearful, protection motivation, perceptions of supervisor support for security protection, emotional 

regulation knowledge, and responsibility for constructive change, along with intention to engage in proactive 

and non-proactive ISB and demographic information.  
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