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Abstract

The use of concepts is a vital part of the research process as they enable scholars
to sharpen their thinking and communicate clearly about the phenomena they study.
Without scrutiny and critical reflection, concepts risk becoming hegemonic,
ambiguous, and unnecessarily big (recently described as the ‘hembig’ problem).
We suspect that one of the concepts that reached such status in the cybersecurity
discourse is the ‘weakest link’ (sometimes referred to as the ‘weakest link
phenomenon’). This concept seems so prevalent in cybersecurity discourse that
sometimes it is merely stated as a ‘matter of fact’ without evidence, reference to
prior research, or even a proper explanation of what is meant by the ‘weakest link’.
Who or what the ‘weakest link’ is varies significantly from one writing to another.
It may refer to an employee, an individual, an end user, or humans in general. In
line with the problematization review framework, this study aims to examine how
the *weakest link” concept has been used and abused in the cybersecurity literature.

Our analysis demonstrates that prior research fails to provide a clear definition,

Proceedings of 2024 IFIP 8.11/11.13 Dewald Roode Information Security Research Workshop
Kennesaw, Georgia, USA 1



Weakest Link in Cybersecurity Discourse

lacks evidence to support the claim, focuses on a single point of failure in the chain
instead of grasping the complexity of the whole cybersecurity system, and attempts
to argue simultaneously for the deskilling and upskilling of end-users. These
findings emphasize the need to (a) exercise caution when building arguments based
on superlatives such as the ‘weakest link’, and (b) move forward from blaming
humans towards more constructive and empowering motivations in cybersecurity

research.
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INTRODUCTION

The use of concepts is a vital part of the research process as they enable scholars to sharpen their
thinking and communicate clearly about the phenomena they study (Alvesson & Blom, 2022).
Indeed, from a semantic viewpoint, scholars require clearly defined concepts that invoke shared
understanding to be able to conduct and disseminate their research activities. Without such shared
understanding, the accumulation of knowledge would not be possible. Furthermore, paying
attention to dominant concepts in scientific discourse is crucial since, aside from their
communicative quality, concepts afford a ‘performative’ function (Gond et al., 2016). From a
performative viewpoint, a distinction is often made between the locutionary quality of an utterance
(i.e., the literal meaning of what is said), its illocutionary quality (i.e., the intent of an utterance),
and its perlocutionary quality (i.e., the actual effect of an utterance whether intended or not). In
that sense, we may use concepts with a particular meaning and intent in mind that provoke
unintended and undesirable consequences. Considering their communicative and performative
functions, emerging concepts in scientific discourse must be challenged and refined before they
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are accepted (Hirsch & Levin, 1999). Failing to do so may produce concepts that are hegemonic,
ambiguous, and big (or “hembig’ as coined by Alvesson & Blom (2022). We suspect that one of
the concepts that reached such status in the cybersecurity discourse is the ‘weakest link’
(sometimes referred to as the ‘weakest link phenomenon’, (e.g., Siponen & Baskerville, 2018;
Willison & Warkentin, 2013; Yan et al., 2018)). Readers of the cybersecurity literature may be
familiar with the opening statement of academic articles and industry reports that make superlative
assertions like, “humans are the weakest link in the cybersecurity chain” and “employees are the
biggest cybersecurity threat” (e.g., Guo et al., 2011; Hu et al., 2015; Warkentin et al., 2016). The
argument of humans being the ‘weakest link’ seems so prevalent in cybersecurity discourse that
sometimes it is merely stated as a claim without any references to prior research (e.g., Kumar et

al., 2008; Nguyen et al., 2021; Zhuang et al., 2020).

The argument is often used as a premise leading to a logical conclusion typically in the following
manner: “since humans are the weakest link, therefore human behavior in cybersecurity is
important to study”. While we have no problem with the conclusion, we take issue with the
premise. The ‘weakest link” concept is rarely defined therefore it is highly ambiguous in nature.
The concept is used in various contexts such as behavioral cybersecurity, econometric models of
cybersecurity services, or cybercrime reporting. Sometimes it is used to refer to end users (Li et
al., 2010), to employees (Lebek et al., 2013), to 10T devices (Repetto, 2023), and even space

systems (Dygnatowski, 2021).

In line with the problematization review framework (Alvesson & Sandberg, 2020), this study aims
to examine and reflect how the ‘weakest link’ concept has been used and abused in the
cybersecurity literature. Our search identifies 337 papers from leading academic databases which

used the concept “weakest link” in some form and focused on cybersecurity or information security.
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In a more thorough scan of 28 selected papers, we found that the term ‘weakest link” was used to
refer to humans, employees, end-users, individuals, or similar actors. We found that the lack of
definitions has led to the concept being used ambiguously, focusing on a single “root cause” to be

blamed for cybersecurity breaches when there usually are numerous other contributing factors.

Against this backdrop, in the following sections, we introduce the hembig concept, present our
research-in-progress methodology, and the preliminary findings and problematize the use of the

‘weakest link’ in cybersecurity research. Finally, we present recommendations for future research

HEMBIGS IN SCIENTIFIC DISCOURSE

Concepts play a vital role in scientific progress for at least two reasons: First, from a
communicative viewpoint, scholars need clearly defined concepts that invoke shared
understanding to conduct and disseminate their research activities. Second, from a performative
viewpoint, concepts do not merely describe things; they do things. In other words, as Gond et al.
(2016) put it: “[a] performative utterance is one ... in which by saying something we are doing
something” (p. 443). As such, emerging concepts in scientific discourse must be challenged and
refined, lest they risk becoming 'hembigs’, characterized by being hegemonic, ambiguous and big

(i.e., having too broad scope, Alvesson & Blom, 2022).

The first characteristic, hegemony, refers to “cultural and/or linguistic dominance at the expense
of other alternative expressions and vocabulary” (Alvesson & Blom, 2022, p. 60). This kind of
hegemony steers the researchers to repeat popular concepts instead of more exact terms, without

questioning or criticizing them.
The second characteristic, ambiguity, refers to “vagueness and uncertainty associated with

multiple, incoherent meanings attributed to a phenomenon ... [which] means that a group of

Proceedings of 2024 IFIP 8.11/11.13 Dewald Roode Information Security Research Workshop
Kennesaw, Georgia, USA 4



Weakest Link in Cybersecurity Discourse

informed people are likely to hold multiple meanings and/or that several plausible interpretations
can be made, without more data or rigorous analysis making it possible to assess them” (Alvesson

& Blom, 2022, pp. 60-61).

The third characteristic, scope, is closely related to ambiguity as it refers to “the range of meanings
attributed to a concept” (Alvesson & Blom, 2022, p. 61). They clarify that a concept with a broad
(i.e., big) scope “involves a large number of more or less coherent meanings, which typically also
leads to the concept being applied and used in a wide-ranging set of contexts and situations” (p.

61).

Scholars in various social science fields have begun to pay explicit attention to dominating
concepts in their respective fields and question the extent to which these concepts qualify as
hembigs. Solomon (2024) considers this as a necessary conceptual competence and calls it
“hembig awareness” (p. 233). In organization research, it has been argued that dominating
concepts, such as leadership and strategy (among others) are clear examples of hembigs (Alvesson
& Blom, 2022). For instance, the ‘strategy’ concept has taken on different meanings as it traveled
from its origin in the military, to organization, to the public sphere. Alvesson and Blom (2022)
also note that “... as is often the case when a popular concept is travelling from domain to domain,
its application, scope and meaning tend to vary ... Sometimes, organizational actors talking about
strategy even deliberately reinforce the conceptual ambiguity (or ambiguities) in order to further
their own agenda” (Alvesson & Blom, 2022, p. 65). The “leadership’ concept has been subjected
to similar scrutiny, and it was noted that this concept “is often used very broadly, covering
everything and nothing” (Alvesson & Blom, 2022, p. 64). Others have questioned the concept of
‘creativity’ in organization research for its vague and ambiguous nature (Karakilic & Painter,

2022). In business and management research, scholars are questioning the hegemonic ambiguity
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of emerging concepts such as “circular economy’ (Dzhengiz et al., 2023). In accounting research,
scholars have begun to question the hegemonic ambiguity of emerging concepts such as ‘social
impact’ (Yang et al., 2021). Hembig awareness is present in IS research as well. Recently,
Korotkova et al. (2023) have noticed the ambiguity associated with the conception of ‘trust’ and

warned that the loose usage of the term may turn it into a hembig.

What is wrong with using hembigs?

Aside from the obvious (as denoted by its defining elements), Alvesson and Blom (2022) pinpoint
four crucial problems associated with hembigs. First, the uncritical use of hembigs may promote
loose and vague thinking, leading to confusion between and within individual researchers. Second,
uncritical use of hembigs may lead to ‘social amnesia’ when, at a collective level, researchers tend
to “forget or ignore ... work outside [or challenges] the hembig” (Alvesson & Blom, 2022, p. 74).
Third, uncritical use of hembigs may hinder creativity and novel thinking, often requiring open-
mindedness to various interpretations beyond the hembig. Finally, hembigs can turn into a
conceptual jungle requiring insider experts to be able to navigate them, while “newcomers and
outsiders may find areas characterized by hembigs confusing, and much time and effort are called

for just to get properly oriented” (Alvesson & Blom, 2022, p. 74).

Ambiguity and critical reflection

So far, we have demonstrated the worries of having to deal with hembigs in various fields. Having
said that, it is important not to conflate ‘hembig’ with ‘ambiguity’ which is not always seen in a
negative light. For instance, Yang et al. (2021) have argued that in certain situations, ambiguity is
not harmful, and can even be useful, as in the case of intentionally using ambiguous terms or
concepts in scientific discourse to facilitate “attracting and gaining attention from researchers”

(Yang et al., 2021, p. 315). Furthermore, ambiguity may serve as a vehicle to expand the
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“interpretive space” which allows “a range of interested actors to buy into the idea [or concept],
each for their own particular reasons” (Korotkova et al., 2023, p. 3). The key qualifier here is that
to reap the benefits of ambiguity, it must be exercised with critical reflection. Without reflection,
concepts risk becoming what Yang et al. (2021, pp. 315-316) describe as “empty ‘catch-all’
concepts”. The critical reflection and scrutiny of the use and abuse of concepts serve as the safety
mechanism through which concepts in scientific discourse emerge and/or decline. From a lifecycle
process perspective, concepts in a scientific field resemble the S-curve four-stage model:
introduction, growth, maturity, and decline (Hirsch & Levin, 1999). In the domain of organization
science, Hirsch and Levin (1999) demonstrate how a once-dominant concept of “organizational
effectiveness” has gone through the four stages of (a) emerging excitement, (b) the validity
challenge, and (c) tidying up efforts, before its eventual (d) construct collapse. This evolutionary
perspective emphasizes the exceptional importance of the “validity challenge” phase, after which,
concepts that deserve to persevere are refined and transformed, while others that do not stand the
scrutiny decline and collapse. Conceptual hegemony is a real threat since “the hegemonic effect
prevents or marginalizes effective critique, saving concepts from decline.” (Alvesson & Blom,

2022, p. 61).

METHODOLOGY

To examine how the ‘weakest link’ concept has been used and abused in cybersecurity literature,
we decided to do a problematizing literature review (Alvesson & Sandberg, 2020). We started with
a systematic literature review and began from Web of Science and Scopus to find all the articles

with the search phrase “"weakest link™ AND ("cybersecurity” OR "information security™)’. This

search returned 123 papers from the Web of Science and 267 from Scopus, and after removing
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duplicates, there were 305 papers. We included available full-text papers in English, leaving 246

papers.

We first went through all the journal articles and book chapters and checked for questions like:
how many times was the ‘weakest link’ mentioned in the paper text (excluding mentions in the
references)? What did the ‘weakest link’ refer to? What kind of evidence was used to support
‘weakest link” claim? An in what context was it mentioned? This initial check left us with 21
articles that mentioned the phrase ‘weakest link’ either more than two times or in such a
meaningful context that more careful examination was warranted. These papers focused on
behavioral cybersecurity and mentioned humans, employees, individuals, etc. as the ‘weakest
link’. Noticing that not many information systems science journals were included in the initial
corpus, we decided to amend it by using the same search phrase for the Senior scholar premium
list of journals. After removing the duplicates, we got 69 additions, which we inspected in the same
manner. This left us 25 articles for more careful investigation and 18 possibly interesting articles,
of which we decided to add three articles to the corpus since they represented an interesting
category. These papers mentioned ‘weakest link’ only once, when trying to contrast the paper
results against prior literature. See Appendix 1 for the literature review process. Since the work is
currently in progress, we would like to emphasize that we have not yet done a backward or forward
search of the literature, nor analyzed more deeply conference articles fitting the selection criteria

(28).

However, as we wanted to reflect on the role of the ‘weakest link’ concept, we chose to read
selectively as Alvesson and Sandberg (2020) recommended. We noticed that the articles used the
concept in different sections of the paper, at the beginning (abstract and introduction), at the end

(discussion and conclusions), or throughout the article. Thus, we chose to take a small sample of
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each category and analyze them further. We were further inspired by Ebert et al’s (2023) claim
that the “weakest link” concept stems from Taylor’s scientific management and therefore we read
Taylor (1919) and Braverman’s (1998) critical perspective on it. As this is a research-in-progress

paper, we will continue to build on those.

FINDINGS

Locutionary use: Who (or what) is the ‘weakest link’?

The first research objective addresses the locutionary use of the ‘weakest link’ concept, that is, to
identify who (or what) cybersecurity scholars are referring to as the ‘weakest link’. Out of the 293
available papers, the ‘weakest link” concept was mostly mentioned once (118 papers) or twice
(102) in the text, 54 articles mentioned it 3-70 times, and 11 papers mentioned “weak link”. 178
papers did not use any references linked to the concept, but stated it as a fact such as "Regardless
of this trend, however, human beings are still the weakest link in the information security chain."
(Chen et al., 2012) or "End users are often the weakest link in information security management."

(Li et al., 2010). 114 papers used references; the most used references are listed in Appendix 2.

There was a lot of variation regarding who or what the ‘weakest link” was (see Table 1), which
can indicate ambiguity of the term (Alvesson & Blom, 2022). Sometimes the meaning of the
‘weakest link” changed in the paper (see e.g., Borkovich & Skovira, 2020), for example, IS experts,
people, 1S employees, IS professionals in Ma and Cho (2022) or human beings, staff members,
and human element in Mouton et al. (2016). Human(s), employee(s), people, individual(s), and
user(s) or any term referring to a human agent were identified as the most common ‘weakest links’
in a total of 210 papers (out of 293). But there were also other more contextualized and specific

weakest elements, for instance, countermeasure, cybercrime, data security, firewalls, governance
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structures, home computers, insiders, 10T devices/systems, passwords, security of one system,

space systems, technology, third party, etc.

The ‘weakest link’ | Example quotation Number of
is specified as

articles
Employee(s) Introduction: “In the literature, there is a general consensus | 40

that employees are the weakest link in the chain of
information security, which is similar to data protection.”
(Foth, 2016, p. 92)

Human(s) Abstract: “While phishing has evolved over the years, it 98
still exploits one of the weakest links in any information
system — humans.” (Hanus et al., 2022, p. 516)

Individual(s) Introduction: “Despite the fact that more and more 14
individuals have become alert to cybersecurity threats, they
are still often the weakest link in cybersecurity attacks
[30]” (Ng et al., 2021, p. 732)

loT Abstract: “Even worse, due to their inherent characteristics, | 4
10T systems are usually the weakest link in the security
chain and thus many attacks utilize 10T technologies as
their key enabler.” (Stellios et al., 2021, p. 157)

People Informing literature and conceptual model: “People are 24
generally considered the weakest link in an information
security program and to improve staff compliance, the
policies need to be precise and clear with detailed
procedures to follow (von Solms and von Solms,
2004a,b).” (Goel & Chengalur-Smith, 2010, p. 283)

Space systems Conclusions: “Today, however, it is clear that space 1
systems are the weakest link in the critical infrastructure
systems.” (Dygnatowski, 2021, p. 144)

User(s) Introduction “Despite the growing investment in 40
information security technology, users continue to
represent the weakest link in security (Furnell & Clarke,
2012)” (B. B. Anderson et al., 2016, p. 364)
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Table 1. Examples of the use of the ‘weakest link’ in reviewed papers (since many papers

had several ‘weakest links’ the total number is larger than in the text).

Illocutionary use: What is the intended use of the concept?

The second research objective addresses the illocutionary use of the ‘weakest link’ concept, that
is, to identify the intended use of the as the ‘weakest link’ concept in the various cybersecurity
writings. Our analysis points to salient uses: (a) as a motivation statement, (b) as part of argument

building, and (c) as an explanation of study results. We discuss each of these uses next.

The concept as a motivation

In total 170 reviewed papers used the *weakest link’ concept as a motivation, in the abstract or
introduction, but sometimes also in the theory section. The logic often was “Since humans are the
weakest link, therefore we must study the topic X” (e.g., Borkovich & Skovira, 2020; Conteh &
Royer, 2021; Kannelonning & Katsikas, 2023; Klein & Zwilling, 2023; Ng et al., 2021). “X as a

weakest link” motivated several studies with a specific target group in mind.

Yan et al. (2021) identified K-12 school population as the ‘weakest link’ of the cybersecurity
system both in the abstract and in the introduction of the paper, in which they studied the
cybersecurity judgment of middle and high school students with a quantitative experiment using
real-life scenarios and a questionnaire. They aimed for “novel contributions to address [...] the
weakest link phenomenon” since they saw a “need of investigating K-12 students' cybersecurity
judgment and the lack of a valid and reliable measurement” (p. 778). Chamkar etal. (2022) focused
on security operation centers and the professionals working in them, stating that “[t]he human
factor is considered the weakest link in cybersecurity and inside the Security Operation Centers

(SOC) and it represents the most important component at the same time.” (p.1) With a survey of
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40 specialists, they identified challenges for analysts working in SOCs and concluded that it was
unrealistic to consider the SOC analysts as ‘weakest links” and focus attention only on them. Torten
et al. (2018) continued with the same idea, by focusing on IT professionals’ desktop security
behavior with a survey of 400 professionals in the US. They stated that “[s]ocial engineering
concentrates on the human elements, as humans are the weakest link in the security posture of any
system network” (p. 68) and therefore, IT professionals with access to several systems were an
attractive target for cybercriminals. Ma and Cho (2022) had a similar target group in their interview
study of Chinese IT professionals focusing on different control formats, where they concluded that
if the organizational security culture would change in the hierarchical Chinese organizations “they
would help Chinese IT organizations transform IS professionals from organizations’ weakest links
into their strongest links” (p. 21). De Kimpe et al. (2022) noticed in their survey that people who
consider themselves well-informed about cybercrime do not take so many security measures.

These exemplary studies show that the ‘weakest link” can be almost any kind of user group.

Some studies did not focus on a particular user group but took a more general approach to security
behavior. For example, Spears and Barki (2010) focused on security awareness creation by
involving normal users (not only IT professionals) in risk assessment activities. They motivated
their study by noting the following: “While the IS security literature often portrays users as the
weak link in security, the current study suggests that users may be an important resource to IS
security by providing needed business knowledge that contributes to more effective security
measures.” (p. 503). The human-as-a-security-sensor paper (Vielberth et al., 2021) also aimed for
another perspective than the ‘weakest link’ argument proposes, to reach the “full potential” of
users who can generate incident information to complement existing methods (such as security

analytics systems). They claimed that since “[h]Jumans are commonly seen as the weakest link in
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corporate information security”, prior research should be amended by using their capabilities in
detecting and reporting security incidents. Heartfield and Loukas (2018) saw the human as the
strongest link of security and “challenged the concept that users are the weakest link against
semantic attacks, instead, empowering them to become one of its strongest links for detecting
deception-based threats” (p.125). They developed a practical prototype tool for users to report
possible semantic attacks. Thomson and Van Niekerk (2011) also tried to motivate their literature
review by focusing on prosocial security behavior with the ‘weakest link” argument. These papers
use the weak(est) link argument to contrast their studies, and quest for rising to the next level,

group level, or seeing users as an important resource or even as a security sensor.

Many papers motivate their study with the ‘weakest link” argument, either to focus on a specific
group or phenomenon (such as social engineering) or to show that humans can be seen as an asset
for security management. These two different groups of studies present a stark contrast to each
other, the first group embracing the argument presenting an opportunity to find more support for
the argument, and the other one trying to showcase alternative perspectives for seeing humans in

the security management discourse.

The concept as part of the argument

The phrase was used in some papers as a part of the argument in the study. Supporting the ‘weakest
link’ phrase was for example Yan et al. (2018) who found the “weakest links’ in the undergraduate
student group. They did a literature review on the ‘weakest link’ phenomenon and argued that
studying the “weakest link’ is important for a paradigm shift from technology emphasis in security
research to a behavioral perspective in cybersecurity research, especially when focused on ordinary
users by targeting the ‘weakest link’. They found that most students did not identify certain

scenarios as cybersecurity problems (namely cases of missing information and leaving a laptop in
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a car while visiting a bar after work) in their survey of 462 college students. They encouraged that
“the cybersecurity community should focus more on tackling the most difficult aspects (i.e., the
weakest link) effectively rather than on lingering with the easiest aspects (i.e., the strongest link).”
(p. 380). Ani et al. (2019) also focused on finding the “weakest links’ of cybersecurity awareness
in specific organizational settings, but instead of merely identifying the topics in which the staff
has the lowest awareness, they also found specific persons who have the lowest security
capabilities. In this study, a scenario-based model for identifying the “weakest links’” was built and
tested. They state that the “weakest link refers to the personnel with least knowledge and practical
proficiency in security for the implementation of ICS security objectives.” (p. 12). Nohlberg
(2008) focused on explaining why humans are the ‘weakest links’ in cybersecurity. The paper
introduced different manipulation tactics for deceiving humans, and emphasized that anyone may
fall on these tactics, and finally gave examples of how to protect oneself against them. Siponen
and Baskerville (2018) referred in their conceptual paper to the “weak link phenomenon” as an
example of their call for basic research in the information system security field. They defined a
“weak link, or breaking point, for information security can be a certain situation or those people
who ignore all ISS messages and do not participate in surveys” (p. 253), which does not focus only
on people, and emphasizes the indifference towards cybersecurity rather than knowledge or

capabilities.

Some papers used the ‘weakest link’ to support their main argument but were against it. Many
papers referred to Sasse et al.’s (2001) paper focusing on transforming the ‘weakest link’ by
designing usable security. The paper started by criticizing the ‘weakest link’ concept: “labelling
users as the ‘weakest link’ implies that they are to blame. In our view, this is a repeat of the *human

error’ mindset that blighted the development of safety-critical systems until the late eighties” (p.
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122). It is therefore interesting that many papers seem to refer to this paper as a source for the
‘weakest link’ argument. (e.g., C. L. Anderson & Agarwal, 2010; Bera et al., 2023; Yan et al.,
2018). Another paper criticizing the argument was by Edeh (2023), which synthesized the
literature on different aspects related to human factors, errors, activities, etc. The paper tried to
find ways to consider human factors as a cybersecurity solution. Arce and Levy (2003) argued in
their conceptual study that the security community “reiterate [the weakest link argument] ad
nauseam when referring to an organization’s information security posture” (p. 72). The paper
described what has been considered the ‘weakest link’ during the last decades: the mainframes in
the '60s-70s, the PCs in the '80s, the networked organization in the *90s, and finally in the 2000s,
the workstations. Although the paper admitted that the reasons behind the workstation’s
vulnerability are 1) human factors (IT experts are well educated) 2) vulnerable software 3)
exploiters attacking it and 4) instead of the backdoor, the workstation can be considered as a front
door by cybercriminals. The ‘weakest link’ was not thus strictly criticized but explored, but it does
give a wider perspective to the discourse, which often focuses only on humans. Bihari (2018)
tackled the metaphor of security as a chain, by pointing out that 1) it focuses on individual
components of security and does not consider the synergy of the whole, 2) it might give a false
impression that unless “the weakest link is not broken, ‘we are fine’” (p. 3), 3) that other parts of
the chain are unbreakable and 4) sometimes managing the ‘weakest link’ might be more costly
than possible exploit. The paper suggested an alternative: thinking of security as an F1 car, which
might have weak and strong parts, but still works if a weak part is broken. This metaphor might
encourage organizations to aim to win the long-term competition, not a single race, with a high-
performance machine. Evans et al. (2019) tried to find underlying causes for human errors and

then corresponding preventative measures to improve information security in their multimethod
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action research, where they collected data from two organizations about incident reasons. They
explained that “with appropriate controls applied, the human can transform from the weakest link
to the strongest link” (p.3) and created a technique of finding human error causes behind different

security incidents and then appropriate measures to remedy and prevent them in the future.

The papers that use the ‘weakest link’ concept as part of their main argument have taken it for
deeper examination. All the papers aimed to find better solutions to improve organizational
cybersecurity whether they supported or opposed the concept. They made suggestions either by
finding the *weakest links’ and targeting them with training (Ani et al., 2019; Yan et al., 2018), by
explaining the behavior and making diverse recommendations based on the problems (Arce &
Levy, 2003; Edeh, 2023; Evans et al., 2019; Nohlberg, 2008; Sasse et al., 2001), or by taking a
more abstract view of suggesting alternative approaches for useful metaphors or research

approaches (Bihari, 2018; Siponen & Baskerville, 2018).

However, the two existing definitions from these papers are somewhat different. Ani et al (2019)
specifically focused on a person, and Siponen and Baskerville (2018) considered also situations as
well as people as ‘weakest links’. The first paper also focused on the lack of knowledge or
capabilities of the ‘weakest link’, and the latter on the indifference to security messages and
surveys. One interpretation could be that the first definition referred to unintentional security non-
compliance as the other referred to either intentional neglecters or malicious actors. Thus the

‘weakest link’ is a very ambiguous concept.

The concept in explaining the results

A few papers used the ‘weakest link’ to explain their results or show the difference between their
results and previous research. For example, Nguyen et al. (2021) stated in their practical
implications that “Individual users are often considered the weakest link when it comes to security,
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so rather than treating phishing attacks as isolated events, organisations should emphasise the need
to work collectively to overcome these challenges” (p.494). Their paper introduced a collective,
crowdsourcing idea to empower workgroups, helping individuals work together by harnessing the
abilities of people. They focused on phishing susceptibility, the difficulty of identifying phishing
emails and websites, and the trained organizational members as an additional line of defense. Davis
et al. (2023) brought out that “[u]nfortunately, despite more than a decade of research on the human
side of organisational InfoSec, people are often still identified as the weakest link, rooted in
disinterest in security threats and the behaviours that mitigate them” (p. 203) and then explained
the results of their quantitative study concerning workplace factors improving commitment to
organizational cybersecurity. Also, Lin et al. (2022) contrasted their study against prior research
which has either seen employees as mishehaving insiders or the ‘weakest links’ of information
security. They explained the theoretical implications of their quantitative paper about proactive

security behavior, where employees were seen as positive and benevolent.

All of these papers wanted to separate their study from the prior literature and take a positive
approach to the human role in cybersecurity by emphasizing commitment, benevolence, or

collective effort.

DISCUSSION

We set out to examine and reflect the use of the *weakest link” concept in cybersecurity research
and found numerous papers using it, with or without a reference. It seems to permeate the
cybersecurity research, and sometimes the concept is used as a fact without any reference. The

findings so far point to three implications for cybersecurity research.
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First, we call for definitions of the *weakest link’ concept to remove ambiguity. Although there
are several statistics about humans being the root cause of many, or even most?, cybersecurity
incidents, it is clear from this analysis that the concept has many different meanings and refers to
many groups of humans. Thus, we recommend that if the ‘weakest link” concept is used, it should
be at least defined and explained why something is considered to be the ‘weakest link’. When we
recognize that the SOC operators managing daily security problems, the security professionals
creating security controls, the managers creating ISPs, and the end-users trying to navigate the
complex security landscape while focusing on their jobs, are all humans, we can probably say that
100% of cybersecurity problems can be attributed to a human actor. But how does that help us to
improve cybersecurity? Should we try as researchers to be more precise and focused? The end-
user groups can be anything from well-versed and knowledgeable end-users choosing to ignore
the rules since they think they know better (De Kimpe et al., 2022), to novices who do not know
or understand how to behave securely (Ani et al., 2019) or malicious insiders (Siponen &
Baskerville, 2018). We should deal with these groups differently and try to find different solutions
for them. The “‘weakest link’ concept is very widely used, not only in medical physics (Njeh, 2008)
or economics (Hirshleifer, 1983). The concept is used broadly within cybersecurity research in the
behavioral cybersecurity but also in econometric models of cybersecurity optimization (Kumar et

al., 2008) as well as network (Josang et al., 2015) and technical security (Martinez et al., 2021).

! Ebert et al. (2023) raise a good point about the fact that determining the role of humans in
incidents not an objective endeavor, but rather a social constructive one. That is "what you look
for is what you find, and what you find is what you fix.” (p. 1)
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Therefore, the “weakest link’ is clearly becoming a buzzword that covers ‘everything and nothing’
(Alvesson & Blom, 2022). The “weakest link’ refers to varied human entities and is rarely defined
in cybersecurity studies. The ‘weakest link” thus has a lot of variances, as do human factors, but
that variance is reduced and oversimplified when we adopt the concept of “the weakest link’. When
the concept is defined, it can refer to malicious insiders and ill-informed employees, who
accidentally may break the information security policy. All cybersecurity problems can be traced
back to humans, but the weakest link is usually those with less power who do not have the power
to respond. Thus, we call for using more precise names for the specific agent groups, to break the
current hegemony of the “weakest link’ concept and find more precise solutions for cybersecurity

threats caused by the different human factors.

Second, we should question the value of seeing cybersecurity as a chain, which is actually a
multifaceted and multilayered network of technical, procedural, cultural and social practices (cf.
Soomro et al., 2016). Bihari (2018) found several problems in using the chain metaphor. For
instance, if we believe that the “chain” of cybersecurity can be broken from only the ‘weakest link’
point, i.e. human actor, then we 1) might not care for the other parts of the chain or 2) get a false
sense of security or 3) invest in securing the ‘weakest link’, although the cost of that investment is
larger than the exploitation damage would be. Ebert et al. (2023) also criticized the focus on finding
a single root cause of cybersecurity breaches in humans, since several other contributing factors
should be investigated also. For example, zero-day vulnerabilities can be exploited although end-
users are well trained and aware of those threats. The oversimplification of the ‘weakest link’ idea
thus adds ambiguity to the security discourse, and can limit our focus to the “weakest link’ or to
the surrounding areas, when a more holistic approach would be needed (Ebert et al., 2023; Soomro

et al., 2016)
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Third, we should either promote deskilling or upskilling, but we cannot demand both. Ebert et al
(2023) have compared safety science with current cybersecurity discourse and argue that
portraying humas as the ‘weakest link’ has roots in scientific management, sometimes called
Taylorism. Taylor (1919) had a negative perception of workers. In Taylor’s view, workers try to
work slower and cannot understand how the work should be organized. He wrote that (p.14) “the
greatest evil with which the working-people of both England and America are now afflicted” is
that “this man deliberately plans to do as little as he safely can - to turn out far less work than he
is well able to do” (p.13). He recognized that the tradespersons teach other tradespersons as one
reason for slow work, but systematically re-engineered work would give the optimal output.
Therefore, he saw that “the workman who is best suited to actually doing the work is incapable of
fully understanding this science, without the guidance and help of those working with him or over
him, either through lack of education or through insufficient mental capacity.” (p. 26). Thus, he
believed that actual labor and planning of how labor is done should be separated (Braverman,

1998).

The *human as the weakest link’ argument used in cybersecurity literature reflects a similar
negative perspective of workers. Braverman (1998) summarizes scientific management into three
principles. The first principle is “dissociation of the labor process from the skills of the workers”
(p-113), which means that the skills of the experienced workers should not be used but the labor
process should be optimized elsewhere. Thus, the second principle “separation of conception from
execution” (p.114) or planning the optimal work process should be focused on a planning
department, which systematically can study the work. Therefore, the third principle is the “use of
this monopoly over knowledge to control each step of the labor process and its mode of execution.”

(p-119). The workers are “neither encouraged nor permitted to understand his or her work” (p.132).
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Braverman (1998) interprets that in scientific management the requirements of managers are

rational, but employees’ ideas are irrational.

When security experts formulate the ISP, they try to spare the burden of becoming experts from
normal employees but this will lead to deskilling. Security experts have a monopoly on
cybersecurity knowledge. Thus, the conception of ISPs is separate from execution or compliance,
which is expected from employees. The intention of creating the ISP by experts is good, then the
other employees could merely follow the rules and attend trainings, and thus be able to detect those

attacks not caught by technical controls.

However, sophisticated cyberattacks (such as phishing) cannot be detected by generalized rules in
the ISP but require upskilling of end-users. Humans must be well trained and mindful and able to
interpret whether an email, QR code, link, video, image etc. is reliable or not. This is expected
simultaneously when employees should do their work tasks with maximum efficiency and fast
pace. Many end-users are using their computers for tasks demanding skill and expertise, but with
generalized ISP rules, we expect them to follow them mindlessly, without questioning, although

many cyberattacks are virtually impossible to detect without expertise.

So we call for picking the upskilling or deskilling route, both are not feasible simultaneously. If
we want to continue the path of mindless compliance of generalized I1SPs, then perhaps technical
security measures should become so sophisticated that they can find the cyberattacks before they
reach the end-users (Soliman & Jarveldinen, 2024). If we however want to use the upskilling route
then we should concentrate on ISP localization (Niemimaa & Niemimaa, 2019) and various role-

based training approaches.
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CONCLUSION

The purpose of this paper is to examine and reflect on the use and abuse of the *weakest link’
concept in cybersecurity research with the help of a problematizing literature review. Our
preliminary findings point out that it is used in hundreds of cybersecurity papers, often as a
motivation for the study, but sometimes as part of the argument or in explaining the results. We
further observe that the concept has not been defined in many papers, leading to the ambiguity of
the concept. Further, the scope of the concept use is very wide also in the cybersecurity field, and
it seems to have a hegemonic position. Thus, we suspect that it is becoming a hembig concept. As
research implications, we call for more precise definitions, question the use of chain metaphor in
the cybersecurity field, and choose either upskilling or deskilling of end-users. Future researchers
could thus focus on the impact of language on cybersecurity behavior (such as self-perception and
consequent behavior), performativity of language, identification of human actor groups, and

finding different solutions for ensuring cybersecurity based on the identified groups.
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APPENDIX 1. LITERATURE SEARCH PROCEDURE

Web of Science 123
Scopus 267

Exclude
- Duplicates 89

After removing duplicates
332

Exclude
- Not available or Not in English 39

Full-text papers available in
English 293

Exclude
- articles with less than 3 ‘weak(est) link’
mentions 236
- if the content does not have behavioral
cybersecurity in a central role 11

| 21 articles for closer review

New search for AIS Senior Scholar Premier List
of Journals
- Add 69 articles (- 3 duplicates)
Exclude
- if the content has behavioral
cybersecurity in a central role and
weak(est) link mentioned at least 3 times,
in total 4 *

NN

| 28 articles for closer review

Figure 1. Literature review process (* except the three articles which were included since
they represented a third category, explaining the results, and mentioned the ‘weakest link’

only once).
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Mitnick, K. “As Mitnick and Simon [39] 10 Lin et al, 2022; Nord et al,
D., Simon, W. | note, people who interact with 2020; Bulgurcu et al, 2010;
L the information assets of the Aurigemma, 2013; Heartfield
(2002) organization are “‘truly & Loukas, 2018; Ani et al,
security’s weakest link’’ (p. 4).” 2019; Greulich et al, 2024,
(Cavusoglu et al 2015) Malatji et al, 2020; Cavusoglu
et al, 2015; Danet, 2021
Crossler, R. “Compliance with such rules 10 Guhr et al, 2018; Mady et al,
E.etal 2013 | entirely depends on employees’ 2023; Warkentin et al, 2016;
motivation to conform, while Luecke & Simon, 2014; Klein
various sources refer to humans & Zwilling, 2023; Silic &
as the weakest link in the Lowry, 2020; Connolly et al,
security chain [9].” (Connolly et 2017(a); Connolly et al,
al, 2017) 2017(b); Belanger & Crossler,
2019; Djajadikerta et al, 2015
Warkentin, “Employees are often the 9 Lin et al, 2022; Nord et al,
M., Willison, | weakest link in information 2020; Bulgurcu et al, 2010;
R. (2009). security (Mitnick and Simon Aurigemma, 2013; Wang et
2002; Warkentin and Willison al, 2015; Guhr et al, 2018;
2009).” (Nord et al 2020) Mady et al, 2023; Warkentin
et al, 2016; Luecke & Simon,
2014
Schneier, B. “Literature review suggests 8 Dlamini et al, 2011,
(2000) human users as the weakest link Heartfield & Loukas, 2018;
[8,9, 10, 11, 12].” (Shah & Shah & Agarwal, 2020;
Agarwal, 2020) Martins & Eloff, 2002;
Alohali et al, 2018; Zaman,
2020; Mahfuth et al, 2017,
Sasse et al, 2001
Sasse et al. “Many people in the security 7 Dlamini et al, 2011, Ifinedo,
2001 business regard the human 2014; Morgan et al, 2020;
factor as the weakest link in Zakaria & Katuk, 2013; Bera
security solutions [2].” (Zakaria et al, 2023; Anderson &
& Katuk, 2013) Agarwal, 2010; Velki et al,
2014
Vroom, C., & | “According to Vroom and Von |5 Ifinedo, 2014; McFadzean et
Von Solms, Solms (2004, p. 193), “The role al, 2011; Posey et al, 2013;
R. (2004) of the employees is vital to the Ma & Cho, 2022; Leering et

success of any company, yet
unfortunately they are also the
weakest link when it comes to
information security.”
(McFadzean et al, 2011)

al, 2022
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Spears JL, “Information security (IS) is a Wang et al, 2015; Lebek et al,
Barki H function of technology, policy, 2013(a); Lebek et al, 2014;
(2010) process, and users, among Lebek et al, 2013(b); Ahmed

which users are often considered etal, 2014

to be the weakest link (Spears

and Barki 2010, Warkentin and

Willison 2009).” (Wang et al,

2015)
Bulgurcu, B.; | “Since researchers refer to Lebek et al, 2013; Lin et al,
Cavusoglu, H. | employees as the weakest link 2022; Ani et al, 2019; Lowry
& Benbasat, I. | in information security (e.g. & Moody, 2015; Hu et al,
(2010): Bulgurcu et al., 2010; Spears & 2015

Barki, 2010) security education,

training, and awareness (SETA)

programs have garnered

increasing attention.” (Lebek et

al, 2013)
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