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Abstract  

Organizations often have information security policies (ISPs) in place that require employees to 

follow them. Despite decades of research on the topic, ISP noncompliance remains a problem. We 

take an alternative approach to examining the factors that underly ISP noncompliance. We argue 

that ISP noncompliance may be a local phenomenon, rather than a contextualized general 

phenomenon as treated by the extant literature. On that basis, we focus on identifying and 

examining the local (unique) factors that solely predict employees’ ISP noncompliance and are not 

related to other non-ISP-related behaviors (or general organizational policy violations). To identify 

these factors, we adopt a sequential mixed-method research approach comprising a qualitative 

study (Study 1) and a quantitative cross-sectional survey (Study 2). In this research-in-progress 

paper, we present the results of Study 1, propose a research model based on these results, and detail 

our plan for conducting Study 2. We hope that this research will contribute to both the information 

security literature and management practice.  
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Introduction 

Employees’ information security behavior has long been examined by scholars in the 

information systems security field. Organizational employees have been considered information 

security’s weakest link since they have the most direct influence on organizations’ security 

elements, including confidentiality, integrity, and availability. To regulate employees’ information 

security behavior, organizations design and apply information security policies (ISPs), requiring 

employees to comply with them. ISP noncompliance (or violation) behaviors may include non-

malicious violations (e.g., sharing passwords with colleagues), malicious behaviors (e.g., 

intentional data damage), and passive noncompliance actions (e.g., forgetting to backup data). 

Various studies have extensively investigated the factors that can effectively engender ISP 

compliance and deter ISP noncompliance, thereby enhancing our theoretical understanding of the 

phenomenon and recommending the respective “best” organizational practices (e.g., Aggarwal & 

Dhurkari, 2023; Cram et al., 2019). Particularly, scholars have investigated the antecedents of 

employees’ ISP (non)compliance behaviors (and intentions thereof) through various theoretical 

perspectives. For example, previous studies have used deterrence theory (e.g., D’Arcy et al., 2009; 

D’arcy & Herath, 2011; Straub, 1990), fear appeal theory (e.g., Johnston et al., 2015; Johnston & 

Warkentin, 2010), neutralization theory (e.g., Siponen & Vance, 2010), and rationality-based 

theories (e.g., Bulgurcu et al., 2010), among others. Further, they have examined the role of 

organizational behavior factors in ISP noncompliance. These include leadership (e.g., Feng et al., 

2019; Guhr et al., 2019; Xue et al., 2021), organizational culture / workgroup climate (e.g., Chan 

et al., 2005; Goo et al., 2014), job satisfaction (e.g., Bulgurcu et al., 2010; Chang et al., 2012), and 

organizational commitment  (e.g., Liu et al., 2020; Safa et al., 2016), among others.  
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Despite these research efforts, ISP noncompliance behaviors continue to occur, negatively 

affecting organizational information assets (Verizon, 2024). A closer look at the existing literature 

indicates that it predominantly addresses ISP (non)compliance as a contextualized general 

phenomenon rather than a localized one. This broad (general) approach has led to adopting and 

testing theories that explain general behaviors across various organizational contexts, rather than 

ones that account for the unique aspects of ISP (non)compliance. For instance, studies testing 

deterrence theory within this literature show that the severity and certainty of sanctions deter ISP 

noncompliance. Further, studies testing neutralization theory indicate that employees engage in 

ISP noncompliance behaviors because they neutralize, or rationalize, them. However, these 

findings are broad and can be applied to (non)compliance behaviors with any type of 

organizational policies, not just ISPs. Such theories, while robust in their general applicability, 

often fail to account for the local specificities of ISP compliance, and as such may overlook 

context-specific factors (i.e., factors specific to ISP noncompliance). This has hindered the 

identification of distinct (or local) factors (and organizational factor structures) specific to ISP 

noncompliance, thereby compromising the “prescriptiveness” of the extant literature – as 

evidenced by ongoing ISP noncompliance incidents despite extensive research on the topic.  

In this ongoing research, we study ISP noncompliance as a local phenomenon, as opposed 

to a contextualized general phenomenon. Our main objective is to identify the context-local factors 

of ISP noncompliance that do not also predict other (general) policy violation behaviors in 

organizations. Our overarching research question is:  

(RQ) What are the localized factors that affect ISP noncompliance when studied as a local 

phenomenon, rather than a contextualized general phenomenon, as traditionally viewed and 

studied in the literature? 
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To answer our RQ, we employ a sequential mixed-method research design. In the first 

phase (Study 1), we explored the factors that locally and uniquely apply to ISP noncompliance by 

conducting a qualitative online survey with open-ended questions. Particularly, we qualitatively 

compared the factors that lead to ISP noncompliance against the ones that are general and lead to 

any type of policy noncompliance. On that basis, we then developed an empirical research model 

of ISP noncompliance as a local phenomenon. In the second phase (Study 2), we will conduct a 

quantitative study (an online cross-sectional survey) to test our proposed research model and 

hypotheses. This paper’s contributions will lie in identifying the unique context-specific 

(localized) factors of ISP noncompliance, thereby providing the literature with a complementary 

view. Its practical implications will follow, uncovering new localized factors that can aid 

organizations enhance ISP compliance and deter ISP noncompliance.   

literature & background 

As a critical issue to modern organizations, employees’ information security policy-related 

behavior has been investigated by several researchers in the past decades; such a topic has 

particularly had a rich history in information system security research. Spanning multiple decades, 

the organizational information security literature has primarily adopted theories from the fields of 

management, (health) psychology, criminology, sociology, and others, to explain human 

noncompliance behaviors. Following, the incorporated constructs that have been examined as 

factors that affect ISP noncompliance are from adopted theories emanating from reference 

disciplines. These adopted theories tested in the organization information security literature 

include but are not limited to Protection Motivation Theory (e.g., Johnston et al., 2015; Johnston 

& Warkentin, 2010), the Theory of Planned Behavior (e.g., Ifinedo, 2012; Sommestad et al., 2019), 

Deterrence Theory (e.g., D’Arcy et al., 2009; D’arcy & Herath, 2011; Johnston et al., 2015; Straub, 
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1990), Neutralization Theory (e.g., Barlow et al., 2018; D’Arcy & Teh, 2019; Siponen & Vance, 

2010; Vance et al., 2020), and so on.  

While these theories that have been borrowed and tested to predict ISP noncompliance 

have informed scholars’ and practitioners’ understanding of the phenomenon, having roots in other 

(i.e., non-IS) fields, they also naturally – in alignment with their original conceptualization – 

predict other general (i.e., non-ISP-related) misbehaviors. For example, Fear Appeal Theory, 

which is a theory originally from the field of healthcare, has been widely used to highlight the 

negative consequences of imminent non-IS threats through various types of persuasive messages, 

such as anti-smoking messages, safe-drive warnings, and other. General Deterrence Theory 

(GDT), another widely used theory used to investigate employees’ ISP-related behavior, has been 

adopted from the field of criminology; its constructs, including sanction certainty, severity, and 

celerity have been used to predict various non-IS misbehaviors, such as probation violations 

(Maxwell & Gray, 2000), tax noncompliance (Murphy, 2008), employee theft (Hollinger & Clark, 

1983), and organizational deviance (Kura et al., 2015). Moral or ethics-related factors, which have 

been tested as important predictors of ISP-related behaviors (e.g., Xue et al., 2021), have also been 

used to predict non-security misbehaviors, such as corporate crimes (Paternoster & Simpson, 

1996) and tax evasion (Wenzel, 2004). These examples extend to other adapted organizational and 

individual factors that predict employees’ ISP-related behaviors but are also highly related to other 

non-ISP-related misbehaviors.  

In sum, the theories, along with their constructs, that have been adopted to study ISP 

noncompliance in the literature are general in nature. They may be used to explain a wide range of 

“noncompliance” behaviors or misbehaviors. This has led the literature to study ISP compliance 

as a contextualized general phenomenon as opposed to a local phenomenon, which has its own 
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unique characteristics and factors. With ISP noncompliance persisting as a challenge in 

organizations, there is a pressing need to reassess the existing perspective. Specifically, we find a 

need to isolate the general factors that can explain both ISP and non-ISP violation behaviors – 

previously studied in the literature – while also identifying (and exploring) the unique factors that 

specifically predict ISP noncompliance. This approach allows for the study of ISP noncompliance 

as a localized phenomenon.   

research approach  

This ongoing research applies a multi-method multi-study design with two sequential 

phases (Figure 1): a qualitative phase (Study 1) and a quantitative phase (Study 2). This allows for 

developing deeper insights into the subject of interest field (Harrison & Reilly, 2011; Venkatesh 

et al., 2013, 2016). A multi-method design provides three benefits, including the ability to “address 

confirmatory and explanatory research questions,” the ability to “provide stronger inferences than 

a single method or worldview,” and the ability to “produce a greater assortment of divergent and/or 

complementary views” (Venkatesh et al., 2016). In the context of studying ISP noncompliance, it 

is especially useful to adopt the mixed-method research design since technologies and related 

security problems change frequently, making it difficult to draw insights from existing theoretical 

frameworks and perspectives. Further, using a mixed-methods design (with qualitative and 

quantitative studies) to study ISP noncompliance as a local phenomenon, as opposed to a general 

phenomenon as has been studied in the previous literature, is particularly useful as it allows for a 

comprehensive understanding of the nuanced and context-specific factors influencing X 

noncompliance. This approach enables the triangulation of data, providing richer insights and more 

robust conclusions that account for both the depth of individual experiences and the breadth of 

broader patterns. 
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As has been described previously, the main purpose of this research is identifying and 

examining the specific antecedents of employees’ ISP noncompliance behaviors. However, since 

the literature adopts theories from other fields to study ISP noncompliance, thereby studying it as 

a contextualized general phenomenon, there is very limited research that examines specific local 

ISP noncompliance antecedents. Therefore, to better understand ISP noncompliance as a local 

phenomenon and to identify the local-specific antecedents of ISP noncompliance behavior, we 

followed a developmental process and conducted a qualitative study first from an interpretivist 

perspective with inductive reasoning. This necessitates not using a theory before data collection. 

Then, we plan to conduct a quantitative study by adopting a positivist perspective with deductive 

reasoning to test the research model and developed hypotheses. Overall, the multi-method design 

has two phases in this research and is influenced by the contextual research study guidelines  (Hong 

et al., 2014). The first phase comprises a qualitative survey with open-ended questions answered 

by organizational employees. This phase allows for identifying the local antecedents of employees’ 

information security policy noncompliance behavior and performing qualitative data analysis to 

help build our research model for the following quantitative study. The second phase comprises a 

quantitative cross-sectional survey for testing the research model and hypotheses. 

In sum, our research follows a multi-method multi-study research design with two phases. 

The first phase (Study 1) comprises a qualitative study grounded in interpretivism and inductive 

reasoning. The second phase (Study 2) builds upon the findings of the first study and comprises a 

quantitative study grounded in positivism and deductive reasoning.  
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Figure 1. Research Design 

 

QUALITATIVE PHASE (STUDY 1) 

In this phase, we conducted a qualitative study by using the online crowdsourcing platform, 

Prolific, for recruiting participants. We used Qualtrics to develop our qualitative questionnaire, 

which comprised open-ended questions. In this qualitative survey, we aimed to identify the local 

specific antecedents of ISP noncompliance. Thus, it was critical to also find out what factors 

contribute to violations of organizational policies not related to information security (InfoSec), 

along with the specific factors related to ISP noncompliance. To do so, we recruited full-time 

employees in the United States over 18 years old who had an ISP noncompliance experience, a 

non-InfoSec-related policy violation experience, or both. Specifically, we asked participants about 

their non-InfoSec-related policy violation experiences and ISP violation experiences separately; 

we inquired about the reasons for their violations. Examples of both non-InfoSec and InfoSec 

policy violations were provided at the beginning of the survey to mitigate any potential confusion. 
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Before participation, confidentiality, privacy, and voluntary participation were communicated and 

guaranteed in the study consent form to mitigate the response bias and improve response quality. 

An incentive was provided to each successful participant, and the amount was calculated based on 

the lowest labor cost in the United States and the estimated time needed to complete the survey.  

The study was conducted in mid-August 2023, and 188 responses were received. After 

deleting responses that were incomplete, that had a short participation duration, and that had not 

met the participation requirements, 152 responses were retained for data analysis. Based on the 

152 usable responses, we conducted a three-stage (initial, axial, selective coding) qualitative 

analysis (Corbin & Strauss, 2015) by following the grounded theory perspective, which has been 

previously used in many IS studies (e.g., Boudreau & Robey, 2005; Sarkar et al., 2020; Sarker & 

Sarker, 2009; Seidel et al., 2013, p. 201). Key codes, themes, and categories were captured during 

the analysis process, and the theoretical saturation was met when no new code and themes were 

captured (Charmaz, 2006).  

At the end of our data analysis, we identified multiple antecedents of both sets of violation 

experiences – related to (1) non-InfoSec policies and to (2) InfoSec policies – discussed by the 

participants. Noteworthy is that all the identified antecedents are for previous violation behaviors, 

not violation intentions. As a result of the analysis, we captured insightful findings from examining 

the answers related to both sets of behaviors, ISP noncompliance and non-InfoSec policy 

violations. For example, most mentioned that their general (non-InfoSec related) policy violations 

included dress code violation (“I frequently violate my workplace dress code policy and show up 

wearing articles of clothing that are not “permitted…), attendance policy violations (“I cut out of 

work 30 minutes early to go golfing with friends. I figured that since it was only 30 minutes it was 

not too big of a deal.”), and other work-related policy violations policy (e.g., outside-business 
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activities; “My company has a no outside business policy, but I do not entirely agree with it for 

small projects like this. Now every other weekend we do small construction gigs for extra cash.”; 

“Was caught driving an Uber on company time and making extra money.” “I violated a general 

NDA work policy when talking with friends.”). Among those violation behaviors, most were 

intentionally performed. The most discussed reasons for those violations were concluded to be: no 

supervision (“I violated it because leggings are more comfortable and my boss was not there that 

day.”), unclear policy (“The dress code only said that skirts or dresses must be an ‘appropriate 

length’ and did not specify a specific length”), and apathy (“I violate it because I don't care about 

a company that doesn't care for me beyond what I can provide that day. They will never notice.”) 

In parallel, we identified ISP noncompliance behaviors from the data analysis as well. 

These included password sharing (“We shared the passwords for the main workstation with 

someone outside of our department as they would be working with us for a period of time.”), 

workplace network/equipment usage policy violations (“… streaming videos on YouTube through 

high-quality settings while working, breaking our "personal use" policy and effectively, hindering 

our other remote workers by causing a slowdown to a substantial amount of local clients working 

remotely.”), and email policy violations (“using their company email to send personal email 

correspondence to family friends and online businesses as well.”). We note that although most of 

the ISP violation behaviors were not performed with malicious intentions, this does not indicate 

that we only focused and contributed to non-malicious ISP violation behaviors. Rather, this reveals 

that non-malicious ISP violation behaviors were more common and easy to be performed in the 

day-to-day workplace.  

 After the ISP noncompliance behaviors were examined, we identified a variety of reasons 

underlying them, and conclusions were drawn by following the three-stage analysis method. At 
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the end of the analysis, we classified and labeled the reasons for both behaviors into categories 

with subcategories, such as system-related, workplace-related, supervision-related, personal 

factors, and so on, and each category and subcategory contained multiple reasons for policy 

violation behaviors. Next, we conducted a comparison between the underlying reasons of 

regular/general (i.e., non-InfoSec) policy violations and those of ISP violations. We noticed that 

several reasons were shared between the two sets of violation behaviors, such as lack of 

supervision, job dissatisfaction, and carelessness. As our aim was to identify the local (unique) 

factors that motivate ISP violation (or noncompliance) behaviors, we excluded all the shared 

reasons and identified the reasons that were unique to ISP noncompliance behavior; in other words, 

these reasons never mentioned by participants when discussing why they violated general non-

InfoSec policies. At this stage, we identified four prominent unique reasons local to ISP 

noncompliance. We conceptualized them as constructs. These included perceived 

technological/systems environment security, perceived physical environment security, motivation 

to help others, and relative job performance utility. Table 1 lists the constructs with their sample 

reflective participant quotations.  
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ISP Violation Antecedents  Sample Quotations 

Perceived technological/systems environment 
security  

“The computer logs off within minutes 
automatically, but it is still policy to log out 
deliberately.” 

Perceived physical environment security “Our floor is secure so there is no chance of an 
unauthorized person getting into my computer 
since they are unable to get to my floor in the first 
place. So I do not feel the need to lock my 
computer each and every time that I walk away 
from my desk”, “…I locked my office door 
though so it did not cause any harm”, “I don’t 
normally lock my computer when I leave my 
desk. So while it’s against policy there is no one 
in the area to see my screen.” 

Relative job performance utility   “… using personal email to quickly exchange the 
data would help them meet the deadline without 
further delays caused by the technical issues.”, 
“We use Google Drive to hold work documents 
and share them, we do this because it is easier to 
edit things in real time, and we don't have to keep 
emailing the document (which could also be 
hacked) or walking over the drives.”, “It was 
faster and easier especially considering the 
workload at the time.”  

Motivation to help others “One colleague was sharing her password with a 
couple of other colleagues so that they could help 
her complete her project.”, “ 

I shared a password with a colleague because 
they needed access to the service.”, “I was unable 
to open my Dropbox account to forward some 
document to another coworker. So, my nearby 
colleague overheard this and offered his 
password so that I can transfer the file.” 

Table 1. Detailed quotations of ISP violation reasons 
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Hypotheses development 

Based on the results of our qualitative data analysis and previous literature, we developed 

the following research model and hypotheses, which have been presented below (Figure 2).  

In the first two hypotheses, we proposed a positive association between employees’ 

perceptions about the environment security, including the systems environment security and 

physical working environment security, and ISP violation behavior. We particularly posit that the 

higher in security employees perceive their environment to, then the more likely they are to 

perform ISP violations. According to protection motivation theory, users evaluate the certainty of 

the threat along with the response costs and effectiveness before making the decision of protecting 

organizational assets. When the environment is perceived to be secure by employees, the risk and 

threat certainty would be perceived low in the meantime, which will lead to a lower intention to 

perform the protection/security behaviors. In the qualitative study, multiple participants mentioned 

that they violated ISPs simply because they believed that the working environment was well 

secured, with for example no one having access to the area, or with computers that automatically 

log off. This theoretically leads to perceptions of lower risk and threat certainty. Thus, we propose 

the following hypotheses:  

H1: Perceived systems environment security is positively associated with ISP noncompliance.  

H2: Perceived physical environment security is positively associated with ISP noncompliance.   

The third identified construct is relative job performance utility which refers to how much 

users expect the ISP violation (i.e., noncompliance action) helps them perform their job. In the 

qualitative study, multiple participants mentioned that they violated an ISP because the expected 

performance outcome will be significantly improved. As we know, employees’ work performance 

is evaluated by task accomplishment and work outcomes instead of their security policy 
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compliance (Guo et al., 2011). In other words, when information security requirements conflict 

with work performance, considering the difficulties of following ISPs and the responsibilities of 

their work, employees will bypass the required security measurement and put their work 

performance as their first priority. Hence, we propose that: 

H3: Relative job performance utility is positively associated with ISP noncompliance.  

The last antecedent we identified is employees’ motivation to help others in the workplace. 

Among the participants, multiple of them mentioned that they violated the ISP, especially the 

password-sharing behavior because their colleagues needed help to finish the assigned work. In 

previous research, the topic of sharing passwords with colleagues as a helping behavior has been 

discussed from the model belief perspective (Li et al., 2021). When making a choosing between 

helping others and violating the security policy, moral beliefs play a significant role (Iwai & de 

França Carvalho, 2022; Li et al., 2021). Hence, we posit that people who have a higher motivation 

to help others are more likely to violate information security policies, possibly due to a stronger 

moral identity. Therefore, we propose that: 

H4: The motivation to help others is positively associated with ISP noncompliance.  
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Figure 2. Research Model 

 

Research plan 

Quantitative phase (Study 2): Cross-sectional survey 

We will empirically test our research model and hypotheses by conducting an online cross-

sectional survey. Participants will be US-based full-time employees due to our research context 

and will be recruited by using the online crowdsourcing service, Prolific. The measurement scale 

of constructs will be adapted or adopted from previously published research. After the data is 

collected, both the measurement model and structural model will be tested sequentially. Common 

method bias will be assessed and controlled-for before and after the data collection (Podsakoff et 

al., 2003). 

 



 Investigating ISP Noncompliance as a Local Phenomenon 

Proceedings of 2024 IFIP 8.11/11.13 Dewald Roode Information Security Research Workshop 
Kennesaw, Georgia, USA 16 

Conclusion  

In this ongoing research project, we study ISP noncompliance as a local phenomenon rather than 

a contextualized general phenomenon, as the extant literature has viewed it. Thereby, we focus on 

identifying the factors that are uniquely associated with employees’ information security policy 

noncompliance by conducting sequential mixed-method research. As one of the early studies that 

pay attention to this research issue, we not only provide a complimentary view of investigating 

employees’ ISP-related behaviors but also will make practical recommendations related to security 

management.  
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