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Abstract  

Artificial Intelligence (AI) is widely used in cybersecurity for threat detection. The advent of 

Generative AI (GAI) extends the capabilities of cybersecurity software, further enhancing 

cybersecurity measures. This paper studies the intricacies of interactions between humans (i.e., 

cybersecurity professionals) and AI agents within the cybersecurity domain. Specifically, this 

paper addresses “complexity meets complexity”, in which the dynamics between complex 

GAI’s algorithm and complex tasks operated by cybersecurity professionals become the key to 

this study. Overall, this paper relies on Activity Theory, which offers a comprehensive 

framework to examine activities between human and AI agents. At this preliminary stage, the 

findings reveal that cybersecurity professionals leveraged GAI for knowledge exploitation in 

favor of productivity improvement, and that human-AI interactions engender human-AI 

augmentation, which is founded on the interplay between AI algorithms and human enquiries.  
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Introduction 

 

Generative artificial intelligence (GAI) has gained popularity in the Information 

Systems (IS) discipline. IS scholars have discussed the ethical perspectives of GAI in societal 
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(Dwivedi et al., 2023; Stahl & Eke, 2024), organizational (Heyder et al., 2023), and academic 

research (Schlagwein & Willcocks, 2023) contexts, and examined GAI as a hacking tool 

(Renaud et al., 2023), an educational tool (Memmert et al., 2023; Van Slyke et al., 2023), and 

a research tool (Susarla et al., 2023), while uncovering factors behind GAI’s adoption across a 

variety of organizations (Prasad Agrawal, 2023).  

Cybersecurity professionals are more likely now than ever to incorporate GAI in their 

everyday tasks (Sen et al., 2022). Cybersecurity professionals, such as security analysts in a 

Security Operation Center (SOC), bear the responsibility of identifying cyber threats by 

scrutinizing intricate and interconnected IT infrastructures. This undertaking requires their 

interactions with complex tools, notably AI-based intrusion detection systems (IDS) designed 

for cyber defence. For example, it would not be unusual for SOC analysts to adopt GAI for 

assistance in testing, threat analysis, and data manipulation (Smith, 2018) associated with log 

analysis in a Security Information Event Management (SIEM) environment.   

Despite the increased presence of GAI in the cybersecurity workspace, there are 

complexities native to both the human and GAI agents that add uncertainty and concern to the 

outcomes of their use (Jiang, Kahai, et al., 2022; Liu, 2021). These concerns are particularly 

troubling as the field of cybersecurity plays a pivotal role in safeguarding national security and 

critical infrastructure. For instance, humans cannot readily explain the complex outcomes 

generated by AI agents, potentially causing a lack of trust, biased AI outcomes, and a lack of 

accountability. Similarly, GAI agents do not take into consideration the individual traits of their 

human counterparts who operates complex cybersecurity tasks, potentially leading to 

information overloading, irrelevant information, and negative impacts on performance. This 

issue of “complexity meets complexity” carries significant weight in shaping any concerns 

organizational leaders may have toward the use of GAI by cybersecurity professionals in their 
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organizations. This study argues, however, that by better understanding how beneficial human-

AI augmentations occur as a product of human-AI interactions, these concerns may be placated.  

In light of this motivation, the research question is, how are human-AI augmentations 

formed from the complex interactions of human and AI agents? To answer this question, this 

study leverage Third Generation Activity Theory (Engeström, 1999). By collecting Reddit’s 

data about cybersecurity workers’ experiences of using ChatGPT, this study reveals how 

interactions between humans and AI agents engender human-algorithm interactions (Tarafdar 

et al., 2023) that eventually leads to human-AI augmentations (Rai et al., 2019). Such 

augmentations enhance both human and GAI knowledge bases and may serve to help pacify 

concerns associated when complexity meets complexity.    

Literature Review 

Artificial Intelligence (AI) methodologies, such as machine learning and deep learning, 

have been widely used in cybersecurity for threat detection (Ahmad et al., 2021), phishing 

detection (Catal et al., 2022), malware detection (Tayyab et al., 2022), and insider detection 

(Yuan & Wu, 2021). Recently, Generative AI (GAI) has emerged as a branch of AI that focuses 

on training models to generate new contents, such as, text, images, or other formats, in response 

to human enquiries (Susarla et al., 2023).  

GAI holds the capability to assemble synthetic data, which is instrumental in testing 

detection models. Additionally, it can build comprehensive and realistic cybersecurity scenarios 

for training purpose. Large Language Models (LLM) represents a subset of GAI specifically 

designed for text generation (Devlin et al., 2018). While GAI offers invaluable tools for 

cybersecurity measures, threat actors use them for malicious purposes, such as automating 

social engineering (Brundage et al., 2018). 
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GAI raises some ethical concerns. Trained on vast amounts of data, GAI inherently 

reflects ethnocentric perspectives that can inadvertently breed societal biases (Susarla et al., 

2023). Privacy breaches is another significant concern (Gupta et al., 2023). Also, a known 

limitation of GAI is “hallucination”, indicating its tendency to create nonsensical or inaccurate 

content (Nah et al., 2023). As the synergy between humans and AI becomes increasingly 

crucial, the ability to seamlessly collaborate with AI systems becomes essential. This calls for 

proficiency in prompt engineering, the process of carefully crafting prompts to optimize AI 

outcomes, which this study intends to address. 

Activity Theory 

Activity Theory (AT) highlights the dynamic interactions between various actors, such 

as humans and AI. Its primary objective is to discern essential concepts, like the behavioural 

model of these actors, while offering insights into the mechanisms underlying specific events. 

This entails exploring why and how individuals behave in particular ways (Engeström, 1999; 

Kaptelinin & Nardi, 2006). In AT, the fundamental unit of analysis is termed “activity”. 

Activity refers to the interplay between a subject and an object, where the subject represents an 

active entity (i.e., actors) driven by motives to transform the object (Kaptelinin & Nardi, 2006). 

Specifically, the object is intrinsically linked to the subject's motives, either serving as a source 

of motivation or fulfilling the subject's needs. The “triangle framework” (as illustrated in Figure 

1) represents AT. This framework examines technologically mediated activities, encompassing 

aspects like technology utilization and interaction (Kaptelinin & Nardi, 2006).  

Overall, AT comprises seven key elements: subject, object, instrument (i.e., mediating 

artifacts), rule, community, division of labour, and outcome. A subject is the social actor 

actively engaging in activities, while an object is the objectives pursued within an activity 

system. The community offers a social context in which the subject operates, forming an 
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integral part of the activity system's structure (Engeström, 1999). As subjects engage with their 

communities, they gradually realize the group norms and the division of labour, which outlines 

tasks assigned to other participants within the community. Using mediating artifacts (e.g., 

tools), subjects attain specific objectives relative to the community's goals. Ultimately, the 

outcome of this interplay is the transformation of the entire activity system. 

 

Figure 1. Activity Systems. 

Third Generation Activity Theory 

Third Generation AT, as shown in Figure 2, revolves around the dynamic interaction of 

two distinct systems, characterized by dialogue, diverse perspectives, and interrelated activities. 

This interaction ultimately creates a shared object (Engeström, 2001). To explain this concept, 

Engeström (2001) presented a healthcare scenario, where patients and the healthcare system 

acted as two separate but interconnected systems. Patients pursued the goal of healing (object1), 

while the healthcare system offered healthcare services (object1) (Engeström, 2001). As these 

two systems interacted, patients shared details about their illnesses to heal (object2), and the 

healthcare system classified patients’ diseases to attain accurate diagnoses (object2). 

Eventually, both systems created new information that creates a well-informed diagnosis 

(object3), which is a shared object resulting from their interactions.  
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Figure 2. Third Generation Activity Theory. 

 

The Third Generation of AT subsumes five guiding principles (Engeström, 2001). By 

adhering to these principles, one can systematically explore the theoretical components, such 

as rules (e.g., group norms), division of labour (e.g., automated tasks), and tools (e.g., AI 

algorithms) during human-AI interactions.  

Principle 1: Unit of Analysis. The focus of analysis is the activity unit that creates actions. 

This includes actions initiated by both human and AI agents within their respective groups, as 

well as the interactions that occur between both groups. 

Principle 2: Multi-Voicedness. Multi-voicedness encompasses a spectrum of divergent 

viewpoints, varied work outcomes, and diverse assessments of systems, all expressed by a 

multitude of individuals. Examining “multi-voicedness” within cybersecurity workers enables 

us to gain insights into their motivations, performance, and operational dynamics when utilizing 

GAI technologies.  

Principle 3: Historicity. History can be perceived as a sequence of past actions undertaken 

with the aim of achieving specific objectives. Delving into historical records empowers us to 

discern recurring patterns, which would eventually uncover the social dynamics within activity 

systems. 
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Principle 4: Contradiction. Contradictions represent structural tensions within and across 

activity systems (Engeström, 2001). These tensions surface when novel circumstances collide 

with group norms. In a cybersecurity context, contradictions may arise when cybersecurity 

workers discover that AI (i.e., a new entity) fails to perform certain tasks as required (i.e., norms 

of cybersecurity operations). 

Principle 5: Expansive Cycles. As contradictions escalate, a collaborative process of change 

emerges, producing object’s transformation. For instance, human may find ways to navigate 

certain AI’s constraints (i.e., contradiction); and on the other hand, the AI system could 

minimize its constraints and improve its responses to human enquiries, fostering enhanced 

human-AI interactions. 

Research Methodology 

Researchers in this study obtained data from Reddit using a custom crawler developed 

with the Pushshift.io Reddit API (Baumgartner, 2017/2023). The search focused on posts about 

cybersecurity professionals’ usage about ChatGPT. The crawler gathered post details, including 

content, title, score, comment count, hyperlink, subreddit, and creation date. After applying 

predefined rules, duplicates and unrelated posts were removed, resulting in a dataset of 1,049 

unique posts. 

Based upon content analysis (Weber, 1990), NVivo software was used to run open 

coding. Content analysis is a method that draws inferences about psychological behaviors and 

communication styles in a group (Weber, 1990). It involves categorizing words within the text 

into fewer categories, facilitating the construction of concepts based on data rather than 

preconceived notions or biases (Agar, 1980). 

When categorizing words into groups, it is important to consider the mutual exclusivity 

and scope of these categories (Weber, 1990). Using the Third Generation AT’s five principles 
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as the guiding framework, this study argues that a core category derived from data is not strictly 

mutually exclusive since it can align with multiple principles. This lack of exclusivity is 

attributed to the interconnected nature of these principles, where the same text may fit into more 

than one principle. For example,  

“I could ask a jailbreaked version of the system for advice in committing a ransomware 

attack…”  

On one hand, the text may suggest that individuals try to circumvent ChatGPT’s 

constraints (i.e., Principle 4: Contradiction). On the other hand, the text may suggest activities 

of ransomware attacks (i.e., Principle 1: Unit of Analysis). It is also worth noting that similar 

views were expressed using different words. These similarities could arise from the precise 

meanings of words or shared connotations (Weber, 1990). For instance, both sentences below 

link ChatGPT to cyber offense. 

“With its advanced NLP and ability to mimic human behavior, ChatGPT can be used for 

social engineering attacks that are as cunning as they are convincing.” 

“XSS attacks in webpages is still a commonly reported attack vector…you have [ChatGPT] 

with the accumulative cyber security expertise…this could potentially rear its head in an 

ugly way.” 

With shared meanings found in text, this study asserts that content analysis along with 

a semiotic method (Maasik & Solomon, 2011) is a good data analysis approach. The semiotic 

method explores the meaning of signs and symbols, enabling a more comprehensive text 

analysis for drawing meaningful inferences (Myers, 1997). Overall, the data analysis began 

with open coding, where three researchers met via three Zoom meetings to identify core 

categories within the text. Disagreements that arose during this coding process were resolved 

through finding common ground. This study did not compute interrater reliability to assess the 

consistency of ratings among raters (Cooper & Schindler, 2001). This was due to the face-to-

face discussions, which enabled researchers to find common ground and reduce potential biases. 
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Preliminary Findings 

The following preliminary findings lay the foundations for a proposed framework 

depicted in Figure 3. 

Principles Findings Suggestions 

Principle 1: 

Activity system 

as unit of 

analysis 

The key activity was using GAI to run 

cybersecurity related tasks. Individuals 

also used GAI to enhance their work 

productivity. 

Individuals use GAI for task automation, 

with a specific focus on refining work 

operations to enhance value, as described 

by the notion of exploitation (Johnson et 

al., 2022) 

Principle 2: 

Multi-

voicedness 

Individuals were impressed by GAI 's 

ability to exhibit human-like behaviors 

and offer accurate responses, making 

them to believe that GAI as a useful 

cybersecurity tool. However, they 

expressed concerns about biases 

stemming from GAI’s reliance on 

historical data, and they were bothered 

by occasionally irrelevant and 

inaccurate responses (Nah et al., 2023). 

GAI show data dependence (Weber et al., 

2023), anthropomorphism (Sowa et al., 

2021), and context-awareness, in which it 

adopts contextual information to address 

individuals’ enquiries (Ogbuabor et al., 

2022).  But the complexities of AI (Yang et 

al., 2020) may cause mishandling of 

individuals’ enquiries, provoking 

inscrutability where AI becomes 

unintelligible (Berente et al., 2021). 

Principle 3: 

Historicity 

There was a recurring pattern wherein 

individuals projected GAI’s 

technological frontier following their 

experiences with its usage. 

AI’s socio-technical trajectory is based on 

human-algorithm interaction, which is 

shaped by AI’s algorithm processing and 

human’s enquires generation. 

Principle 4: 

Contradictions 

A misfit between AI and individuals’ 

needs (Jiang, Karran, et al., 2022) 

provoked tensions, propelling 

individuals to circumvent GAI’s 

security controls. 

Tensions reflect a struggle between 

human control and AI automation 

(Shneiderman, 2020) in that individuals try 

to assert autonomy over AI automation. 

Principle 5: 

Expansive 

cycles 

Through human-algorithm 

interactions, GAI learns to reinforce its 

security controls for deterring 

individuals’ malicious use, while 

individuals learn to improve 

cybersecurity operations based on 

GAI’s responses. 

Human-algorithm interactions could 

foster human-AI augmentation, wherein 

humans and AI enhance their knowledge 

bases concurrently (Benbya et al., 2021). 

Table 1. Summary of Data Analysis. 

 

Figure 3 combines the activity systems of human and AI agents. Enquires processing by AI 

agents generates an object that interacts with human’s enquiries, and likewise, enquires 

generation by human agents creates an object that interacts with AI’s algorithms. This study 

argues that these interactivities gradually engender human-AI augmentations.  Specifically, this 

study asserts that humans gain knowledge from AI-generated responses, while the high quality 
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of human enquiries enables AI systems to learn from human data. Through ongoing interaction 

between human and AI agents, humans gain a deeper understanding of the AI agents’ strengths 

and learn how to effectively collaborate with them, a process often referred to as prompt 

engineering. Meanwhile, AI agents leverage insights gained from human behavior sequences 

to refine their decision-making abilities (Zhong et al., 2020). This dynamic suggests that 

interactions between humans and algorithms foster human-AI augmentations, enabling both 

humans and AI to expand their knowledge bases. This synergy between humans and AI 

signifies a symbiotic relationship between both entities, creating human-AI augmentations (Rai 

et al., 2019).   

 

Figure 3. GAI’s Activity Systems 

 

Conclusion and Future Research 

Based on the preliminary findings, this study argues that beneficial human-AI 

augmentations are the outcomes of complex human-algorithm interactions and knowledge 

repositories of both human and AI agents. That is, a synergistic effect between human and AI 

is shaped by human’s and AI’s knowledge base (Sundar, 2020), in which collective knowledge 

from both human and AI agents are disseminated, shared, and synthesized through human-AI 

interactions. Moreover, cybersecurity professionals mainly use GAI not so much for knowledge 
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exploration or creation but rather for knowledge exploitation favoring productivities 

improvement. By highlighting the beneficial human-AI augmentations shaped by human-AI 

interactions in the pursuit of cybersecurity task completion, this study hopes to help placate the 

concerns related to the complexity meets complexity phenomenon that is human-AI 

engagement. In the future, researchers will run Zoom meetings with cybersecurity professionals 

to observe how they use GAI to complete a given task and how their use affects the synergies 

gained for both the human and AI agents. This would further enrich the findings and offer a 

significant contribution to IS scholarship. 
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